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1 Reason for Contribution

The contribution proposes extensions to IMPS grant and block lists to simplify and facilitate their management by their owners in particular with regard to IMPS 1.3 use case “send when UserA is not on UserB contact list”.

2 Summary of Contribution

IMPS delta requirements 1.3 defines the use case “send when UserA is not on UserB contact list”. To implement this use case requires that the server checks whether UserB accepts messages from users not on his contact list. Therefore a user should be able to grant and deny messaging to non-contacts by adding their User-Id to the grant or the block list. The possibility to specify wildcard characters in addition to specific IMPS User-Id and the reference of contact and watcher lists in the grant and block lists will facilitate and simplify the use of the grant and block lists by their owners.

3 Introduction

There are two types of authorization in IMPS CSP 1.2 [1]:

· Presence authorization allows a user to authorize another user to have access to his presence attributes. 

· Instant messaging authorization enables a user to authorize or deny other users to message him. It makes use of two optional access control lists called block and grant lists.
These two types of IMPS authorizations are independent of each other. IMPS CSP 1.2 does not define a relationship between presence and messaging authorizations. For example, a user (say UserB) can assign presence privileges to another user (say UserA) but blocks him from messaging. Conversely if UserB does not use a grant list, anybody can message him, including non-contacts assuming they are not blocked. However, if UserB uses a grant list, contacts and non-contact users who are not in the grant list would not be able to message him.

The contribution proposes to facilitate the management of the grant and block lists in particular with regard to IMPS 1.3 use case “send when UserA is not on UserB contact list” [2 section 5.5] whereby UserA may send an IM to UserB when UserA is not in UserB contact list. It will be simpler for UserB to specify, for example, that he wishes to receive messages from contacts only or from contacts and non-contacts.

4 Use case “send when UserA is not on UserB contact list” analysis

This use case describes the sending of an IM by UserA to UserB when UserA is not on UserB contact list. To receive a message from UserA (a non-contact), assuming UserB is online, one of the following conditions must be true:

· UserB is not using his block list or if he is using it, UserA is not listed in.

· UserB is not using his grant list or if he is using it, UserA is listed in.

When the server receives a message from UserA to UserB, it must check to see whether UserB accepts to receive messages from UserA.  If the outcome is positive, the server sends the message to UserB. 

To implement this use case in CSP, item 3 of the normal flow requires that the Server checks that UserB is online and accepts messages from users not on his contact list. Therefore CSP must allow a user to grant/deny messaging to non-contacts by adding their User-Id to the grant/block list. Adding non-contacts to a grant list means that a user allows non-contacts to message him. Similarly, adding non-contacts to a block list means that a user does not want to receive messages from non-contacts. In addition a user should be able to indicate that he wants to receive IM from users on his contacts list in a simple manner.
4.1 Proposal

To simplify and facilitate the use and the management of the grant and block lists by their owners, we propose to allow a user to be able:

· To include contact lists and subsets of his watcher list in his grant and block lists to authorize and deny messaging to people in his contact and watcher lists.  We refer to subsets of the watcher list because it contains users with different status; such as “subscribed but not authorized” and “subscribed and authorized”. To be useful, it should be possible to refer to subsets of the watcher list based on the status of the users it contains.

· To use wildcard characters in IMPS addresses to simplify the addition of individual users, in particular non-contacts. A wildcard character is a special character that will be used to represent one or more characters of an IMPS address. For example, if the octothorpe “#” is a wildcard character, depending on the substitution rules, the notation wv:#@imps.com could refer to every possible User-Id at domain imps.com under the scheme wv. The character(s) to use as wildcard character(s) and the substitution rules have to be designed carefully and must take into account the character set(s) and the syntactic format used for IMPS generic address format [1, 5.3].

We propose the following protocol requirements for CSP 1.3 (not all of them are new):

1. It shall be possible to add contacts and non-contacts in the grant and block lists.

2. It shall be possible to remove contacts and non-contacts from the grant and block lists.

3. Contacts and non-contacts shall be identified in the grant and block lists either with their specific IMPS user address or with wildcard characters. 

4. It shall be possible to include in the grant or block lists of a user, contact lists and subsets of the watcher list based on the status of the users included in the watcher list. 

5. It shall be possible to remove contact lists and the watcher list subsets from the grant or block list of a user.

6. It shall be possible to perform the CSP access control transactions [1, section 9.2] on contact lists, watcher lists, contact and non-contact users (including the use of wildcards).

7. CSP granting and blocking decision procedure [1, figure 4.3] shall apply.

5 Intellectual Property Rights

OZ Communications has no knowledge about any IPRs related to this contribution.  

6 Recommendation

The MWG-IM group should enhance the IMPS version 1.3 CSP protocol according to the proposal presented in this contribution to facilitate the addition/removal of users (contacts and non-contacts) to/from the grant and block lists to support the IMPS 1.3 use case “send when UserA is not on UserB contact list”.
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