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	Title:
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	 FORMCHECKBOX 
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 OMA Confidential

	To:
	OMA IM WG

	Doc to Change:
	OMA-IMPS-WV-CSP-V1_3-20050107-D.doc

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
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1 Reason for Change

New functionality for 1.3
This change request adds the functionality related to the authentication based in MSISDN or other authentic network information and the auto-login.  It for fills requirements GEN-19 and GEN-20 
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

OMA-IMPS-WV-CSP_XMLS-V1_3-20050107-D
4 Intellectual Property Rights Considerations

The authors of this change request do not have knowledge of any IPR related to this contribution.

5 Recommendation

Working group to review and approve the change request.

6 Detailed Change Proposal

7.1 Logging in

7.1.1 Transactions


[image: image1.wmf]LoginRequest

Client

Server

LoginResponse


Figure 3. Logging in

In order to use the IM services the user MUST log in into a Service Access Point.  .  This login MAY happen seamless for the user.  This means that the client performs the required actions to log the user in without any action required from the user.  The technical solution to provide this seamless login, is up to the client implementation.

After the server processed this request, it sends a login response message to the client; which will contain the details of the login operation. When the login operation into the Service Access Point is not successful, a status message indicates the login failure instead of the login response message. The login response sent by the server MAY also indicate that the client needs to perform a Client Capability Request.

After a successful login a service negotiation performed. After the service negotiation the agreed services available to the user are: Presence Service, IM Service, Group Service, Content Service.

When the session is re-initiated, client capability negotiation is not performed.

The client MAY choose either a 2-way access control or a 4-way access control. If the client chooses the 2-way access control, the LoginRequest contains the element “Password-String” with password in plain text. The server responds with either success or failure or further authorization. If the client chooses the 4-way access control, the LoginRequest contains neither element “Password-String” nor element “Digest-Bytes”. Instead, the LoginRequest contains the element “Supported Digest Schema”. The server responds with the challenge “nonce” based on the “digest schema”.

The client then sends the LoginRequest again with the element “Digest-Bytes” which is the BASE64-encoded result string based on the “schema” hash function on the concatenation of the challenge “nonce” and the password:

Digest-Bytes = hash_function(nonce + password )

The server finally responds with either “success” or “failure”.

Even if the client chooses the 2-way access control, the server still can send a response with error code 401. That means the server requires further authorization of this request. In this case, the response message contains the available authorization scheme “digest schema” with the challenge “nonce” for the scheme.

Following schemes can be used as “digest schema” to generate the challenge “nonce”:

The MD5 Scheme

The client concatenates the challenge with the password, and performs a MD5 hash on the resulting string. The client then SHOULD repeat a  request with the resulting data as a string encoded by BASE64.

The MD4 & MD6 Scheme

The same algorithm as for the MD5 Scheme except the hash algorithm is replaced with MD4 or MD6.

The SHA Scheme

The client concatenates the challenge with the password, and performs a SHA hash on the resulting string. The client then SHOULD repeat a request with the resulting data as a string encoded by BASE64.

The client and server MAY choose not to use any authentication scheme, instead rely on authentication in the mobile network. The client SHALL indicate this to server.  In the 2-way access control, the client SHALL indicate this by leaving the “Password-String” empty.  For the 4-way access control, the Digest-Schema element in the Login-Request SHALL only indicate “PWD”.  In both the 2-way and 4-way access control, the User-ID element may be omitted.  If the User-ID element is omitted, empty or incorrect, the Login-Response SHALL contain the correct UserID.

The server MAY always choose to rely on authentication in the mobile network.  

If the authentication relies on the mobile network, the first Login-Request SHALL be followed by the final Login-Response even if the 4-way access control was initiated.

7.1.2 Error conditions

Generic error conditions:

Service unavailable. (503)

Version not supported. (505)

LoginRequest error conditions:

Further authorization needed to use the server. (401)

Invalid password. (409)

The particular user is not allowed to use the server. (403)

Unknown user. (531)

Already logged in. (603)

SessionID, UserID and ClientID not matching. (422)

No matching digest scheme supported (543)

7.1.3 Primitives and information elements

	Primitive
	Direction

	LoginRequest
	Client ( Server

	LoginResponse
	Client ( Server


Table 6. Primitive directions for Logging in

	Information Element
	Req
	Type
	Description

	Message-Type
	M
	LoginRequest
	Message identifier.

	Transaction-ID
	M
	String
	Identifies the transaction, set by client.

	User-ID
	C
	String
	Identifies the requesting User.

	Client-ID
	M
	Structure
	Identifies the requesting WV client. Unique (for this user) identifier.

	Password-String
	C
	String
	The password digest corresponding to the User-ID

	Digest-Bytes
	C
	String
	The digest is BASE64 encoded.

	Supported-Digest-Schema
	C
	String
	A list of supported digest schema (PWD, SHA, MD4, MD5, MD6)

	Session-ID
	C
	String
	The session-ID when session reestablishment is requested.

	Time-To-Live
	O
	Integer
	Time requested between client to server messages before client is considered disconnect. If information element is not present client is requesting an infinite time-to-live time. Indicated in seconds.

	Session-Cookie
	M
	String 
	The session cookie used by WV SAP to initiate communications within the session (max length 50)


Table 7. Information elements in LoginRequest primitive

	Information Element
	Req
	Type
	Description

	Message-Type
	M
	LoginResponse
	Message identifier.

	Transaction-ID
	M
	String
	Identifies the request transaction.

	Client-ID
	M
	Structure
	Identifies the requesting WV client. Unique (for this user) identifier.

	User-ID
	C
	String
	Identifies the requesting User.

	Result
	M
	Structure
	Result of the login request.

	Nonce
	C
	String
	Random string generated by server for password digest. The string is not BASE64 encoded. 

	Digest-Schema
	C
	String
	Type of digest schema to use.

	Session-ID
	C
	String
	Session-ID. String generated by the server to identify this session. Session-ID is supplied with all following requests to the server. Present only if login was successful.

	Keep-Alive-Time
	C
	Integer
	Auto logout timer value in seconds. The server can set any timer value and the client MUST obey that. Each message transaction resets the Keep-Alive-Time timer. Present only if login was successful.

	Client-Capability-Request
	C
	Boolean
	Informs the Client that it needs to perform a Client Capability Request transaction. Present only if login was successful.


Table 8. Information elements in LoginResponse primitive
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