Doc# OMA-IM-2005-0041-SSP-User-Session-Management.doc[image: image7.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-IM-2005-0041-SSP-User-Session-Management.doc
Change Request



Change Request

	Title:
	SSP User Session Management
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	MWG-IM

	Doc to Change:
	OMA-IMPS-WV-SSP-V1_3-20050109-D

	Submission Date:
	23 January 2005

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Jon Ingi, OZ Communications, jii@oz.com

	Replaces:
	n/a


1 Reason for Change

This CR proposes changes to the SSP Semantics specification to support the Remote User Session Management requirements in the OMA IMPS 1.3 RD.

2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

No impact on CSP.

Impact on OMA-IMPS-WV-SSP_XMLS-V1_3-20050109-D covered in a separate CR.

4 Intellectual Property Rights

No IPRs are known in relation to this CR.

5 Recommendation

MWG-IM WG to review and approve this CR.

6 Detailed Change Proposal

[Editor: Add to section 6.6.4]

Servers MAY support remote user session management where the user session management is located in the provider server.  User Session Management relays the user session requests to the remote domain which is responsible for managing the user session instead of the requestor server domain. 

[Editor: Add to section 10.3]

· Remote User Session Management node includes the following transactions

· UserLogin
· UserLogout

· UserDisconnect
· UserKeepAlive

· UserGetSPInfo

· UserServiceNegotation
[Editor: Add ‘Remote Users Session Management’ node to Figure 15 under ‘SAP Feature’ node]

[Editor: Add the following primitives and transactions to a new section after section 10]

The “UserLoginRequest” Primitive

The “UserLoginRequest“ primitive is used for a user to login into provider server domain. Generally, “Password-String”, “Digest-Bytes”, “Supported-Digest-Schema” and “Time-To-Live” are copied from user’s CSP LoginRequest.

	Information Element
	Req
	Type
	Description

	Message-Type
	M
	UserLoginRequest
	Message identifier 

	Meta-Information
	M
	Structure of Meta-Information
	The meta-information (see 8.1).

	Password-String
	C
	String
	The password string of User-ID (in Meta-information).

	Digest-Bytes
	C
	String
	The password digest generated based on a digest schema. The digest bytes are BASE64 encoded.

	Supported-Digest-Schema
	C
	String
	A list of Supported digest schema (SHA, MD4, MD5 etc).

	Time-To-Live
	O
	Integer
	Interval for a valid session before expired. If omitted, the requestor server requests an infinite session.


Table xx Information elements in UserLoginRequest Primitive

The “UserLoginResponse” Primitive

The “UserLoginResponse” primitive is issued from the provider server to accept user’s LoginRequest, or requires further authentication.

	Information Element
	Req
	Type
	Description

	Message-Type
	M
	UserLoginResponse
	Message identifier 

	Status-Info
	M
	Structure of Status-Primitive
	The necessary status information in a service response defined in 8.2.

	Nonce
	C
	String
	Random string generated by server for password digest. The string is not BASE64 encoded. 

	Digest-Schema
	C
	String
	Type of digest schema to use.

	Keep-Alive-Time
	C
	Integer
	Interval for a valid session before expired. This time may be any value other than zero.

	Client-Capability-Request
	C
	Boolean
	Informs the Client that it needs to perform a Client Capability Request transaction. MUST be present only if login was successful.


Table xx Information elements in UserLoginResponse Primitive

The “UserLogoutRequest” Primitive

The “UserLogoutRequest“ primitive is used for a user to log out from the provider server domain

	Information Element
	Req
	Type
	Description

	Message-Type
	M
	UserLogoutRequest
	Message identifier 

	Meta-Information
	M
	Structure of Meta-Information
	The meta-information (see 8.1).


Table xx Information elements in UserLogoutRequest Primitive

The “UserDisconnect” Primitive

The “UserDisconnect“ primitive is used for the provider server to disconnect the user session.

	Information Element
	Req
	Type
	Description

	Message-Type
	M
	UserDisconnect
	Message identifier 

	Meta-Information
	M
	Structure of Meta-Information
	The meta-information (see 8.1).

	Status-Info
	M
	Structure of Status-Primitive
	The Status information (see 8.2).


Table xx Information elements in UserDisconnect Primitive

The “UserKeepAliveRequest” Primitive

The “UserKeepAliveRequest“ primitive is used for the requestor server to maintain a user session and update the time-to-live interval with the provider server.

	Information Element
	Req
	Type
	Description

	Message-Type
	M
	UserKeepAliveRequest
	Message identifier 

	Meta-Information
	M
	Structure of Meta-Information
	The meta-information (see 8.1).

	Time-to-live
	O
	Integer
	Indicates the time-to-live of the user session.


Table xx Information Elements in UserKeepAliveRequest Primitive

The “UserKeepAliveResponse” Primitive

The “UserKeepAliveResponse” primitive is issued from the provider server to accept UserKeepAliveRequest.

	Information Element
	Req
	Type
	Description

	Message-Type
	M
	UserKeepAliveResponse
	Message identifier 

	Status-Info
	M
	Structure of Status-Primitive
	The necessary status information in a service response defined in 8.2.

	Keep-Alive-Time
	O
	Integer
	Interval for a valid session before expired. This time may be any value other than zero.


Table xx Information elements in UserKeepAliveResponse Primitive

The “UserGetSPInfoRequest” Primitive

The “UserGetSPInfoRequest“ primitive is used for the user in the requestor server to get the useful branding information.

	Information Element
	Req
	Type
	Description

	Message-Type
	M
	UserGetSPInfoRequest
	Message identifier 

	Meta-Information
	M
	Structure of Meta-Information
	The meta-information (see 8.1).


Table xx Information Elements in UserGetSPInfoRequest Primitive

The “UserGetSPInfoResponse” Primitive

The “UserGetSPInfoResponse“ primitive is used for the provider server to return the branding information.

	Information Element
	Req
	Type
	Description

	Message-Type
	M
	UserGetSPInfoResponse
	Message identifier 

	Status-Info
	M
	Structure of Status-Primitive
	The Status information (see 8.2).

	Name
	M
	String
	Name of the service provider.

	Logo
	O
	MMS
	Service-provider specific image. (e.g. logo)

	Text
	O
	String
	Descriptive text.

	URL
	O
	String
	Link to a web page.


Table xx Information elements in UserGetSPInfoResponse Primitive

The “UserServiceRequest” Primitive

The “UserServiceRequest“ primitive is used for the user in the requestor server to get the service information supported in the provider server. The user MAY also ask for the whole services that are supported in the server.

	Information Element
	Req
	Type
	Description

	Message-Type
	M
	UserServiceRequest
	Message identifier 

	Meta-Information
	M
	Structure of Meta-Information
	The meta-information (see 8.1).

	Requested-Functions
	M
	Structure
	Identifies the service elements and functions the client requests.

	All-Functions-Request
	M
	Boolean
	Request the server to send all services that it supports in the reply.


Table xx Information Elements in UserServiceRequest Primitive

The “UserServiceResponse” Primitive

The “UserServiceResponse“ primitive returns the services that are NOT supported by the server, the delta between requested and supported functions, i.e. if all requested functions are supported by the server the response MUST contain an empty service set. If the user has requested the all services, it MUST also return the all services that the server supports.

	Information Element
	Req
	Type
	Description

	Message-Type
	M
	UserServiceResponse
	Message identifier 

	Status-Info
	M
	Structure of Status-Primitive
	The Status information (8.2).

	Not-Available-Functions
	C
	Structure
	Identifies the delta of the client requested and what is available for that user.

	All-Functions
	C
	Structure
	Identifies all of the functions that the server supports.


Table xx Information elements in UserServiceResponse Primitive

The “UserLogin” Transaction
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Figure xx. The “UserLogin” Transaction

The “UserLogin” transaction is used for the user in the requestor server to log into the provider server and creates a user session in the provider server. The transaction happens if the provider server holds the user’s credential, and the user logs in through the requestor server. In this case, the user’s home domain does not have the user’s credential, thus cannot create the user session independently. So the home domain has to relay the user’s login request to the provider server.

Servers that support Remote User Session Management MUST support the UserLogin transaction.
In the home domain, the requestor server shall convert the CSP LoginRequest to SSP UserLoginRequest, and send to the provider server. However, the IE “Session-Cookie” is kept in the home domain so that the home domain may initiate the CIR to the client if needed. After the provider server completes the transaction and the user successfully logs in, the home domain shall create its own session with the client.

The intermediate domains shall merely relay the transaction flow between the home domain and the provider server.

Please refer to CSP Sessions and Transactions Document [WVCSPS] for the user login transaction details.

	Primitive
	Direction

	UserLoginRequest
	Requestor Server ( Provider Server

	UserLoginResponse
	Requestor Server ( Provider Server


Table xx Primitive Directions for UserLogin Transaction

The “UserLogout” Transaction
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Figure xx. The “UserLogout” Transaction

Please refer to CSP Sessions and Transactions Document [WVCSPS] for the user logout transaction details.

Servers that support Remote User Session Management MUST support the UserLogout transaction.

	UserLogoutRequest
	Requestor Server ( Provider Server

	Status
	Requestor Server ( Provider Server


Table xx Primitive Directions for UserLogout Transaction

The “UserDisconnect” Transaction
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Figure xx. The “UserDisconnect” Transaction

Please refer to CSP Sessions and Transactions Document [WVCSPS] for the user server disconnect transaction details.

Servers that support Remote User Session Management MUST support the UserDisconnect transaction.

	UserDisconnect
	Requestor Server ( Provider Server


Table xx Primitive Directions for UserDisconnect Transaction

The “UserKeepAlive” Transaction
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Figure xx. The “UserKeepAlive” Transaction

Please refer to CSP Sessions and Transactions Document [WVCSPS] for the user keepalive transaction details.

Servers that support Remote User Session Management MUST support the UserKeepAlive transaction.

	UserKeepAliveRequest
	Requestor Server ( Provider Server

	UserKeepAliveResponse
	Requestor Server ( Provider Server


Table xx Primitive Directions for UserKeepAlive Transaction

The “UserGetSPInfo” Transaction
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Figure xx. The “UserGetSPInfo” Transaction

Please refer to CSP Sessions and Transactions Document [WVCSPS] for the user get service provider information transaction details.

Servers that support Remote User Session Management MAY support the UserGetSPInfo transaction.

	UserGetSPInfoRequest
	Requestor Server ( Provider Server

	UserGetSPInfoResponse
	Requestor Server ( Provider Server


Table xx Primitive Directions for UserGetSPInfo Transaction

The “UserServiceNegotiation” Transaction
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Figure xx. The “UserServiceNegotiation” Transaction

Please refer to CSP Sessions and Transactions Document [WVCSPS] for the user service negotiation transaction details.

Servers that support Remote User Session Management MUST support the UserServiceNegotiation transaction.

	UserServiceRequest
	Requestor Server ( Provider Server

	UserServiceResponse
	Requestor Server ( Provider Server


Table xx Primitive Directions for UserServiceNegotiation Transaction
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