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1 Reason for Change

New requirements for IMPS 1.3.  This CR introduces the required changes to support following requirements:

· GEN 17: The IMPS system SHALL have a mechanism to determine whether the IMPS user has been registered in that specific service
· GEN 18: The IMPS server SHALL update the USERID upon registration into the client
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

Impact on other specification will be analyzed and CR for these specifications will be created after approval of this CR 

4 Intellectual Property Rights Considerations

The authors of this change request do not have knowledge of any IPR related to this contribution.

5 Recommendation

Working group to review and approve the change request.

6 Detailed Change Proposal

############################################Change1################################################

	Alias
	The name a user suggests others to use as NickName. Part of the User Presence – available only those who are authorized to retrieve it.

	Auto login
	A user setting within the device that allows the IMPS client to log into the IMPS service automatically without user action (e.g. selecting a "login" function or starting an application). The login sequence may be triggered at the client's discretion in a variety of ways (e.g. at power-on, when the service becomes available after an outage due to coverage, phone calls, use of other services etc.)

	Contact
	The representation of a single user in the IMPS technology – consist of a User-ID and an optional NickName.

	ContactList
	A collection of Contacts that resides on the server, and essential part of presence authoring functions. It is possible to address IMs using the ContactListID as well.

	Contact Details
	A collection of information, which is available for the service provider only, and there is no way to retrieve it by any other user. The information is typically collected when the user buys his/her IMPS subscription.

	Friendly Name
	A name that the user suggests for the general public to use as a nickname and is available to all users at all times.

	Inbox
	A local repository on the client device where the incoming messages are stored.

	MDN
	A Mobile Directory Number (MDN) is used in 3GPP2. An MDN is a dial able number associated with the mobile station through a service subscription. A Mobile Directory Number is not necessarily the same as the mobile station identification on the air interface. An MDN consists of country code, national destination code, and subscriber number. An MDN consists up to 15 digits.

	NickName
	A name that is used internally in a client device to hide the User-ID of contacts from the end-user. It is not possible to address other users using the NickName.

	OnlineStatus
	A presence attribute that indicates whether the client application (and the user) is logged on to an IMPS server or not.

	Private Group Conversation
	A temporary chat group that is the result of extending a one-to-one messaging to many-to-many messaging.

	Phonebook
	A local database in the terminal containing phone numbers, names, etc.

	Private Profile
	A user’s profile information that is not available to anyone including the owner user himself/herself – it is maintained by the service provider and is searchable with some restrictions.

	Public Profile
	A user’s profile information that is available to the public – it is maintained by the owner user and is searchable with some restrictions.

	Publisher
	The user that owns the presence information.

	Registration
	The action or process by which the IMPS service an individual, who generally is a subscriber of the mobile network operator, activates his IMPS service. 

The action or process by which the IMPS service is activated for an individual, who generally is a subscriber of the mobile network operator. The Registration is logically subsequent to the user provisioning onto the IMPS system, which does not exclude that provisioning and registration are chronologically adjacent. 

If the Registration process is triggered seamlessly – i.e. without User intervention – when the Client makes the first login attempt onto the Server, then it is called Automatic Registration.

	Registered User
	A user for whom the IMPS service has been activated via Registration.  

	ScreenName
	A combination of a name a user chooses in a group session, and the Group-ID itself. The user MAY have different ScreenNames for different occasions as well as on different groups. The ScreenName is always connected to a group.

	System Message
	A special type of message sent by the IMPS system for different purposes (e.g. advice of charge, service notifications, advertisements, instructions, etc). System Messages MAY contain a list of possible options and require actions or response from the user.

	User-ID
	Identifier for a single user that is unique across all IMPS services.


############################################Change2################################################

6.1  Logging in

6.1.1  Transactions
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Figure 1. Logging in

In order to use the IM services the user MUST log in into a Service Access Point. This login MAY happen automatically, meaning that the IMPS client performs the required login actions, without any user interaction. This is called “Auto Login”. A user MUST be able to turn on/off “Auto Login” using a client setting.
If the user is not yet a Registered User of the service, the IMPS server MUST discontinue the login by sending an error message or by performing Auto-Registration (editors note: add reference to auto registration chapter)
After the server processed this request, it MUST send a LoginResponse primitive to the client; which will contain the details of the login operation. When the login operation into the Service Access Point is not successful, the Result element in the LoginResponse primitive MUST indicate the login failure. The login response sent by the server MAY also indicate that the client needs to perform client capability negotiation.

After a successful login a client capability negotiation MAY be, and a service negotiation MUST be performed. Note that the capability negotiation is OPTIONAL. If the server requested it – the ‘Client-Capability-Request’ element indicates ‘T’ (true) – then the client MUST perform it, otherwise the client MAY perform it. After the service negotiation the agreed services available to the user MAY be: Presence Service, IM Service, Group Service, Content Service. If the support for Group Service is agreed upon and the Auto-Join feature is enabled – for one group at least – then the Auto-Join feature MUST take place after the service negotiation. The Auto-Join feature MUST NOT take place if the server and the client do not agree to support Group Service. If any error occurs during auto-join (group is not available, group is closed, not a member, etc), the IMPS server MUST NOT join the client to the group and it MUST NOT send any error messages to the client.

The client MUST choose either a 2-way access control or a 4-way access control. If the client chooses the 2-way access control, the LoginRequest MUST contain the element “Password-String” with password in plain text. The IMPS server MUST authenticate the IMPS user either by verifying the UserID/password combination or it MUST authenticate the IMPS user based on MSISDN/MDN or other authentic network information. The IMPS server MUST respond with either success or failure or further authorization.

If the client chooses the 4-way access control, the LoginRequest MUST NOT contain neither element “Password-String” nor element “Digest-Bytes”. Instead, the LoginRequest MUST contain the element “Supported Digest Schema”. The server MUST either respond with the challenge “nonce” based on the “digest schema” or authenticate the IMPS user based on MSISDN/MDN or other authentic network information. The IMPS server MUST respond with either success or failure. If the IMPS server responded with the challenge “nonce”, the client MUST send a LoginRequest with the element “Digest-Bytes” which is the BASE64-encoded result string based on the “schema” hash function on the concatenation of the challenge “nonce” and the password:

Digest-Bytes = hash_function(nonce + password )

The server MUST verify that the password is valid.

The server finally MUST respond with either “success” or “failure”.

Even if the client chooses the two-way access control, the server MAY send a response with error code 401. It means that the server requires further authorization of this request. In this case, the response message contains the available authorization scheme “digest schema” with the challenge “nonce” for the scheme. 

In both 2-way and 4-way login modes, if Time-to-Live is omitted, it MUST be considered to be infinite.

In the 4-way authentication, the Transaction-ID for both sets of requests and responses MUST be the same.

Following schemes MAY used as “digest schema” to generate the challenge “nonce”:

The MD5 Scheme

The client MUST concatenate the challenge with the password, and ´MUST perform a MD5 hash on the resulting string. The client then SHOULD repeat a request with the resulting data as a string encoded by BASE64. See [RFC1321] on MD5 hashing algorithm.

The MD4 & MD6 Scheme

The same algorithm as for the MD5 Scheme except the hash algorithm MUST be replaced with MD4 or MD6.

The SHA Scheme

The client MUST concatenate the challenge with the password, and MUST perform a SHA hash on the resulting string. The client then SHOULD repeat a request with the resulting data as a string encoded by BASE64.

The client MUST support either 2-way login or 4-way login transaction and MAY support both. 

The IMPS server MUST support the 2-way Login transaction and the 4-way Login transactions or support authentication in the mobile network.

When LoginResponse indicates successful login, the Session-ID MUST be present; when LoginResponse indicates failure in login, the Session-ID MUST NOT be present.

6.1.2 Error conditions

Generic error conditions:

· Service unavailable. (503)

· Version not supported. (505)

LoginRequest error conditions:

· Further authorization needed to use the server. (401)

· Invalid password. (409)

· The particular user is not allowed to use the server. (403)

· Unknown user. (531)

· Already logged in. (603)

· Session-ID, User-ID and Client-ID not matching. (422)

· No matching digest scheme supported (543)

· Some services are not available (606)

6.1.3 Primitives and information elements

	Primitive
	Direction

	LoginRequest
	Client ( Server

	LoginResponse
	Client ( Server


Table 1. Primitive directions for Logging in

	Information Element
	Req
	Type
	Description

	Message-Type
	M
	LoginRequest
	Message identifier.

	Transaction-ID
	M
	String
	Identifies the transaction, set by client.

	User-ID
	M
	String
	Identifies the requesting User.

	Client-ID
	M
	Structure
	Identifies the requesting WV client. Unique (for this user) identifier.

	Password-String
	C
	String
	The password digest corresponding to the User-ID

	Digest-Bytes
	C
	String
	The digest is BASE64 encoded.

	Supported-Digest-Schema
	C
	String
	A list of supported digest schema (PWD, SHA, MD4, MD5, MD6)

	Session-ID
	C
	String
	Identifier for the session when session reestablishment is requested.

	Time-To-Live
	O
	Integer
	Time requested between client to server messages before client is considered disconnect. If information element is not present client is requesting an infinite time-to-live time. Indicated in seconds.

	Session-Cookie
	M
	String 
	The session cookie used by WV SAP to initiate communications within the session (max length 50)


Table 2. Information elements in LoginRequest primitive

	Information Element
	Req
	Type
	Description

	Message-Type
	M
	LoginResponse
	Message identifier.

	Transaction-ID
	M
	String
	Identifies the request transaction.

	User-ID
	C
	String
	Identifies the requesting User.

	Client-ID
	M
	Structure
	Identifies the requesting WV client. Unique (for this user) identifier.

	Password-String
	O
	String
	The password corresponding to the User-ID.  


	Result
	M
	Structure
	Result of the login request.

	Nonce
	C
	String
	Random string generated by server for password digest. The string is not BASE64 encoded. 

	Digest-Schema
	C
	String
	Type of digest schema to use.

	Session-ID
	C
	String
	Identifier for the session. String generated by the server to identify this session. Session-ID MUST be supplied with all following inband requests to the server. Present only if login was successful.

	Keep-Alive-Time
	C
	Integer
	Auto logout timer value in seconds. The server can set any timer value and the client MUST obey that. Each message transaction resets the Keep-Alive-Time timer. Present only if login was successful.

	Client-Capability-Request
	C
	Boolean
	Informs the Client that it needs to perform a Client Capability Request transaction. Present only if login was successful.


Table 3. Information elements in LoginResponse primitive

6.2  Auto-Registration
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In order to use the IM services the user MUST be registered for the service

Upon login, the IMPS server MUST be able to determine whether this user is registered for the service.  If the user is not registered to the service, the IMPS server MAY perform Auto-Registration.  The IMPS server automatically registers the user for the service.   A User-ID MUST be created and sent to the client in the LoginResponse.  A password MAY be created and also sent to the client in the LoginResponse.  The client MUST update the User-ID and MAY update the password (if present) with the values received in the LoginResponse.
If extra registration information  from the user is required before completing the registration (e.g. AoC, ToA),  the result of the LoginResponse  MUST contain status code 203 and the user MUST NOT be able to use the service before the IMPS server received this input.    System message (see chapter xx Editors note; please enter reference) MUST be used to exchange this extra registration information and also to inform the client when the registration is complete and the service is ready to be used.
If the LoginResponse contains 200 OK as  result, the user can start using the server immediately.
############################################Change2################################################

11.2.3  203 – Registration confirmation
This status code indicates that the registration is successful but extra registration information is required before the user can use the service and the client MUST NOT continue the login.
############################################Change3################################################

B.5.1  Functional requirements

B.5.1.1 Clients

	Item
	Function
	Reference
	Status
	Conditional Requirement

	SAP-C-1
	Support for Status primitive
	Error! Reference source not found.
	M
	

	SAP-C-2
	Support for Communication Initiation Request and PollingRequest primitives
	Error! Reference source not found.
	O
	[CSP Trans] TRANSP-C-3 OR [CSP Trans] TRANSP-C-4 OR [CSP Trans] TRANSP-C-5 OR [CSP Trans] TRANSP-C-6

	SAP-C-3
	Support for version discovery transaction
	Error! Reference source not found.
	O
	

	SAP-C-4
	Support for 2-way Login transaction
	Error! Reference source not found.
	M
	

	SAP-C-5
	Support for 4-way Login transaction
	Error! Reference source not found.
	O
	

	SAP-C-6
	Support for Auto-Registration
	6
	O
	

	SAP-C-7
	Support for Logout transaction originating from client
	Error! Reference source not found.
	M
	

	SAP-C-8
	Support for Server originated disconnect
	Error! Reference source not found.
	M
	

	SAP-C-9
	Support for Keep-Alive transaction
	Error! Reference source not found.
	M
	

	SAP-C-10
	Support for Get Service Provider Info transaction
	Error! Reference source not found.
	O
	

	SAP-C-11
	Support for Service negotiation transaction
	Error! Reference source not found.
	M
	

	SAP-C-12
	Support for Client Capability negotiation transaction over SMS transport
	Error! Reference source not found.
	O
	

	SAP-C-13
	Support for Client Capability negotiation transaction if any other transport/syntax than Plain Text Syntax over SMS transport is used
	Error! Reference source not found.
	M
	

	SAP-C-14
	Support for General Notification transactions
	Error! Reference source not found.
	M
	

	SAP-C-15
	Support for searching based on various user properties
	Error! Reference source not found.
	O
	

	SAP-C-16
	Support for searching based on various group properties
	Error! Reference source not found.
	O
	

	SAP-C-17
	Support for stop search transaction
	Error! Reference source not found.
	C
	SAP-C-14 OR SAP-C-15

	SAP-C-18
	Support for invitation transaction
	Error! Reference source not found.
	O
	

	SAP-C-19
	Support for cancel invitation transaction
	Error! Reference source not found.
	O
	

	SAP-C-20
	Support for Get Map transaction
	Error! Reference source not found.
	O
	

	SAP-C-21
	Support for verify ID transaction
	Error! Reference source not found.
	O
	


B.5.1.1 Servers

	Item
	Function
	Reference
	Status
	Requirement

	SAP-S-1
	Support for Status primitive
	Error! Reference source not found.
	M
	

	SAP-S-2
	Support for Communication Initiation Request and PollingRequest primitives
	Error! Reference source not found.
	O
	[CSP Trans] TRANSP-S-3 OR [CSP Trans] TRANSP-S-4 OR [CSP Trans] TRANSP-S-5 OR [CSP Trans] TRANSP-S-6

	SAP-S-3
	Support for version discovery transaction
	Error! Reference source not found.
	M
	

	SAP-S-4
	Support for 2-way Login transaction
	Error! Reference source not found.
	M
	

	SAP-S-5
	Support for 4-way Login transaction
	Error! Reference source not found.
	M
	

	SAP-C-22
	Support for Auto-Registration
	6
	O
	

	SAP-S-6
	Support for Logout transaction originating from client
	Error! Reference source not found.
	M
	

	SAP-S-7
	Support for Server originated disconnect
	Error! Reference source not found.
	M
	

	SAP-S-8
	Support for Keep-Alive transaction
	Error! Reference source not found.
	M
	

	SAP-S-9
	Support for Get Service Provider Info transaction
	Error! Reference source not found.
	O
	

	SAP-S-10
	Support for Service negotiation transaction
	Error! Reference source not found.
	M
	

	SAP-S-11
	Support for Client Capability negotiation transaction over SMS transport
	Error! Reference source not found.
	M
	

	SAP-S-12
	Support for Client Capability negotiation transaction if any other transport/syntax than Plain Text Syntax over SMS transport is used
	Error! Reference source not found.
	M
	

	SAP-S-13
	Support for General Notification transactions
	Error! Reference source not found.
	M
	

	SAP-S-14
	Support for searching based on various user properties
	Error! Reference source not found.
	O
	

	SAP-S-15
	Support for searching based on various group properties
	Error! Reference source not found.
	O
	

	SAP-S-16
	Support for stop search transaction
	Error! Reference source not found.
	C
	SAP-S-14 OR SAP-S-15

	SAP-S-17
	Support for invitation transaction
	Error! Reference source not found.
	O
	

	SAP-S-18
	Support for cancel invitation transaction
	Error! Reference source not found.
	O
	

	SAP-S-19
	Support for Get Map transaction
	Error! Reference source not found.
	O
	

	SAP-S-20
	Support for verify ID transaction
	Error! Reference source not found.
	O
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