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1. 
Scope



The Enabler Test Requirements (ETR) document for the Enabler under consideration is created and maintained by the Technical Working Group (TWG) responsible for the technical specifications for the corresponding Enabler.



The ETR document is intended to cover at least those requirements collected in the Requirements Document (RD) and the Architecture Document (AD) in addition to any other items the TWG has identified as important enough to warrant attention from interoperability perspective and identify any technical functionalities that should be covered by testing.



2. References



2.1 Normative References



			[IOPPROC]


			“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/





			[RFC2119]


			“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt





			[PRIVACY]


			Privacy requirements for mobile services
URL: http://www.openmobilealliance.org/ftp/PD/OMA-RD_Privacy-V1_0_0-20031104-A.zip





			[ERELD]


			“Enabler Relese Document for <Enabler>”, Open Mobile Alliance™, OMA-ERELD-IMPS-V1_3-20050424-D URL:http://www.openmobilealliance.org/





			[IMPSRD]


			“OMA IMPS Delta Requirement – Version 1.3”, Open Mobile Alliance™, OMA-RD_IMPSDelta-V1_3-20041118-C, URL:http://www.openmobilealliance.org/








2.2 Informative References



			[OMADICT]


			“Dictionary for OMA Specifications”, Open Mobile Alliance™. OMA-Dictionary, URL:http://www.openmobilealliance.org/ 





			[E.164]


			ITU-T Recommendation E.164 (05/97) The international public telecommunication numbering plan.
URL: http://www.itu.int/rec/recommendation.asp?type=folders&lang=e&parent=T-REC-E.164





			


			











3. Terminology and Conventions



3.1 Conventions



The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].



All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.



3.2 Definitions



			Auto login


			A user setting within the device that allows the IMPS client to log into the IMPS service automatically without user action (e.g. selecting a "login" function or starting an application). The login sequence may be triggered at the client's discretion in a variety of ways (e.g. at power-on, when the service becomes available after an outage due to coverage, phone calls, use of other services etc.)





			Contact


			The representation of a single user in the IMPS technology – consist of a UserID and an optional NickName.





			ContactList


			A collection of Contacts that resides on the server, and essential part of presence authoring functions. It is possible to address IMs using the ContactListID as well.





			Contact Details


			A collection of information, which is available for the service provider only, and there is no way to retrieve it by any other user. The information is typically collected when the user buys his/her IMPS subscription.





			Friendly Name


			A name that the user suggests for the general public to use as a nickname and is available to all users at all times.





			Inbox


			A local repository on the client device where the incoming messages are stored.





			NickName


			A name that is used internally in a client device to hide the UserID of contacts from the end-user. It is not possible to address other users using the NickName.





			OnlineStatus


			A presence attribute that indicates whether the client application (and the user) is logged on to an IMPS server or not.





			Private Group Conversation


			A temporary chat group that is the result of extending a one-to-one messaging to many-to-many messaging.





			Phonebook


			A local database in the terminal containing phone numbers, names, etc.





			Public Profile


			A user’s profile information that is available to the public – it is maintained by the owner user and is searchable with some restrictions.





			Registration


			The action or process by which an individual, who generally is a subscriber of the mobile network operator, becomes an active user of the IMPS.





			ScreenName


			A combination of a name a user chooses in a group session, and the Group-ID itself. The user MAY have different ScreenNames for different occasions as well as on different groups. The ScreenName is always connected to a group.





			System Message


			A special type of message sent by the IMPS system for different purposes (e.g. advice of charge, service notifications, advertisements, instructions, etc). System Messages MAY contain a list of possible options and require actions or response from the user.





			Test fest


			Multi-lateral interoperability testing event





			User-ID


			Identifier for a single user that is unique across all IMPS services.








3.3 Abbreviations



			AD


			Architecture Document





			CSP


			Client-Server Protocol





			IMPS


			Instant Messaging and Presence Service





			ISDN


			Integrated Service Digital Network





			MDN


			A Mobile Directory Number (MDN) is used in 3GPP2. An MDN is a dialable number associated with the mobile station through a service subscription. A Mobile Directory Number is not necessarily the same as the mobile station identification on the air interface.  An MDN consists of country code, national destination code, and subscriber number. An MDN consists up to 15 digits.





			


			





			MSISDN


			Mobile Station International ISDN Number. A Mobile Station International Integrated Services Digital Network Number (MSISDN) is used in 3GPP. An MSISDN is a dial-able number associated with the mobile station through a service subscription. An MSISDN consists of country code, national destination code and subscriber number. An MSISDN MAY be up to 15 digits.





			OMA


			Open Mobile Alliance





			RD


			Requirements Document





			SSP


			Server-Server Protocol





			


			








4. Introduction



The purpose of this Enabler Test Requirements document is to help guide the testing effort for the Enabler IMPS Version 1.3, documenting those areas where testing is most important to ensure interoperability of implementations.



The Enabler under consideration comprises the following documents of the latest available draft versions:



· OMA-RD_IMPSDelta-V1_3-20041118-C (Not Draft):



Outlines the requirements for OMA Instant Messaging and Presence Services (IMPS).



· OMA-IMPS-CSP_Data_Types-V1_3-20050426-D: Client-Server Protocol – Data Types.



· OMA-IMPS-CSP_PTS-V1_3-20050425-D: Client-Server Protocol – Plain Text Syntax.



· OMA-IMPS-CSP_Transport-V1_3-20050424-D: Client-Server Protocol – Transport bindings.



· OMA-IMPS-CSP_WBXML-V1_3-20050426-D: Client-Server Protocol – Binary XML definition and Syntax.



· OMA-IMPS-CSP_XMLS-V1_3-20050425-D: Client-Server Protocol – XML Syntax.



· OMA-IMPS-CSP-V1_3-20050425-D: Client-Server Protocol.



· OMA-IMPS-MO-V1_0-20050424-D: OMA IMPS Management Object


· OMA-IMPS-PA_XMLS-V1_3-20050426-D: Presence Attributes – XML Syntax.



· OMA-IMPS-PA-V1_3-20050426-D: Presence Attributes.



· OMA-IMPS-SSP_Transport-V1_3-20050425-D: Server-Server Protocol – Transport bindings.



· OMA-IMPS-SSP_XMLS-V1_3-20050425-D: Server-Server Protocol – XML Syntax.



· OMA-IMPS-SSP-V1_3-20050425-D: Server-Server Protocol - Semantics.


· OMA-wA-Application-Characteristic-for-IMPS-V1_0-20050424-D


Generally, the testing activity should aim at validating the normal working behavior of the client/server and server/server interactions, as well as testing the error conditions whenever it is possible to set up the appropriate scenarios. The following sections provide a more detailed description of the testing requirements for IMPS-1.3.



This document also intends to provide some guidance on the prioritization of the specifications and features to be tested within Enabler IMPS 1.3.



5. Test Requirements



The Instant Messaging and Presence Services Enabler specifies protocols for network and devices for handling the instantaneous messages, presence features, sharing contents, and group management.



Multi-operator testing requirements (i.e. testing in roaming) are also specified. Multi-operator test requirements are to be included in the following sections.



5.1 Enabler Test Requirements



The test requirements collected in this section are related to the Enabler IMPS-1.3.



In this section, it is defined what specific functionalities of this Enabler shall or should be tested to ensure adequate operational of the implementations, including any security requirements and constraints on usage if specified (e.g. user can forward a media object but can not visualize it). That means that devices (clients/serves) shall do what they have to do and they shall not do what they are not allowed to do. Both types of test requirements (positive and negative testing) should be included here if so required.



Besides this information, OMA Architecture specifies a “Framework Architecture”, consisting of a set of common functions that need to be invoked in most use cases involving the different Service Enablers. The functionality requirements defined in the OMA Framework Architecture, i.e. authentication, authorization, charging, billing, common directory, etc. are also listed in this table. Use cases are the main input to identify test requirements.



The following test requirements cover both Conformance test requirements (i.e. functionality to be tested to verify whether it is implemented either in the client side or in the server side) and Interoperability test requirements (i.e. client/server and server/server interactions one with another)



The test requirements do not include the test requirements from the previous enabler release (IMPS 1.2). All test requirements from the previous enabler release apply to this enabler release – unless it is stated otherwise or the feature is obsolete in the new enabler release. The obsolete features are:



· Reactive presence authorization



· Various error codes.



The following section is separated for client and server test requirements.



5.1.1 Test Requirements



The test requirements are covering mandatory and optional features/functions of an Enabler.



5.1.1.1 Client



The following is the list of test cases for IMPS clients.



			FEATURE


			TEST REQUIREMENTS





			The protocol SHALL allow retrieval and upload of long lists in parts. These lists include:



· Contact lists,



· Block/grant lists,



· Group lists (joined users’ list, access list, reject list),



· Presence lists (authorization list, attribute list, presence update, watcher list)


			Test the segmentation mechanism retrieval and upload using these list:



· Contact lists,



· Block/grant lists,



· Group lists (joined users’ list, access list, reject list),



· Presence lists (authorization list, attribute list, presence update, watcher list)



The ´long lists MUST be split up, and transmitted in segments. The receiving end MUST re-assemble the list(s), and show the complete list to the end-user.





			The mechanism to split long lists in parts SHALL address all transport bindings that OMA IMPS supports.


			Test the segmentation mechanism over various transport bindings that the client supports.



The result MUST be the same (as above) over every transport binding.





			The protocol SHALL allow the client to negotiate with the SAP the custom primitive size based on the client’s memory size.


			Test negotiation of supported primitive size during client capability negotiation.



The client MUST negotiate its capabilities with the server. The server MUST split all primitives larger than this size using the segmentation mechanism – when supported by the client.





			Devices, Clients and 3APPs using separate sessions and use of unique identification.


			Test that the client uses unique Client-ID (unique in the scope of the u ser) even if it establishes more than one session.



The client MUST use unique Client-ID – that is no in use currently – every time it logs in. The server MUST reject login attempts using non-unique Client-IDs.





			The IMPS client SHALL be able to prompt to the end user with a System Message containing up to 128 characters.



The IMPS client SHOULD be able to prompt to the end user with a System Message containing up to 512 characters.



The IMPS client SHALL prompt the answer options to the end user for selection when the client receives the System Message.


			Test all System Message types online and offline, with or without verification mechanism, with or without requiring response from the client. Also test invalid replies.



The server MUST show the System Messages to the end-user, process and respond with the end-user’s response. When the response is invalid, the server MUST re-send the system message (with the same ID), which the client MUST handle again.



All clients – except SMS based – MUST demonstrate support for System Messages that include 512 characters and MAY demonstrate support for System Messages that are longer than 512 characters.



SMS based clients MUST demonstrate support for System Messages that include 128 characters and MAY demonstrate support for System Messages that are longer than 128 characters.





			The MIME type of the message SHALL be ‘text/plain’ to support font formatting.


			Test font formatting.


The font formatting MUST be applied to ‘text/plain’ messages only. The server MUST transmit the formatting information to the recipient. The recipient SHOULD render the text message according the specified format. 





			If there is an original name associated with the multimedia content that will be sent in an IM, the protocol SHALL support transferring the original name of the multimedia content.


			Test sending/receiving multimedia content within an IM including the original name of the multimedia content.



The server MUST transmit the name of the content to the recipient. The original name included SHOULD be shown to the user.





			The image-based location information (map) SHALL be retrieved based on the existing GeoLocation presence attribute or User-ID.


			Test retrieval of map information based on User-ID and GeoLocation presence attribute.



The server MUST reject the request when the User-ID did not authorize the requesting user, otherwise it MUST deliver the map to the requesting client using a supported content type. The client MUST show the map to the end-user.





			The IMPS client SHALL support the proactive authorization model.


			Same as test requirements in IMPS 1.2, however the proactive authorization is now mandatory to support when presence feature is supported. 





			The client SHOULD re-establish the session if it goes offline (radio coverage, power loss, etc).


			Test session re-establishment.



The server MUST restore the previous session context.





			The IMPS system SHALL support bypass the Auto-Login feature and force manual Login instead.


			Auto-login is merely a client-specific setting. Test that the user can turn automatic logon on and off within his/her client, and the client obeys the current setting.





			Devices, Clients and 3APPs MAY be able to establish any number of separate sessions on any Server.


			Test multi-session support.



The device MAY include multiple clients, which MAY use IMPS services concurrently. Other devices MAY establish concurrent sessions as well. A device that claims multi-session support MUST demonstrate Interworking with at least one other session.








Table 1: Client-Specific Test Requirements



5.1.1.2 Server



The following is the list of test cases for IMPS servers.



			FEATURE


			TEST REQUIREMENTS





			The IMPS system SHALL comply with the privacy requirements [PRIVACY].


			The tests MUST prove that there are no privacy issues.





			The mechanism to split long lists in parts SHALL NOT create any security hole in the IMPS session.


			The tests MUST prove that there are no security holes.





			The mechanism to split long lists in parts SHALL NOT create any interoperability issue in the IMPS protocols.


			The tests MUST prove that there are no IOP issues.





			The protocol SHALL allow retrieval and upload of long lists in parts. These lists include:



· Contact lists,



· Block/grant lists,



· Group lists (joined users’ list, access list, reject list),



· Presence lists (authorization list, attribute list, presence update, watcher list)


			Test the segmentation mechanism retrieval and upload using these list:



· Contact lists,



· Block/grant lists,



· Group lists (joined users’ list, access list, reject list),



· Presence lists (authorization list, attribute list, presence update, watcher list)



The ´long lists MUST be split up, and transmitted in segments. The receiving end MUST re-assemble the list(s), and use the re-assembled list in the related transaction (which was segmented)..





			The mechanism to split long lists in parts SHALL address all transport bindings that OMA IMPS supports.


			Test the segmentation mechanism over various transport bindings that the client supports.



The result MUST be the same (as above) over every transport binding.





			The protocol SHALL allow the client to negotiate with the SAP the custom primitive size based on the client’s memory size.


			Test negotiation of supported primitive size during client capability negotiation.



The client MUST negotiate its capabilities with the server. The server MUST split all primitives larger than this size using the segmentation mechanism – when supported by the client.





			The server SHALL inform the client about supported content types, message size limitations and about oversize message handling policies, such as:



· No policy



· Reject message



· Deliver with extra charge


The server MAY limit the maximum size of text messages and rich content messages separately.


			Test that the server informs the client about supported content types, message size limitations and about oversize message handling policies during client capability negotiation.



The server MUST inform the client about message size limitations and oversize message handling policies. The client MUST accept the new values from the server (if any) during client capability negotiation- When the server supports presence, it MUST publish the agreed values for the client in ClientInfo attribute.





			The sender SHOULD be aware of the message size limitations and handling policies specified by the Service Provider(s) when sending a message.



The Service Provider(s) SHOULD ensure that the system also takes account of the maximum size of the message, which can be supported by the recipient(s).



The server MAY restrict the content types that it accepts for delivery.


			Test messaging capability boundaries



The sender MAY retrieve the ClientInfo presence attribute and find out the capabilities of the recipient. Servers that limit the content types MUST remove the unsupported types (or alter the limitations and/or policy) when the ClientInfo presence attribute passes through the server – ultimately resulting in a set that is supported through the entire route. The client SHOULD verify the received set against its own agreement with the SAP, and when the user attempts to compose a message that includes an unsupported (or limited) content types, the user SHOULD be notified and the client SHOULD NOT send the unsupported (or limited) content type.





			Server SHALL NOT accept creating separate sessions from Client-IDs that are already in use in other sessions on a per user basis.



Server SHALL accept creation of separate sessions from a unique Client-ID that is not in use in any other session on a per user basis.



Server SHALL NOT disconnect previous session(s) when a new session is established on a per user basis.



Server MAY limit the number of concurrent sessions and deny establishing new sessions for this reason on a per user basis


			Test multi-session server behavior.



The server MUST reject Client-IDs that are not unique in the scope of the user.



The server MUST accept Client-IDs that are unique in the scope of the user.



The server MUST NOT disconnect previous session(s) in favor of establishing a session with another client.



The server MUST inform the client about concurrent session limitations during client capability negotiation, and it MUST reject new login requests when the limit has been reached.





			The IMPS system MAY ignore User ID/password combination and authenticate the user based on MSISDN/MDN or other authentic network information.



The IMPS system SHOULD be able to identify unsupported client releases (e.g. outdated versions) by means of supported protocol and MAY deny access to the service.


			Test login server behavior.



The server MAY ignore User ID/password combination of the user, but when such occurs is MUST authenticate the user based on MSISDN/MDN or other authentic network information.



When the server identified an unsupported protocol, it MAY deny IMPS services, however when the server denies the access, it MUST inform the client about the reason.





			The IMPS system SHALL have a mechanism to determine whether the IMPS user has been registered in that specific service.


			Test automatic registration on the server.



The server MAY require registration. When it is required, the server MUST register any un-registered users upon their first login attempt.





			The IMPS server SHALL update the UserID upon registration into the client.


			Test automatic registration on the server.



During automatic registration the server MAY prompt the user with a User-ID to choose using System Message. The server MUST use the User-ID chosen by the client.





			The UserID in the IMPS client SHALL be updated by the IMPS System at login, if the UserID in the IMPS client is incorrect.


			Test automatic registration on the server.



After the automatic registration is complete, the server MUST return the User-ID/Password to the client in the LoginResponse.





			The IMPS system SHALL support sending a System Message to the IMPS client.



The technical realization of system messages SHALL support none, one, or more answer options.



The technical realization of system messages SHALL support an answer option that requires a response from the IMPS client.



The IMPS system SHALL be able to block access to the IMPS service until the client has responded to the System Message if requested.



The IMPS system SHALL be able to send the System Message to the IMPS client before the client is logged in to the IMPS service.



The IMPS system SHALL be able to resend the System Message.



The IMPS system SHOULD send System Messages (e.g. for AoC) to the IMPS client only in case of necessity (e.g. by first time use or if AoC needs to be re-negotiated).


			Test System Messages.



Both server and client MUST be able to handle



· all System Message types,



· answer options,



·  requiring answers by blocking access,



· verification mechanism,



· re-sending System Messages



either while the client is online or offline.



The server SHOULD NOT send System Messages when it is not necessary (e.g. AoC, T&C has to be accepted only once, and should not be sent at every login).





			The IMPS system SHALL be able to use the answer option from the IMPS client to decide which level of service is granted.


			Test System Message responses.



The server MUST perform the actions based on the user’s response to a System Message.





			The IMPS system SHALL support denying access to the service if no response is received to a System Message within a specific period (e.g. timeout). The time period is implementation specific.


			Test un-responded System Messages.



The server MAY deny IMPS services to the client when it does not respond to System Messages.





			Offline Message Notification SHALL NOT include any sensitive information (e.g. E.164 numbers, names, etc.).


			Test that the Offline Message Notification bearer is agreed during client capability negotiation and the service is agreed during service negotiation, and the client goes offline.



The server MUST send offline notifications when the service and the bearer were agreed when the pre-defined events occur, but the notification MUST NOT include sensitive information.





			The recipient’s home domain SHALL be responsible for sending off-line message notification. The use of this notification SHALL be optional for the operator.


			Test that the Offline Message Notification is sent from the home domain – and the home domain only.





			The IMPS protocol search functionality SHALL be extended with basic logical relationships (AND, OR, NOT) as well as any level of nesting in the search criteria.



The IMPS system SHALL NOT include those users in a Public Profile-based search who did not fill out the mandatory fields in their own profiles.


			Test advanced search.



The advanced criteria MUST be parsed correctly, and the results MUST be matching the advanced criteria.



Test the search based on mixed private and public profile elements.



Whenever a public profile element is used in a search, he server MUST NOT return those users who did not fill in all of the mandatory fields on their Public Profile.





			The IMPS search SHALL support the “Friendly Name” entry.



The IMPS system SHOULD NOT allow searching based on Public Profile if the requesting user did not fill out the mandatory fields in his/her own profile. The IMPS server MAY send a system message to users who did not fill in the mandatory part of their Public Profile – explaining the consequences to privacy of filling the Public Profile.



As result of a user search the IMPS server SHALL only return the “User ID” and “Friendly Name”. The result for “Friendly Name” entry SHALL be returned only if it exists in the Public Profile of the user.



If an IMPS server has age restriction for searching based on the age field in the Public Profile, then the restricting server SHALL exclude those users - who are under the restricted age according to their Public Profile - from the search results.



The IMPS server SHALL accept only full strings (NOT sub-strings) in any searches that use Public Profile fields as search criteria.


			Test the search transaction.



The server MAY require that users fill out the mandatory parts of their own public profile before they can search. When the server requires it, the server MUST reject search requests for those users who fill out the mandatory parts of their own public profile. When the server rejected such requests, it MAY send a System Message to the user informing him/her about the privacy consequences of filling out the Public Profile.



The server MUST include FriendlyName in the results with UserIDs when FriendlyName is available for the resulting User-ID.



When a server has age restriction for searching based on the age field in the Public Profile, then the restricting server MUST exclude those users - who are under the restricted age according to their Public Profile - from the search results.



The server MUST perform the Public Profile field related search request assuming that the fields are full strings (NOT sub-strings). Exceptions: USER_INTENTION, USER_INTERESTS_HOBBIES.





			The MIME type of the message SHALL be ‘text/plain’ to support font formatting.


			Test font formatting.


The font formatting MUST be applied to ‘text/plain’ messages only. The server MUST transmit the formatting information to the recipient. The recipient SHOULD render the text message according the specified format. The server MUST NOT accept formatting information for other content types than ‘text/plain’.





			If there is an original name associated with the multimedia content that will be sent in an IM, the protocol SHALL support transferring the original name of the multimedia content.


			Test sending/receiving multimedia content within an IM including the original name of the multimedia content.



The server MUST transmit the name of the content to the recipient.





			The IMPS system SHALL identify sending users by both “User ID” and “Friendly Name”. If “Friendly Name” does not exist, the IMPS system SHALL identify users by only the “User ID”


			Test sending and reception of instant messages.



The server MUST add the FriendlyName the sender’s and the recipient User-IDs – when the FriendlyName is available in the Public Profiles related to the User-ID.





			The IMPS system SHOULD support reception of, storage of, and subsequent delivery of Instant Messages from logged-in sender users to the logged-out recipient users.


			Test offline storage support.



The server SHOULD offer offline storage. When it does, it MUST store the instant messages as long as the user is offline and there is enough storage space for the user.





			The image-based location information (map) SHALL be retrieved based on the existing GeoLocation presence attribute or User-ID.


			Test retrieval of map information based on User-ID and GeoLocation presence attribute.



The server MUST reject the request when the User-ID did not authorize the requesting user, otherwise it MUST deliver the map to the requesting client using a supported content type.





			If the image-based location (map) is requested based on User-ID, the IMPS server SHALL verify authorization of GeoLocation attribute for the requesting user, and based on that allow/deny sending the location information to the requesting user..


			Test retrieval of map information based on User-ID.



The server MUST reject the request when the requesting user is not authorized to see the requested user’s GeoLocation presence attribute.





			The IMPS server SHALL support both proactive and reactive authorization models.


			Test the proactive authorization model, and the generic notification. (Reactive authorization model is obsolete, it was replaced with proactive authorization coupled with general notification mechanism.)



The server MUST send reactive authorization notifications for the desired contact list(s), user(s), default list.





			The IMPS system SHALL support user session management in a remote domain using the SSP protocol.



User Session Management SHALL include the following operations:



· Login



· Logout



· Server Initiation Logout by the remote domain



· Keep Alive



· Get Service Provider Info



· Service Negotiation


			Test remote user session management.



The SAP MUST provide pass-thru role only towards the home domain, and the client MUST log into the home domain via the pass-thru SAP by performing these transactions:



· Login



· Logout



· Server Initiation Logout by the remote domain



· Keep Alive



· Get Service Provider Info



The server response MUST originate from the home domain.





			Get Service Provider Info operation SHALL be supported both inband and outband.


			Test the Get Service Provider Info as inband and outband transaction.





			The IMPS system SHALL support extending a one-to-one IM conversation to many-to-many Private Group Conversation.



The protocol SHALL allow the IMPS system to support silent and seamless transformation of IM to Private Group Conversation.



The IMPS system SHALL NOT reveal any message history from the IM conversations prior to the users’ participation in the Private Group conversation.



The Normative Requirements for participating in the Private Group Conversation SHALL be applied to the extended IM conversation.



Privately established groups SHALL NOT be searchable in any way by other users.



The IMPS system SHALL delete the group when all participants have left Private Group Conversation.



The IMPS system SHOULD ensure that neither group creator nor the participants have the right to delete the group.


			Test extend IM to group conversation mechanism, and that all signaling from client and server side are correct.



The client MUST submit the necessary information to the server, and the server MUST create the group and inform the user.



The client MAY perform the operation seamlessly, however for security reasons it is RECOMMENDED that a simple user confirmation is show (to avoid force dragging user into groups).



The server MUST not send message history to the participants who join the discussion.



The requirements from participating in Private Group Conversation MUST be tested as well.



The server MUST NOT allow searching for private conversation groups.



The server MUST delete the group that was created to host the conversation after every participant has left.



The server MUST deny all attempts from users to delete the group that was created to host the conversation.





			The IMPS system SHALL ensure that all participating users have the right to invite other users to join the Private Group Conversation.



The IMPS system SHALL allow the server administrator to expel users. The IMPS system SHOULD ensure that neither group creator nor the participants have the right to expel other users in Private Group Conversation.


A user participating/being invited to participate in a private group conversation SHALL be notified that another user he or she has blocked has joined/exists in the private group conversation.



The IMPS system SHALL be able to allow users that unintentionally left the group, to rejoin it for a limited timeout period. After the expiration of the above timeout period the IMPS system SHALL NOT allow the non-intentionally dropped-out user to rejoin the on-going Private Group Conversation unless he/she is re-invited by one of the participants. The timeout period is a server-specific value.



The IMPS system SHALL NOT allow the users who have intentionally left the Group Conversation to re-join unless they are invited again by one of the participants.



If the “Screen Name” field is not unique the IMPS system SHALL create a unique “Screen Name” entry. The IMPS server SHALL notify the client about any changes in the “Screen Name” field.



The IMPS system SHOULD NOT allow private messaging within the scope of an active Private Group Conversation.


			Test participation in Private Group Conversation.



Participant users MUST have equal privileges in the conversation, and the server MUST allow other users to join who have received invitations from a participant. The server MUST NOT allow un-invited participants to join.



The server administrator MUST be able to expel users. The participants SHOULD NOT be able to expel each other.



The sever MUST send notifications when blocked users have joined the conversation using group change notification mechanism – providing that the mechanism is supported by the client and it is currently subscribed.



The unintentionally left users MUST ba able to re-join the conversation, but not after expiration of the server-specific timeout value – unless the users have been invited to the conversation again.



The intentionally left users MUST NOT be able to re-join the conversation – unless the users have been invited to the conversation again.



The server MUST check that the joining user’s screen name is unique within the group, and MUST adjust it when it is not unique. When the server adjusted the screen name, the new screen name MUST be sent back to the client.



The server SHOULD NOT allow private messaging within the scope of an active Private Group Conversation.





			If the User A does not provide a Nickname for the added User B, then the IMPS system SHALL automatically assume as Nickname either the User B’s Friendly Name, if present in the User B’s Public Profile, or by default the User B’s IMPS UserID.



The IMPS system SHALL support adding user to the Contact List, Grant List, and authorizing online status in a single transaction.


			Test contact list management – adding users to a contact list.



If the adding user does not provide a Nickname for the added users, then the server MUST automatically assign a NickName – either the user’s Friendly Name, if present in the User B’s Public Profile, or by default the User B’s IMPS UserID. When the NickName has been assigned, the server MUST send back those User-IDs and NickNames.



The server MUST perform the required actions when the AuthorizeAndGrant element indicates ‘T’.





			The IMPS system SHALL support a mechanism to notify the User B that he/she is being added to user A’s Contact List.


			Test general notification mechanism.



When the client has subscribed  such notifications, the server MUST send a notification whenever the user is added to another user’s contact list.





			The IMPS system SHALL provide functionality to Retrieve, Update and Clear entirely the Public Profile. Clearing the Public Profile SHALL NOT clear the Friendly Name field.


			Test public profile management: get, update, clear.



The server MUST send the requested Public Profiles when the profiles are available (mandatory elements are filled in). The server MUST update and clear the public profile of the requested user only. Clearing operation MUST NOT clear the FriendlyName field.





			The IMPS server SHALL allow group administrators to specify a minimum age requirement for joining chat groups.



The IMPS server SHALL NOT allow those users that are under the age specified in the group properties to join the group


			Test group properties/join group mechanism.



The server MUST allow specifying a minimum age for the groups.



The server MUST NOT allow those users that are under the age specified in the group properties to join the group.





			The IMPS client SHALL NOT show the client as online until the level of service has been negotiated with the server.


			Test login sequence.



The IMPS client MUST NOT show the client as online until the level of service has been negotiated with the server.





			The server MUST support re-establishing.


			Test session re-establishment.



The server MUST restore the previous session context.








Table 3: Server-Specific Test Requirements



5.2 Backwards Compatibility






No backward compatibility with other versions of IMPS is required.



5.3 Enabler Dependencies






No dependencies with other OMA Enablers are required.
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