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1 Reason for Change

Siemens received the AI to reorganize the logging in chapter.
This CR solves following CSP related CONRR comments:


043,044,050,055,056,058,063

Also the introduction of CCN and SN in the login request is removed            

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

Covered after approval of this CR
4 Intellectual Property Rights

The authors of this document do not have knowledge of IPRs related to this contribution.

5 Recommendation

Review and agree
6 Detailed Change Proposal
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6.4 Logging in

In order to use the IMPS services the user MUST log in into a Service Access Point. This login MAY happen automatically, meaning that the IMPS client performs the required login actions, without any user interaction. This is called “Auto Login”. A user MUST be able to turn on/off “Auto Login” using a client setting.

The IMPS server MAY require Registration. When the IMPS server requires Registration and the user is not yet a Registered User of the service, the IMPS server MUST discontinue the login by sending an error message or by performing Auto-Registration (see 6.5 Auto-Registration)

After a successful login a client capability negotiation MAY be, and a service negotiation MUST be performed. If the server requests client capability negotiation – the ‘Client-Capability-Request’ element indicates ‘T’ (true) – then the client MUST perform it, otherwise the client MAY perform it (see chapter editor to add reference for details about service negotiation and client capability negotiation).
The Client-ID MUST be unique in the scope of the user and the server MUST NOT allow establishing new sessions for the same user using a Client-ID that is already in use. When the Client-ID is not in use by the user, the server MUST continue the login transaction normally.  
When the login transaction was successful, and the client included Application-ID along with the Client-ID, then the server MUST publish the Application-ID along with the Client-ID in the client’s ClientInfo presence attribute.

The Server MAY send System Message notifications to the client during the Login transaction using the Result element in the Status primitive. See 7.1 System Message and 6.1 Status Primitive. The server MAY require a response to the System Message(s) before allowing the user to access the IMPS service - for example to acknowledge an advice of charge message.

When the server requires response to System Message(s), it MUST send a Status primitive instead of LoginResponse, and the Status primitive MUST include error code 436 in the Result element (Editors note: this is not inline with the CR that explains when to send status primitive and when to send the response of the transaction). When the client receives a response with error code 436, it MUST NOT attempt to continue the login sequence and it MUST prompt the end-user with the content of the System Message(s). When the end-user has responded to the System Message(s), the client MUST send a new LoginRequest primitive containing allinformation elements from the previous LoginRequest primitive and the System-Message-Response-List element. The System-Message-Response-List element MUST contain the end-user's response(s) to the System Message(s). If the server finds that the end-user's response is non-conformant to a System Message, it MAY re-send the System Message in the LoginResponse primitive any number of times, or it MAY send other System Message(s) in the LoginResponse primitive, or it MAY refuse the client – using error code 607 – to perform login attempts for an implementation-specific period of time.

When the response from the server does not contain error code 436 – the server does not require a response to the System Message(s) – the client MUST prompt the end-user with the System Message(s), and it MAY continue with the login sequence normally, and MAY send the user's response(s) to the System Message(s) later.

The client MUST choose either a 2-way access control (chapter editor to add reference) or a 4-way access control (chapter editor to add reference). The server MAY choose to authenticate the user based on authentic network information (chapter editor to add reference).

The client MUST support either 2-way login or 4-way login transaction and MAY support both. 

The IMPS server MUST support the 2-way Login transaction and the 4-way Login transactions or support authentication in the mobile network.
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6.4.1        2-way access control
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Figure xx. 2-way access control
If the client chooses the 2-way access control, the IMPS server MUST authenticate the IMPS user either by verifying the UserID/password combination or it MUST authenticate the IMPS user based on MSISDN/MDN or other authentic network information (see chapter xx editor to add reference). The IMPS server MUST respond with either success or failure or further authorization.  In the latter case, the server MUST send a LoginResponse containing error code 401. It means that the server requires 4-way access control. In that case, the client MUST initiate the 4-way access control instead(see chapter xx editor to add reference)  to login.
Following Information Elements MUST be present in the LoginRequest:

· User-ID
· Client-ID
· Password-String
· Session-Cookie

Following Information Elements MAY be present in the LoginRequest:

· Time-To-Live
· Application-ID
· Requested-Functions

· Requested-Capabilities

· System-Message-Response-List
if Time-to-Live is omitted, it MUST be considered to be infinite.
After the IMPS server processed this request, it MUST send a LoginResponse primitive to the client; which will contain the details of the login result:
· When the login operation into the Service Access Point is successful, the LoginResponse MUST contain:
· Client-ID
· Session-ID
· Result (containing status code 200)
· Keep-Alive-Time
· Client-Capability-Request
·  When the login operation into the Service Access Point is successful, the LoginResponse MAY contain:
· Not-Available-Functions
· Agreed-Capabilites
         -     When the login operation into the Service Access Point is not successful the LoginResponse MUST contain
· Client-ID

· Result (the result MUST indicate the reason of failure)
6.4.1  4- way access control
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Figure xx. 4-way access control

The 4-way access control consists of 2 sets of LoginRequest/LoginResponse primitives.  In the 4-way access control, the Client concatenate ‘Nonce’ received from the server with the password, and encrypts the resulting string using an agreed digest schema before sending this BASE64 encoded string to the server.  The server use the same digest schema to decode the string and authenticate the user.
Following Digest schemas SHOULD be supported by the server:

· MD5:  See [RFC1321]
· SHA-1: See [FIPS 180-1]
The MD4 Digest schema  (see [RFC1320]) MAY be supported by the server
Other standard digest schemas MAY be introduced.  This is not in scope of this specification.  However these schemas MUST NOT interfere with the IMPS schemas.
The Transaction-ID for both sets of requests and responses MUST be the same.
1st set
The 1st set is used to negotiate the digest schema and to deliver the ‘Nonce’ to the client.  Following Information Elements MUST be present in the LoginRequest:

· User-ID

· Client-ID

· Supported-Digest-Schema
· Session-Cookie
After the IMPS server processed this request, it MUST send a LoginResponse primitive to the client; which will contain the details of the login result:

· When the 1st login request is successful, the LoginResponse MUST contain:
· Client-ID
· Nonce

· Digest-Schema
· Result (containing status code 200)

· When the login operation into the Service Access Point is not successful the LoginResponse MUST contain

· Client-ID

· Result (the result MUST indicate the reason of failure)

An exception to this LoginResponse occurs when the server authenticate the user based on MSISDN/MDN or other authentic network information.  See chapter xx (editor note: add reference to chapter 6.4.3)
If the server does not support any of the Digest-Schema’s in the Supported-Digest-Schema information element, the server MUST respond with error code 543 or authenticates the user based on MSISDN/MDN or other authentic network information..
2st set
In the 2nd set, the client uses the Nonce and the Digest-Schema from the 1st set LoginResponse to create a BASE64 encoded string, the Digest-Bytes:

Digest-Bytes = Digest-Schema(Nonce + Password-String )
The client MUST use the digest schema returned by the server in the 1st set LoginResponse. 

Following Information Elements MUST be present in the 2nd LoginRequest:

· User-ID

· Client-ID

· Digest-Bytes

· Session-Cookie
Following Information Elements MAY be present in the LoginRequest:

· Time-To-Live
· Application-ID
· Requested-Functions

· Requested-Capabilities

· System-Message-Response-List
if Time-to-Live is omitted, it MUST be considered to be infinite.

After the IMPS server processed this request, it MUST send a LoginResponse primitive to the client; which will contain the details of the login result:

· When the login operation into the Service Access Point is successful, the LoginResponse MUST contain:

· Client-ID

· Session-ID

· Result (containing status code 200)

· Keep-Alive-Time

· Client-Capability-Request
· When the login operation into the Service Access Point is successful, the LoginResponse MAY contain:

· Not-Available-Functions

· Agreed-Capabilites

· When the login operation into the Service Access Point is not successful the LoginResponse MUST contain

· Client-ID

· Result (the result MUST indicate the reason of failure)

6.4.2 Authentication based on authentic network information
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Figure xx. Authentication based on authentic network information

The server MAY choose to authenticate the user based on MSISDN or other authentic network information.  It is out of scope of this specification to specify how the server authenticates the user.   The 1st LoginRequest MUST be responded by a final LoginResponse (also in case the user initiated 4-way access control).  Therefore the client MUST accept a final response although the 4-way access control was initiated.
The LoginRequest MUST be a 2-way access control LoginRequest (See chapter xx editor note: add reference to chapter 6.4.3) or the 1st set LoginRequest of the 4-way access control (see chapter xx editor note: add reference to chapter 6.4.).

After the IMPS server authenticated the user, it MUST send a LoginResponse primitive to the client; which will contain the details of the login result: 
· When the login operation into the Service Access Point is successful, the LoginResponse MUST contain:

· Client-ID

· Session-ID

· Result (containing status code 200)

· Keep-Alive-Time

· Client-Capability-Request
· When the login operation into the Service Access Point is successful, the LoginResponse MAY contain:

· Not-Available-Functions

· Agreed-Capabilites
· When the login operation into the Service Access Point is not successful the LoginResponse MUST contain

· Client-ID

· Result (the result MUST indicate the reason of failure)
6.4.3 Session Recovery
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Figure xx. Session Recovery
A client MAY attempt to recover a session (editor note: there should be a chapter in Session Management explain the reconnect and a reference from here to that chapter).  To do this, the client MUST perform the normal login transaction (either using 2-way access control or 4-way access control) using the Session-ID of the desired session context.
The IMPS server MAY recover the session.  In that case the session context of the user MUST be in the same state as it was at the time the session was terminated (editor note: there should be a chapter in Session Management explain the session context and a reference from here to that chapter). 
If the IMPS server is not able to recover the session, it MUST respond the 1st LoginRequest with a LoginResponse indicating that the server is not able to recover the session (error code 502).  The user MUST NOT be logged in.  To login again, the client MUST perform normal login transaction (either using 2-way access control or 4-way access control) without the Session-ID information element.  
6.4.4 Error conditions

Generic error conditions:

· Service unavailable. (503)

· Version not supported. (505)

· Too many non-conformant System Message replies (607)

LoginRequest error conditions:

· Registration confirmation. (204)

· Further authorization needed to use the server. (401)

· Invalid password. (409)

· The particular user is not allowed to use the server. (403)

· The server could not recover the session.(502)

· Unknown user. (531)

· Session-ID, User-ID and Client-ID not matching. (422)

· No matching digest scheme supported (543)

· System Message Response required (436)

· Some services are not available (606)

· Client-ID is not unique (608)

· SAP session limitation reached (609)

· User session limitation reached (610)

· MSISDN error (902)
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10.4 Join group feature

A user MAY join a discussion group at any time.   The user can join a group by sending the JoinGroupRequest (for details see next chapter) or by using the Auto-Join feature.  If the support for Group Service is agreed upon and the Auto-Join feature is enabled – for one group at least – then the Auto-Join feature MUST take place after the service negotiation. The Auto-Join feature MUST NOT take place if the server and the client do not agree to support Group Service. If any error occurs during Auto-Join (group is not available, group is closed, not a member, etc), the IMPS server MUST NOT join the client to the group and it MUST NOT send any error messages to the client editor note: update according CR 391.

Since some users MAY be rejected and some groups MAY be restricted; a decision tree is provided to describe the behavior:
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Figure 66. Joining decision-tree

10.4.1 Transactions
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Figure 67. Join group transaction

To join a group, the client MUST send the JoinGroupRequest primitive to the server containing the ID of the group, his/her screen name shown during the discussion, the joined users’ list request and the subscribe to group change notification request. The server MUST respond with the JoinGroupResponse primitive that MUST contain the list of joined users identified by screen names and User-IDs if requested, and MAY contain the Welcome–Note element. If there is an error, the server MUST respond with a Status primitive instead of the expected JoinGroupResponse primitive. Those User-IDs MUST be present only which users have set their ShowID own property to true.

If the Screen Name defined in the JoinGroupRequest is not unique, the server MUST create a unique Screen Name and inform the user about the changed Screen Name by including it in the JoinGroupResponse.

After the user successfully joins the group, the user MAY receive and send messages from/to the particular group.

To retrieve previous messages (history) from the group, the get message list transaction MAY be utilized.

The client and the server MUST support the join group transaction, thus its support is not negotiated.

In order to save extra transactions:

· the client MAY request the joined users’ list to be returned in the response. If the Joined-Request element is ‘T’ (true) in the request, the server MUST include the joined users’ list in the response. For more information about the joined users’ list see the particulars of the ‘Get joined users transaction’ in 10.6.1 Transactions.

· the client MAY request subscribing to group change notifications. If the Subscribe-Notif element is ‘T’ (true) in the request and the group change notification transaction was agreed during service negotiation, the server MUST subscribe the user to group change notification.

· the client MAY include own group properties for the user in the request. If the own group properties are included in the request, the server MUST apply those properties.

If the group’s MinimumAge property is higher than zero, the server MUST verify this value versus the joining user’s age in his/her public profile, and:

· when the age field is missing from the public profile, the server MUST allow the user to join – providing that the rest of the conditions are met.

· when the age field is present in the public profile, and:

this age is smaller than the MinimumAge value, the server MUST NOT allow the user to join the group.

this age is equal or higher than the MinimumAge value, the server MUST allow the user to join the group– providing that the rest of the conditions are met.

The server MUST NOT allow rejected users to join the group from which they are expelled.

The server MUST allow any user – except the rejected users – to join an ‘Open’ group.

The server MUST allow only members to join a ‘Closed’ group.

If the JoinGroupRequest primitive contains the screen name for the user, the server MAY apply the requested screen name, or generate a new screen name. If the screen name was missing from the request, the server MAY generate a new screen name.

If a ‘Welcome Note’ was specified for the group, the server SHOULD include it in the response.

After the user has successfully joined the group, the server MUST start sending all messages that are sent to the group to the newly joined user.

######################################Start Change 3#####################################
insert following error code in chapter 11.3

502 – Session could not be recovered

The server was not able to recover the session requested by the client.
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