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1 Reason for Change

This CR fixes CONRR comment 134.  It adds the text that the user must be authenticated before the server sends the System message.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None
4 Intellectual Property Rights

The authors of this document do not have knowledge of IPRs related to this contribution.

5 Recommendation

Review and agree
6 Detailed Change Proposal
7.3.2 Logging in

In order to use the IMPS services the user MUST log in into a Service Access Point. This login MAY happen automatically, meaning that the IMPS client performs the required login actions, without any user interaction. This is called “Auto Login”. A user MUST be able to turn on/off “Auto Login” using a client setting.

The IMPS server MAY require Registration. When the IMPS server requires Registration and the user is not yet a Registered User of the service, the IMPS server MUST discontinue the login by sending an error message or by performing Auto-Registration (see 6.5 Auto-Registration)

After a successful login a client capability negotiation MAY be, and a service negotiation MUST be performed. If the server requests client capability negotiation – the ‘Client-Capability-Request’ element indicates ‘T’ (true) – then the client MUST perform it, otherwise the client MAY perform it (see 6.9 Service and Capability Negotiation).

In order to minimize latency, the client MAY request login, service negotiation, and client capability in a single transaction by including the appropriate information elements in the LoginRequest primitive, however the client MUST NOT utilize this feature when session re-establishment is requested. Note that the information elements are not suitable to discover the services: this feature supports only negotiation. Clients that desire to discover the available capabilities/services SHOULD utilize the negotiations separately. To perform service and/or client capability negotiation during the login transaction, the client MAY include Requested-Functions and/or Requested-Capabilities in the LoginRequest primitive. The included information elements MUST conform to the related semantics described in 6.9 Service and Capability Negotiation. In order to save bandwidth, the client SHOULD NOT include these information elements in the first LoginRequest primitive when the client intends to perform a four-way login. The server MUST process the information elements according to the related semantics described in 6.9 Service and Capability Negotiation, and include its response – when applicable – in the LoginResponse primitive. When the client capability negotiation has been performed successfully, the server MUST include the Client-Capability-Request element with value ‘F’.

The Client-ID MUST be unique in the scope of the user and the server MUST NOT allow establishing new sessions for the same user using a Client-ID that is already in use. When the Client-ID is not in use by the user, the server MUST continue the login transaction normally.

After authenticating the user, the Server MAY send System Message notifications to the client during the Login transaction using the Result element in the Status primitive. See 7.1 System Message and 6.1 Status Primitive. The server MAY require a response to the System Message(s) before allowing the user to access the IMPS service - for example to acknowledge an advice of charge message.  The server MUST NOT send System Message notifications before the user is authenticated.
When the server requires response to System Message(s), it MUST send a LoginResponse primitive, which MUST include error code 436 in the Result element. When the client receives a response with error code 436, it MUST NOT attempt to continue the login sequence and it MUST prompt the end-user with the content of the System Message(s). When the end-user has responded to the System Message(s), the client MUST send a new LoginRequest primitive containing all information elements from the previous LoginRequest primitive and the System-Message-Response-List element. The System-Message-Response-List element MUST contain the end-user's response(s) to the System Message(s). If the server finds that the end-user's response is non-conformant to a System Message, it MAY re-send the System Message in the LoginResponse primitive any number of times, or it MAY send other System Message(s) in the LoginResponse primitive, or it MAY refuse the client – using error code 607 – to perform login attempts for an implementation-specific period of time.

When the response from the server does not contain error code 436 – the server does not require a response to the System Message(s) – the client MUST prompt the end-user with the System Message(s), and it MAY continue with the login sequence normally, and MAY send the user's response(s) to the System Message(s) later.

The client MUST support either 2-way login or 4-way login transaction and MAY support both.

The IMPS server MUST support the 2-way Login transaction and the 4-way Login transactions and MAY support network-based authentication.

The client MUST choose either a 2-way access control (6.4.1 2-way access control) or a 4-way access control (6.4.2 4-way access control). The server MAY choose - in any case - to authenticate the user based on authentic network information instead (6.4.3 Authentication based on authentic network information).

When the login transaction was successful, and the client included Application-ID along with the Client-ID, then the server MUST publish the Application-ID along with the Client-ID in the client’s ClientInfo presence attribute.

When the login transaction was successful, after the successful service negotiation the server MUST verify the Auto-Join settings of the user, and perform the operations described in 10.4 Join group feature.
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