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1 Reason for Change

This CR fixes CONRR comments 042, 051, 057, 062 and 082 .  It proposes a solution for the deadlock issue when the client looses the session context and tries to login again.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

SSP doc updated with new error code.  CR will follow after this is agreed
4 Intellectual Property Rights

The authors of this document do not have knowledge of IPRs related to this contribution.

5 Recommendation

Review and agree
6 Detailed Change Proposal
7 ########################################Change1##############################################
5.1.3 Support for multiple sessions

Starting from IMPS v1.3 protocol each server MUST support multiple sessions. It means that any user MAY establish at least two sessions, or more if the server implementation allows it. The server implementation MAY limit the maximum number of parallel sessions to an implementation-specific value. The server MUST inform the client of such limitations during client capability negotiation, see 6.9 Service and Capability Negotiation.

The parallel sessions MAY be established by the same device/client, however the Client-ID that is used to establish the new sessions MUST be unique in the scope of the user as described in 5.3.7 Client Addressing.  
The session context of the parallel sessions MUST be completely independent of each other on both client and server sides and there MUST NOT be interference between the sessions. It is RECOMMENDED that clients subscribe all supported notification types of the General Notification Mechanism (see 7.2 General notification transactions) to avoid the client getting out of context.

When a user employs multiple sessions from different clients that are using presence feature, the server MUST merge all presence information of the user/client into a single presence document as described in Client Status and User Status in [PA].

########################################Change2##############################################
7.1 Logging in

In order to use the IMPS services the user MUST log in into a Service Access Point. This login MAY happen automatically, meaning that the IMPS client performs the required login actions, without any user interaction. This is called “Auto Login”. A user MUST be able to turn on/off “Auto Login” using a client setting.

The IMPS server MAY require Registration. When the IMPS server requires Registration and the user is not yet a Registered User of the service, the IMPS server MUST discontinue the login by sending an error message or by performing Auto-Registration (see 6.5 Auto-Registration)

After a successful login a client capability negotiation MAY be, and a service negotiation MUST be performed. If the server requests client capability negotiation – the ‘Client-Capability-Request’ element indicates ‘T’ (true) – then the client MUST perform it, otherwise the client MAY perform it (see 6.9 Service and Capability Negotiation).

In order to minimize latency, the client MAY request login, service negotiation, and client capability in a single transaction by including the appropriate information elements in the LoginRequest primitive, however the client MUST NOT utilize this feature when session re-establishment is requested. Note that the information elements are not suitable to discover the services: this feature supports only negotiation. Clients that desire to discover the available capabilities/services SHOULD utilize the negotiations separately. To perform service and/or client capability negotiation during the login transaction, the client MAY include Requested-Functions and/or Requested-Capabilities in the LoginRequest primitive. The included information elements MUST conform to the related semantics described in 6.9 Service and Capability Negotiation. In order to save bandwidth, the client SHOULD NOT include these information elements in the first LoginRequest primitive when the client intends to perform a four-way login. The server MUST process the information elements according to the related semantics described in 6.9 Service and Capability Negotiation, and include its response – when applicable – in the LoginResponse primitive. When the client capability negotiation has been performed successfully, the server MUST include the Client-Capability-Request element with value ‘F’.

The Client-ID MUST be unique in the scope of the user and the server MUST NOT allow establishing multiple sessions for the same user with the same Client-ID.   If the user logs in using a Client-ID already  in use, the server MUST respond to the login with error code 608.  The client MAY try to login again with a different Client-ID. 
The Server MAY send System Message notifications to the client during the Login transaction using the Result element in the Status primitive. See 7.1 System Message and 6.1 Status Primitive. The server MAY require a response to the System Message(s) before allowing the user to access the IMPS service - for example to acknowledge an advice of charge message.

When the server requires response to System Message(s), it MUST send a LoginResponse primitive, which MUST include error code 436 in the Result element. When the client receives a response with error code 436, it MUST NOT attempt to continue the login sequence and it MUST prompt the end-user with the content of the System Message(s). When the end-user has responded to the System Message(s), the client MUST send a new LoginRequest primitive containing all information elements from the previous LoginRequest primitive and the System-Message-Response-List element. The System-Message-Response-List element MUST contain the end-user's response(s) to the System Message(s). If the server finds that the end-user's response is non-conformant to a System Message, it MAY re-send the System Message in the LoginResponse primitive any number of times, or it MAY send other System Message(s) in the LoginResponse primitive, or it MAY refuse the client – using error code 607 – to perform login attempts for an implementation-specific period of time.

When the response from the server does not contain error code 436 – the server does not require a response to the System Message(s) – the client MUST prompt the end-user with the System Message(s), and it MAY continue with the login sequence normally, and MAY send the user's response(s) to the System Message(s) later.

The client MUST support either 2-way login or 4-way login transaction and MAY support both.

The IMPS server MUST support the 2-way Login transaction and the 4-way Login transactions and MAY support network-based authentication.

The client MUST choose either a 2-way access control (6.4.1 2-way access control) or a 4-way access control (6.4.2 4-way access control). The server MAY choose - in any case - to authenticate the user based on authentic network information instead (6.4.3 Authentication based on authentic network information).

When the login transaction was successful, and the client included Application-ID along with the Client-ID, then the server MUST publish the Application-ID along with the Client-ID in the client’s ClientInfo presence attribute.

When the login transaction was successful, after the successful service negotiation the server MUST verify the Auto-Join settings of the user, and perform the operations described in 10.4 Join group feature.
########################################Change3##############################################
6.6 Logging out and Disconnecting

6.6.1 Transactions
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Figure 8. Logging Out

The user MAY log out from the IMPS by using the LogoutRequest message. The server MUST respond with a Status messageStatus primitive.

If the user is an active member (e.g. joined) to one or more discussion groups when the logout request is issued, the server (the client if server-initiated disconnect) MUST automatically remove (leave group) the user from the discussion group.

The client and the server MUST support the Logout transaction.
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Figure 9. Server Initiated Disconnection

Whenever the server disconnects a client, it MUST send a Disconnect primitive to the client. The client MUST NOT send any response to the Disconnect primitive. The server SHOULD disconnect a client if the session Keep-Alive-TimeTime-To-Live timer has been exceeded.  The server MAY also disconnect the client for some other reason, however it MUST NOT disconnect a client to allow another client to log in.. The server sends the Disconnect message to the client containing the Session-ID, and the Result containing code and descriptive text. The transaction-ID Transaction-ID MUST be present in the primitive for compatibility reason only (with other primitives) – the client MUST ignore its content.

The client and the server MUST support the server-initiated disconnection.

The Disconnect primitive follows the basic primitive structure, but it MUST NOT carry Transaction-ID.

If the user has logged-out or is disconnected from the server, the session context and the related information MUST be dropped, unless the server offers session recovery and it keeps the session context for a later recovery. For more information see session context in chapter 5.1.1 Session context.

6.6.2  Error conditions

Generic error conditions:

· Service unavailable. (503)

· Not logged in. (604)

LogoutRequest error conditions:

· None except the generic error conditions.

Disconnect error conditions:

· Forced logout. (601) 

· Session expired. (600)

· 
########################################Change3##############################################
7.1.1 Session recovery


[image: image3.wmf]LoginRequest

Client

Server

LoginResponse


Figure 6. Session recovery

The client SHOULD store the Session-IDs – when a new session has been established – in a storage area that is capable of keeping the Session-ID safe when an unexpected disconnection occurs (e.g. power loss, crash, etc), and the client MUST remove the safely stored Session-ID upon logout/disconnect. When the client has such Session-ID stored, and the client

· remembers the session context, it SHOULD NOT attempt to log in – the client SHOULD attempt to re-establish the session first, and when session re-establishment fails, the client MAY attempt to log in normally.

· does not remember the session context, it SHOULD NOT attempt to log in – it SHOULD attempt to re-establish the session first. If the session re-establishment was successful, the client MUST log out from the re-established session and log in again – this will reset the session context. When session re-establishment fails, the client MAY attempt to log in normally.

When the client does not have such Session-ID stored, the client SHOULD attempt to log in. When the login attempt fails due to non-unique Client-ID (error code 608), the client MAY attempt to log in again  with a different Client-ID.

The client MAY attempt to recover a session as described in 5.1.2 Re-establishing sessions. To attempt recovering of a session, the client MUST perform the normal login transaction (either using 2-way access control or 4-way access control) using the Session-ID of the desired session context.

The IMPS server MAY recover the session. When the server recovers the session, the session context of the user MUST be in the same state as it was at the time the session was terminated (see 5.1.1 Session context). When the IMPS server does not recover the session, it MUST respond the 1st LoginRequest with a LoginResponse indicating that the server is not able to recover the session (error code 502). The user MUST NOT be logged in when the recovery attempt fails. To log in, the client MUST perform normal login transaction (either using 2-way access control or 4-way access control) without the Session-ID information element.

########################################Change 4##############################################
7.1.2 Error conditions

Generic error conditions:

· Service unavailable. (503)

· Version not supported. (505)

· Too many non-conformant System Message replies (607)

LoginRequest error conditions:

· Further authorization needed to use the server. (401)

· Invalid password. (409)

· The particular user is not allowed to use the server. (403)

· Session-ID, User-ID and Client-ID not matching. (422)

· System Message Response required (436)

· The server could not recover the session. (502)

· Application is forbidden by operator. (515)

· Unknown user. (531)

· No matching digest scheme supported (543)

· Some services are not available (606)

· 
· Client-ID is not unique(608)

· SAP session limitation reached (609)

· User session limitation reached (610)

· MSISDN error (902)

· Registration confirmation. (903)

· Service provider agreement missing (907)

########################################Change 5##############################################
11.4.7 608 – Client-ID is not unique

The server did not accept the login request from the client, because the Client-ID that the client attempted to use during login is already in use.
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