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1 Reason for Contribution

The San Diego meeting of SIP/SIMPLE IM Group has agreed to identify those IM requirements that have not been (or are not going to be) fulfilled by the ongoing work of developing SIMPLE IM AD. The meeting assigned the following action point for the work:

"Moh to lead discussion about which requirements are NOT met or MIGHT NOT be met by the AD."

To fulfil this action, the 200+ items in 26 categories of IM requirements in IM requirements document (RD), were divided into 6 parts, each to be taken by a volunteer for the cross-checking work. Four delegates have already volunteered for four parts. 

Without completion of this work the SIMPLE IM will not have a complete AD to submitted to the Architecture WG for formal review.

This contribution provides these six parts, proposes a table template for reporting the results, and invites volunteers for the remaining two parts. However, in the SIMPLE IM group CC on 4 August 2005, Kent Bogestam and Adamu Haruna volunteered for the remaining two parts. 

2 Summary of Contribution

This contribution contains the breakdown of the IM RD into six parts, proposes a table template for reporting the results, and provides space for two needed volunteers.

3 Detailed Proposal

Part III (Kent Bogestam, Ericsson):

6.1.11 Controlling Privacy in IM

6.1.12 Security

The AD needs to be updated with a Security and Privacy chapter

3.1 Work Detail

The task is to identify the requirement items that are not met by the current release of the SIP/SIMPLE AD.  

To facilitate the work and align the report of the six parts, a table template (that was agreed in the San Diego meeting) is proposed to be used for this purpose. 

The ANNEX section of this contribution contains the template along with the corresponding sections of the AD. The last column of the table is for preparer’s input and comment. S/he will identify which section of the SIMPLE IM AD or which component of the SIMPLE IM architecture is primarily responsible in meeting each requirement item.

3.2 Completion and Deadline

There are six volunteers for Parts I through VI as highlighted yellow above. Regarding the deadline, it would be great if we could have it done before the AD document goes for review by the Architecture WG in the August meeting. Therefore, I suggest 12 August as the completion date. I hope it is okay with everyone.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

In fulfilling the action item stated in Section 1, this contribution is for information and it provides a template for the volunteer to report the outcome of their RD-AD cross-checking. 

ANNEX

Instant Messaging Requirements Grouping for RD-AD Cross Checking

4.2  Use Cases

The purpose of this section is to identify those Use Cases from the IM RD, which are not covered by this release of the SIMPLE IM enabler. With the translation of all Use Cases into specific requirements categories and with the cross-checking of all requirements in the next section for their fulfilment, the cross-check of the use cases seems to be redundant. Therefore, this sub-clause will be left with no additional text or table. 

4.3  Requirements

The technical realization in this architecture is based on the IETF SIP/SIMPLE technology. It is meant to fulfil a set of requirements that are high level and technology agnostic as described in [IM-RD]. The various categories of the requirements are acronymised in the RD as follows:

1. GR:

General Requirements (GR)
2. DM:

IM Data Model (DM)

3. REG:

Registration (REG)

4. SND:

Sending IM (SND)

5. RCV:

Receiving IM (RCV)

6. DLV:

IM Message Delivery (DLV)

7. NOT:

IM Notifications (NOT)

8. HST:

Conversation History (HST)

9. PRE:

Presence in IM (PRE)

10. GM:

Group Management (GM)

11. PRI:

Controlling Privacy & Invisibility (PRI)

12. SEC:

Security (SEC)

13. CRG:

Charging (CRG)

14. ADM:

Administration and Configuration (ADM)

15. USE:

Usability (USE)

16. IOP:

Interoperability (IOP)

17. LI:

Lawful Intercept (LI)

18. ENT:

IM Usage in Enterprise/Corporate Environment (ENT)

19. UPROF:
User Profile (UPROF)

20. LOC:

IM Location (LOC)

21. MMD:

Multimedia Content in IM (MMD)

22. CHAT:
IM one-to-one and Chat Communication (CHAT)

23. FLT:

Message Filtering (FLT)

24. SMSG:
System Messages (SMSG)

25. SYS:

Overall System Requirements (SYS)

26. UA:

IM User Agent (UA) 

Using the same acronyms, Table 2 below presents those requirements in the RD, which have not been fulfilled with the design of the current version of the SIP/SIMPLE IM architecture (will not be covered by this enabler release.) 

Table 2: Tracking Unfulfilled Requirements
	Req ID/Ref
	Use Case

Title(s)
	Short Description
	M/O

	Remarks 

(What section of the SIMPLE AD or the SIMPLE IM Architecture fulfilled this requirement item?) 

	PRI-1
	
	Privacy requirements SHALL be compliant with the requirements stated in the Privacy RD [PRIVACY]
	M
	Not fulfilled needs update of AD

Integrity Protection

·
Personal Data in transit, storage and under processing MUST be protected against security attacks (e.g., eavesdropping, tampering, and replay attacks)

Authentication

· Content providers MUST be authenticated by the service provider before being allowed to receive personal data D3
Requirements on Controllers/Processors of Personal Data

· Enforcement of any changes to privacy settings by the controller/processor after a data subject or a third party has expressed new or modified privacy preferences SHALL apply immediately upon update completion. C3

· It SHALL be possible for to the controller/processor of a data subject’s personal data to designate third parties to express privacy preferences. A1

· An application of a third party SHALL be able to interact with multiple control functions of several controllers/processors in order to express privacy preferences. A2


	PRI-2
	Public Chat
	Public Chat user’s anonymity SHALL be ensured.
	M
	Not fulfilled

Update of AD security chapter needed

	PRI-3
	Public Chat
	'The user MUST be able to choose a Chat Alias to stay anonymous when participating in Public Chat' 
	M
	Not fulfilled

Update of AD security chapter needed

	PRI-4
	Public Chat
	Identity information SHALL NOT be displayed in the public domain (i.e. E-mail address, mobile E.164 number, real name).
	MN
	User Interface req? if not conflicts with contact req

	PRI-5
	Public Chat
	It SHALL be possible to protect underage users participating in Public Chat from rogue users.
	M
	 Blacklist?

Update of AD describing where operator store/updates this data and how to interact

	PRI-6
	Add Contact To Contactlist by User-ID or MOBILE E.164 NUMBER or Search
	The returned result of a search SHALL NOT include anything else than User-ID, the Friendly Name, if it exists, and selected personal values that the search was based on, if any.
	MN
	No update of AD

	PRI-7
	Add Contact To Contactlist by User-ID or MOBILE E.164 NUMBER or Search
	User’s identity SHALL NOT be revealed in the result of a Search. (i.e. E-mail address, mobile E.164 number, SIP URI, real name).


	MN
	Needs investigation!

User Interface requirement? 

Should the requirement say that this is valid if the user has requested to hide information?

	PRI-8
	Message Filtering
	The IM service SHALL NOT send any message from the filtered contacts to the user who use message filtering in a group session or one-to-one IM conversation.
	MN
	No update of AD

	PRI-9
	Message Filtering
	The IM service MAY avoid sending messages from the user who use message filtering to the filtered contacts in a group session or one-to-one IM conversation.
	O
	No update of AD

	PRI-10
	Add Contact To Contact list by User-ID or MOBILE E.164 NUMBER or Search.
	It SHALL be possible for the service provider to confine the results of searches. For example, the service provider’s policy could prohibit searches on children under the age of 18.
	M
	Must be handled within the Search and personal profile function

No update of AD

	PRI-11
	
	The IM server SHALL provide secure storage for IM subscribers’ personal data such as identity, contact list or conversation history.
	M
	No Update of AD

	PRI-12
	
	Unidentified users SHALL NOT be permitted to use the IM service.
	MN
	Fulfilled by IMS Core?

	PRI-13
	
	Users SHALL be able to choose to receive messages from individual contacts in the user’s own contact list only, in which case the IM service SHALL block all messages from all other users not included in that contact list. The service provider SHALL be able to define the default behavior.  
	M
	No update of AD, can be handled in XDM

	PRI-14
	Public Chat
	Identity information SHALL NOT be displayed in the public domain (e.g. MSISDN, E-Mail, Name)
	MN
	Needs investigation!

User Interface requirement? 

Should the requirement say that this is valid if the user has requested to hide information?

	PRI-15
	Public Chat
	The Service Provider SHALL have the ability  to exclude users from certain chat-groups under specific criteria (e.g. underage people, etc)
	M
	Blacklist?

Update of AD describing where operator store/updates this data and how to interact

	PRI-17
	
	The IM subscriber SHALL be shown to his contacts with presence status “offline” to his contacts when the “invisible” option is switched on
	M
	Fulfilled by Presence

	PRI-18
	
	The IM subscriber SHALL be able send and receive messages, having the “invisible” status.
	M
	Fulfilled by Presence

	PRI-19
	
	The IM subscriber SHALL be able to see the presence status of others.
	M
	Fulfilled by Presence

	SEC-1
	Registration in IM by mobile E.164 number
	Instant Messaging server SHALL be able to authenticate user at login or registration with mobile E.164 number.
	M
	Fulfilled by IMS Core and  the AP

	SEC-2
	Registration in IM by mobile E.164 number
	Instant Messaging server SHALL be able to lookup the subscriber in the Mobile Number Portability database.
	M
	Fulfilled by IMS Core

	SEC-3
	Registration in IM by mobile E.164 number
	Instant Messaging server SHALL be able to generate a new User ID and password.
	M
	Fulfilled by IMS Core and the AP

	SEC-4
	Accessing IM Server via Internet Connected Device
	The IM server SHALL have a mechanism to authenticate user’s User ID and password.
	M
	Fulfilled by IMS Core and the AP

	SEC-5
	Registration in IM by mobile E.164 number
	The Instant Messaging server SHALL be able to generate a registration response in a standardized format, such that the registered IM User ID and password are returned to the device and automatically updates the stored IM User ID and password.
	M
	Fulfilled by IMS Core

	SEC-6
	Registration in IM by mobile E.164 number
	The Instant Messaging server SHALL have a mechanism to record user’s registration and login attempts.
	M
	Fulfilled by IMS Core and the AP

	SEC-7
	Accessing IM Server via Internet Connected Device
	The user MAY be able to change the password.
	O
	Fulfilled by IMS Core and the AP

	SEC-8
	Add Contact To Contact list by User-ID or MOBILE E.164 NUMBER or Search.
	It SHALL NOT be possible to directly add a mobile E.164 number to a contact list without a unique look-up for a User ID.  However it SHALL be possible to directly add a mobile E.164 number to the device phonebook and then subsequently the user SHALL be able to initiate an IM session using this entry.  In this case, the device SHALL perform the appropriate look-up prior to establishing the IM session without the need for user interaction.
	MN
	Fulfilled by Presence 

	SEC-9
	Registration in IM by mobile E.164 number
	The IM system SHALL have the ability to authenticate a user accessing the IM system; Authentication may be user level authorization or network/device level authorization.
	M
	Fulfilled by IMS Core and the AP

	SEC-10
	Modify Contact Entry
	The IM system SHALL allow the user to confirm the identity of a user in the following cases:

a. A user initiating a message

b. A user accessing profile data (from the perspective of managing policy)

c. A user initiating privacy policy changes
	M
	Fulfilled by IMS Core and the AP

	SEC-11
	
	Prior to any IM interactions, such as administration, configuration and IM sessions, the IM service client and the IM service subscriber SHALL be authenticated
	M
	Fulfilled by IMS Core and the AP

	SEC-12
	
	Prior to any IM interactions, such as administration, configuration and IM sessions, the IM service client and the IM service subscriber SHALL be logged in
	M
	Fulfilled by IMS Core and the AP

	SEC-13
	
	The IM-communication and signaling SHALL be transported in a secure manner
	M
	Partly fulfilled , problems with SIP MESSAGE

Impacts Architecture

	SEC-14
	Registration in IM by mobile E.164 number
	User Authentication SHALL rely on Network Authentication if the registration is from user’s mobile device, or with a secret password securely provided by the Service Provider to the user.
	M
	Fulfilled by IMS Core and the AP


� The words Mandatory (M) and Optional (O) refere to the the key words used in the requiremenets description such as “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” as interpreted in [RFC2119]. The acronym MN stands for “Mandatory No”, a litteral interpretation of the words “MUST NOT” and “SHALL NOT.”
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