Doc# OMA AD SIMPLE IM Security CR_11_10_05.doc[image: image2.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA AD SIMPLE IM Security CR_11_10_05.doc
Change Request



Change Request

	Title:
	SIMPLE IM Security 
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	MWG-IM

	Doc to Change:
	OMA-AD-IM_SIMPLE-V1_0_0-20050923-D

	Submission Date:
	11 10 2005

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Kent Bogestam, Ericsson, kent.bogestam@ericsson.com

	Replaces:
	n/a


1 Reason for Change

The reason for this change is that the current IM SIMPLE AD is missing a security and privacy architecture that can guide the TS

2 Impact on Backward Compatibility

No impact

3 Impact on Other Specifications

No impact

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the group add the proposed security chapters to the AD

6 Detailed Change Proposal

See attached document


[image: image1.wmf]OMA-AD-IM_SIMPLE-

V1_0_0-20050923-D.doc














NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 1)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20050824-I]

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 1)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20050824-I]

_1191293648.doc
OMA-AD-IM_SIMPLE-V1_0_0-20050923-D.doc
Page 4  V(33)




		[image: image1.jpg]«“+OMa

Open Mobile Alliance






		



		Instant Messaging using SIMPLE Architecture



		Draft Version 1.0.0 – 23 September 2005



		Open Mobile Alliance



		OMA-AD-IM_SIMPLE-V1_0_0-20050923-D



		

		



		



		

		





Use of this document is subject to all of the terms and conditions of the Use Agreement located at http://www.openmobilealliance.org/UseAgreement.html.


Unless this document is clearly designated as an approved specification, this document is a work in process, is not an approved Open Mobile Alliance™ specification, and is subject to revision or removal without notice.


You may use this document or any part of the document for internal or educational purposes only, provided you do not modify, edit or take out of context the information in this document in any manner.  Information contained in this document may be used, at your sole risk, for any purposes.  You may not use this document in any other manner without the prior written permission of the Open Mobile Alliance.  The Open Mobile Alliance authorizes you to copy this document, provided that you retain all copyright and other proprietary notices contained in the original materials on any copies of the materials and that you comply strictly with these terms.  This copyright permission does not constitute an endorsement of the products or services.  The Open Mobile Alliance assumes no responsibility for errors or omissions in this document.


Each Open Mobile Alliance member has agreed to use reasonable endeavors to inform the Open Mobile Alliance in a timely manner of Essential IPR as it becomes aware that the Essential IPR is related to the prepared or published specification.  However, the members do not have an obligation to conduct IPR searches.  The declared Essential IPR is publicly available to members and non-members of the Open Mobile Alliance and may be found on the “OMA IPR Declarations” list at http://www.openmobilealliance.org/ipr.html.  The Open Mobile Alliance has not conducted an independent IPR review of this document and the information contained herein, and makes no representations or warranties regarding third party IPR, including without limitation patents, copyrights or trade secret rights.  This document may contain inventions for which you must obtain licenses from third parties before making, using or selling the inventions.  Defined terms above are set forth in the schedule to the Open Mobile Alliance Application Form.


NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.


THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.


© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms set forth above.


Contents


51.
Scope (Informative)



62.
References



62.1
Normative References



62.2
Informative References



83.
Terminology and Conventions



83.1
Conventions



83.2
Definitions



103.3
Abbreviations



114.
Introduction (Informative)



114.1
Target Audience



114.2
Use Cases



114.3
Requirements



124.4
Planned Phases



135.
Architectural Model



135.1
Dependencies



145.2
Architectural Diagram



145.3
IM Functional Entities



145.3.1
IM Client



155.3.2
IM Server



155.3.2.1
IM Server behaviour



165.3.2.1.1
Participating and Controlling IM Server



185.3.2.1.2
Deferred Messaging Function



195.3.2.1.3
Nested Lists and Nested Groups



195.3.2.2
OMA IM Conference Model



205.3.2.3
IM Server Roles



205.3.2.3.1
Participation IM Function



215.3.2.3.2
Controlling IM Function



215.3.2.3.3
Deferred Messaging IM Function



225.3.3
IM XML Document Management Server (XDMS)



225.4
External Entities Providing Services to IM



225.4.1
SIP/IP Core



235.4.2
Shared XML Document Management Server (XDMS)



235.4.3
Aggregation Proxy



235.4.4
Presence Entities



235.4.4.1
Presence Server (PS)



235.4.4.2
Presence Client Source



235.4.4.3
Presence Client Watcher



235.4.5
Charging Entity



235.4.6
Device Management Server



235.4.7
IM Conversation Storage Database Entity



235.4.8
IM Deferred Message Storage Database



245.4.9
XML Document Management Client (XDMC)



245.5
This entity is specified in [XDM AD].Reference Points



245.5.1
Reference Point IM-1: IM-Client ( SIP/IP-Core



245.5.2
Reference Point IM-2: IM-Server ( SIP/IP-Core



255.5.3
Reference Point IM-3: IM-Server ( IM XDMS



255.5.4
Reference Point IM-4: IM-Server ( Shared XDMS



255.5.5
Reference Point IM-5: IM XDMS ( SIP/IP Core



255.5.6
Reference Point IM-6: IM XDMS ( Aggregation Proxy



255.5.7
Reference Point IM-7: IM-Client ( IM-Server



265.5.8
Reference Point IM-8: IM-Server ( IM-Server



265.5.9
Reference Point IM-9: IM-Client ( Remote IM-Client



265.5.10
Reference Point IP-1: SIP/IP Core ( SIP/IP Core



265.5.11
Reference point C-1: IM Server - Charging entity



275.5.12
Reference Point XDM-1: XDM Client – SIP/IP Core



275.5.13
Reference Point XDM-2: Shared XDMS – SIP/IP-Core



275.5.14
Reference Point XDM-3: XDM Client- Aggregation Proxy Server



275.5.15
Reference Point PRS-5: Presence Server – Shared XDM Server



275.5.16
Reference Point PRS-6: Presence XDM Server – SIP/IP Core



275.5.17
Reference Point XDM-10: Aggregation Proxy – Shared XDMS



275.5.18
Reference Point PRS-7: Aggregation Proxy –Presence XDM Server



275.5.19
Reference Point PRS-8: Presence Server - Presence XDM Server



275.5.20
Reference Point PRS-1: Presence Source – SIP/IP Core



275.5.21
Reference Point PRS-2: Presence Watcher – SIP/IP Core network



275.5.22
Reference Point PRS-3: SIP/IP Core – Presence Server



28Appendix A.
Change History (Informative)



28A.1
Approved Version History



28A.2
Draft/Candidate Version 1.0 History






Figures


14Figure 1: Instant Messaging SIMPLE Architecture






Tables


Error! No table of figures entries found.

1. Scope
(Informative)


The scope of this SIP/SIMPLE Instant Messaging Architecture Document (AD)is to define the architecture for the IM service enabler based on the IETF SIP/SIMPLE specifications. 


This document fulfils the requirements for functional capabilities of the SIMPLE IM enabler and proposes a functional architecture to support this service enabler as described in the Instant Messaging Requirements document [IM-RD]. Within the context of the OMA Service Environment (OSE), this document defines all functional entities within and external to the SIMPLE IM enabler and all their reference points.


2. References


2.1 Normative References


		[IM-RD]

		“Instant Messaging Requirements ”,Open Mobile Alliance, OMA-RD_IM-V1_0_0, URL:http://www.openmobilealliance.org/



		[PRESRD]

		“Presence SIMPLE Requirements Candidate Version 1.0”, Open Mobile Alliance, OMA-RD-Presence_SIMPLE-V1_0-20050317-C, URL:http://www.openmobilealliance.org/



		[PRESAD]

		“Stage 2 - Presence using SIMPLE Candidate Version 1.0”, Open Mobile Alliance, OMA-AD-Presence_SIMPLE-V1_0-20050317-C, URL:http://www.openmobilealliance.org/



		[XDMAD]

		“XML Document Management Architecture Candidate Version 1.0”, Open Mobile Alliance, OMA-AD-XDM-V1_0-20050317-C, URL:http://www.openmobilealliance.org/



		[OMA OSE]

		“OMA Service Environment”, OMA-Service-Environment-V1_0-20040907-A, URL:http://www.openmobilealliance.org/



		[OMA IMS]

		“Utilization of IMS capabilities, Architecture”, OMA-AD_IMSinOMA-V1_0_5-20050202-D


 URL:http://www.openmobilealliance.org/



		

		



		[RFC2119]

		“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt



		[RFC2778]

		A Model for Presence and Instant Messaging, M. Day et al, February 2000, URL:http://www.ietf.org/rfc/rfc2778.txt



		[RFC2779]

		Instant Messaging / Presence Protocol Requirements, M. Day et al, February 2000, URL:http://www.ietf.org/rfc/rfc2779.txt



		[RFC3261]

		“SIP: Session Initiation Protocol”, J. Rosenberg et al, June 2002, URL:http://www.ietf.org/rfc/rfc3261.txt



		[RFC3265]

		"Session Initiation Protocol (SIP)-Specific Event Notification", A. B. Roach, June 2002,


URL:http://www.ietf.org/rfc/rfc3265.txt



		[MSRP]

		“The Message Session Relay Protocol”, B. Campbell, May 2004, URL:http://www.ietf.org/internet-drafts/draft-ietf-simple-message-sessions-09.txt



		[MSRP-CHAT]

		“Multi-party Message Sessions using MSRP ”, A. Niemi, January 2004, URL:http://www.softarmor.com/wgdb/docs/draft-niemi-simple-chat-01.txt 



		

		



		[3GPP-IMS]

		“IP Multimedia Subsystem (IMS); Stage 2”, TS 23.228 , v6.5.0, April 2004, URL:http://www.3gpp.org/



		[3GPP2-IMS]

		IP Multimedia Subsystem (IMS); Stage-2, February 2004, URL:http://www.3gpp2.org/





2.2 Informative References


		[OMA-DICT]

		“OMA Dictionary”, <doc ref>,URL:http://www.openmobilealliance.org/



		[OMA-Charging]

		OMA-AD-Charging-V1_0-20050310-D, URL: http://www.openmobilealliance.org



		

		



		[CONF-Framework]

		A Framework for Conferencing with the Session Initiation Protocol, Internet Draft

http://www.ietf.org/internet-drafts/draft-ietf-sipping-conferencing-framework-04.txt



		

		



		[3GPP-Offline]

		3GPP TS 32.260 Telecommunication management; Charging management; IP Multimedia Subsystem (IMS) charging (Release 6), March 2004, URL:http://www.3gpp.org/



		[3GPP2-Offline]

		3GPP2 X.S0013-008 All-IP Core Network Multimedia Domain, IP Multimedia Subsystem – Accounting Information Flows and Protocol, URL: http://www.3gpp2.org/



		[3GPP-Online]

		3GPP TS 32.296, Online Charging System (OCS): Applications and interfaces.



		[3GPP2-Online]

		3GPP2 X.S0013-013-A v0.1 IP Multimedia Subsystem -  Online Accounting Information Flows and Protocol





3. Terminology and Conventions


3.1 Conventions


The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].


All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.


3.2 Definitions


		Ad hoc Chat

		Need Definition (Ed.)



		Conference focus

		A central element in the ‘Controlling IM Function’ that maintains direct relationship with each participant by means of a SIP dialog. Each dialog can belong to a different SIP session i.e. Maintains the SIP dialogue in the IM conference session



		Controlling IM Function

		Controlling IM Function provides centralized session handling, MSRP message relay between conference participants, participants information, and executes conference control policies i.e acts as a IM conference server



		Conversation

		An ordered exchange of immediate messages in the context of a session between users.



		Conversation History

		Need Definition (Ed.)



		Deferred Message

		If an intended recipient of an IM pager-mode communication is not available, either due to the recipient’s Inbox settings or the recipient being IM offline, the message is stored in the IM server for later delivery. I.e. the IM becomes deferred message



		Group

		A group is a nested collection of addresses or identifiers such as an address or record.  A group is identified by a single address.  



		IM Client

		An IM Service endpoint



		IM Server

		A network entity that provides real-time messaging



		IM Service

		A system application by which a client is able to provide (near) real-time messaging capabilities



		Instant Message (IM)

		A message delivered to a user in an instant, interactive manner. Generally short, even brief. Instant Messages are often called IMs. IMs are often exchanged back-and-forth between users in a conversational fashion. Defined in [RFC2778]



		Interface

		See [OMA-DICT]



		IP Multimedia Subsystem (IMS)

		The 3GPP/3GPP2 IP Multimedia Subsystem (IMS) offering service capabilities such as SIP registration and rendezvous, presence information, and messaging. The IMS has been recognized by the OMA as a major source of relevant resources for the OSE. 



		MSRP Switch

		A media level entity that receives MSRP messages and delivers them to the other conference participants [http://www.ietf.org/internet-drafts/draft-niemi-simple-chat-03.txt]



		Multimedia Encapsulation

		Also called MIME. A formatting technique for rich messages originally used for email, but now used for HTTP and many other things. MIME allows serializing one or more message elements into a simple text stream.  The message elements may be text, pictures, and many other types of data, or external references using a URI to an element actually stored elsewhere such as a web page



		Nested Group

		When a URI of a member of an IM group URI points to an group IM group URI by itself that can not be resolved by the local IM XDMS.



		Nested List

		Nested List: When a <list> element(s) in a <resource list> document contain other <list> elements.



		Notification

		A message, delivered in response to a subscription, which delivers information about an associated event in the format defined by the relevant event package. Defined in [RFC3265]



		Participating IM Function

		The Participating IM Function provides IM Session handling and policy enforcement for incoming and outgoint IM Sessions  (i.e.offers IM access and service policies ), and  may provide the media convey  function between IM Client and the Controlling IM Function



		Presence

		Information about the status and reachability of a specific individual, usually a person.



		Presence Information

		Dynamic set of information pertaining to a Presentity that may include presence elements such as the status, reachability, willingness, and capabilities of that Presentity.


Note: This definition is compatible with the 3GPP/3GPP2 definitions, as well as the IETF definition, though the latter is quite generic.


Source: [PRESRD]



		Presence Server (PS)

		A logical entity that receives Presence Information from a multitude of Presence Sources pertaining to the Presentities it serves and makes this information available to Watchers according to the rules associated with those Presentities.


Note: In IETF SIMPLE Presence a Presence Server is referred to as a Presence Agent.


Source: [PRESRD]



		Presence Source

		A logical entity that provides Presence Information pertaining to exactly one or more Presentities to the Presence Server. 3GPP/3GPP2 Presence User Agents, Presence Network Agents, and Presence External Agents are examples of Presence Sources.


Note: In IETF SIMPLE Presence, Presence Sources are referred to as Presence User Agents. In IETF 2778, they are referred to as Presentities.


Source: [PRESRD]



		Presentity

		A logical entity that has Presence Information associated with it. This Presence Information may be composed from a multitude of Presence Sources. A Presentity is most commonly a reference for a person, although it may represent a role such as “help desk” or a resource such as “conference room #27”. Presentities are generally referenced by distinguished names, such as “dean.willis@softarmor.com” or by phone numbers like “+19724735455”. In SIMPLE, Presentities are generally referenced using a sip:, pres: or tel: URL.


Note: This definition maps better to the RFC2778 definition of a Principal, rather than that of RFC2778 Presentity. This definition is compatible with the 3GPP/3GPP2 definitions of presentity, as well as that of IETF SIMPLE Presence.


Source: [PRESRD]



		Proxy

		A SIP node that forwards messages according to the proxy rules defined in [RFC3261]. SIP requests made by nodes using SIMPLE are processed by proxies just like any other SIP request would be



		Reference Point

		See [OMA-DICT]



		Registrar

		A SIP server node that receives and responds to SIP REGISTER messages. A registrar is generally associated with an administrative domain and may be associated with a presence server. The purpose of the registrar is to store the association of a "contact with presentity". This association may also be called a "binding". Defined in [RFC3261]



		Remote Network

		Network comprising of the SIP/IP core and the IM server of the remote IM client



		Session

		A stateful association of presence and other user preference, capability and identity data through which it is possible to communicate immediate messages. A session may be established between IM users or between an IM user and an IM Server



		Session Initiation Protocol (SIP)

		An IETF “Session Initiation Protocol”, intended for the development of session-based applications. [RFC3261]



		SIMPLE

		A methodology and set of extensions to SIP supporting the Instant Messaging requirements defined by IETF



		Subscription

		A persistent relation between a subscriber and an event source (often a presence server for a presentity) by which the subscriber requests notifications of a specific even for a set duration. Defined in [RFC3265]



		System

		An organized assembly of subsystems and components designed to perform a (a set of) specific function(s).



		Uri-list service

		SIP application service or functionality that receives a MESSAGE request with a URI-list and sends a similar MESSAGE request to each URI in the list [draft-ietf-sipping-uri-list-message-02]



		User

		A human using the described features through a terminal device



		Watcher

		A node that requests presence information for a particular presentity. This request may be a singular fetch operation, in which case the watcher is called a "fetcher". If the fetch operation is repeated periodically, the watcher is called a "poller". If the watcher subscribes to receive notification of changes in the presence of presentity, the watcher is called a "subscriber". In order to avoid confusion with the term "subscriber" as used in mobile phone networks, 3GPP has chosen to call this role a "subscribed watcher". Defined in [RFC2778]





3.3 Abbreviations


		3GPP

		3rd Generation Partnership Project



		3GPP2

		3rd Generation Partnership Project 2



		AD

		Architecture Document



		GM

		Group Management



		HTTP

		Hyper Text Transfer Protocol



		IETF

		Internet Engineering Task Force



		IM

		Instant Messaging



		IMS

		IP Multimedia Subsystem



		ISC

		IMS Service Control interface



		MIME

		Multipurpose Internet Mail Extension 



		MMD

		Multi Media Domain



		MSRP

		Message Session Relay Protocol



		OMA

		Open Mobile Alliance



		OSE

		OMA Service Environment



		PS

		Presence Server



		RFC

		Request for Comments



		RD

		Requirement Document



		SIMPLE

		SIP Instant Message and Presence Leveraging  Extensions



		SIP

		Session Initiation Protocol



		URI

		Uniform Resource Identifier



		URL

		Universal Resource Locator



		XCAP

		Extensible mark-up language (XML) Configuration Access Protocol



		XDMC

		XML Document Management Client



		XDMS

		XML Document Management Server



		XML

		Extensible Mark-up Language





4. Introduction
(Informative)


Instant Messaging (IM) is a set of system capabilities that provides both a framework for future service development and an application allowing real-time exchange of Instant Messaging messages between users, whether using mobile networks or fixed Internet connections. This document defines the architecture for the OMA Instant Messaging service using the IETF SIP [RFC3261] protocol with SIMPLE extensions.  Instant Messaging is described in terms of actions taken by Instant Messaging Client, Instant Messaging Server and various other network elements.


Within the context of the OMA Service Environment (OSE), the IM architecture relies on common OMA enablers such as Presence, XDM and Device Management Services to provide the overall functionality of the SIMPLE IM Enabler. This architecture allows server hosted and client hosted IM conversations. It also supports conferences and peer to peer modes of the IM service.


The reference points between the various network elements are coded according to [ARC-INVENT] and are prefixed with a common “IM” prefix.


4.1 Target Audience


The target audience for this document includes but is not limited to the following:


· The Working Group(s) that will create specifications based on this subject matter


· Architecture Working Group 


· Interoperability Working Group 


· Security Working Group 


· Mobile Commerce and Charging Working Group


· Presence and Availability Group


· Device Management Group


4.2 Use Cases


<< Identify the Use Cases that covered by the architecture.  Add all references to Use Case documents to section 2.  This section should also identify the major Actors in the architecture.  DELETE THIS COMMENT >>


4.3 Requirements


<< This section MUST include:


1. identification of the Requirements Document(s) on which this architecture is based.  The referenced RDs MUST be included in section 2.


2. a clear statement about the requirements that are met or satisified and those that are NOT met or satisified. There are many ways to provide this information including (but not limited to): stating “All requirements in RD XXX are met”, stating “All requirements in RD XXX are met except Y.Y and Z.Z”, stating “only requirements Y.Y and Z.Z in RD XXX are met”, etc.


The editor may use a table to specify the above information.


DELETE THIS COMMENT >>


4.4 Planned Phases


Editor’s Note: Need to determine if phases are needed.

5. Architectural Model


5.1 Dependencies


The OMA IM Service is generally dependent on the OMA Service Environment (OSE) as specified by [OMA-OSE] for interactions with other OMA enablers and in particular the IM Service is dependent on OMA Presence and XDM Enablers for presence and group management capabilities, respectively. Although the IM Service can operate without Presence functionality, this OMA enabler is needed to realize all of the requirements in the Instant Messaging RD [IM-RD].  Because of this tight relationship, this document explicitly shows architectural components from both the OMA Presence and XDM enablers along with IM components created in this document. Generally, in the IM Architecture:


· Interfaces to retrieve presence information specific to IM are provided by the OMA Presence Service [OMA-PRES].


· Interfaces to create, delete, or modify IM groups are provided by the OMA XDM Service [OMA-XDM]. In addition, the OMA XDM Service provides the foundation to create, delete and modify IM specific policy in the IM XDM.


· Further, the IM Service is dependent on an underlying SIP infrastructure to transport SIP messages between IM entities. The architecture in this document refers to this infrastructure as the SIP/IP Core. A particular manifestation of the SIP/IP Core is an IP Multimedia Subsystem as specified in either 3GPP [3GPP-IMS] or 3GPP2 [3GPP2-IMS].


Finally, the IM Service is dependent on some specifications developed in the Internet Engineering Task Force (IETF). 


· The base protocol for session based IM is based on [MSRP]. Procedures to perform public and private group chats are specified in [MSRP-CHAT].


5.2 Architectural Diagram


Figure 1 shows all functions that both directly and indirectly contribute to the realization of the SIMPLE IM service. It includes all reference points to the external as well internal functional entities interacting with the SIMPLE IM server.
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Figure 1: SIMPLE Instant Messaging Functional Architecture


5.3 IM Functional Entities


5.3.1 IM Client


The IM Client resides on either a mobile terminal or any Internet connected device and is used to access the IM service.


The IM Client SHALL:


· Perform registration with the SIP/IP Core.


· Authenticate the IM user to the SIP/IP Core.


· Allow IM session initiation, participation, and termination.


· Send and receive instant messages using URI or a nickname from peer IM Clients, or the IM Server.


· Incorporate IM configuration data downloaded by the provisioning system (e.g., over-the-air activation)


The IM Client MAY:


· Handle presence information (e.g. publish presence information and subscribe to presence information).


5.3.2 IM Server


The IM Server SHALL:


· Inform the user, upon user’s registration, of the creation of a default user profile and offers the user the possibility to modify it.

· Manage (send and receive) IM from users in one-to-one and many-to-many modes using either URI or a nickname.


· Support IM Clients using both mobile and fixed networks


· Interoperate with remote IM systems i.e. interoperate with IM systems residing in other networks using reference points IM-8 and IM-2


· In the case of session based messaging, act as conference focus and maintain public and private chat rooms [MSRP-CHAT]


· In the case of session based messaging, act as an MSRP switch including the replication of messages within chat rooms [MSRP].


· Provide online delivery of message


· Store messages for offline delivery or notifications 


· Use presence to allow efficient delivery according to the recipient availability


· Use IM XDMS for IM related policies and rules (such as block lists)


The IM Server SHOULD be able to:


· Store the IM conversation upon user’s request.


· Limit the storage size for IM conversations allocated to the IM user.


· Notify the users about the size of stored IM conversation.


· Notify the sender about the allowed maximum IM message size.

The IM Server MAY be able to:


· Inform clients on message delivery.


· Maintain IM Conversation history


· Update Presence information


5.3.2.1 IM Server behaviour


The list of functions in the IM Server can be logically categorized into IM service specific functionalities, Generic functionalities and Deferred Messaging functionalities. The IM specific set of functions are listed under Participating IM Function, the generic set of functions offering group communications or conferencing services for the IM are listed under Controlling IM Function, and the set of functionalities offering deferred messaging services are listed under Deferred Messaging IM Function.


The Participating IM Function acts as an IM service point for users, offering IM access and service policies.  The Controlling IM Function acts as a conference server providing centralized session handling, media distribution (in IM case only MSRP), participants information, and executes conference control policies. The Deferred Messaging IM Function acts as an alternate IM service when an intended/targert user for IM is not available for IM pager-mode communication. 


5.3.2.1.1 Participating and Controlling IM Server


The Participating IM Function and the Controlling IM Function may be either collocated in a single network entity or interoperate using OMA standardized interface i.e., interfaces IM-2 and IM-8 of the IM architecture as depicted in Figure 1.


An IM server assumes the role of Participation IM Function or Controlling IM Function depending on which set of functions it is executing in a particular active IM session. This means that an IM server may play the role of either Participating IM Function or Controlling IM Function or both at the same time.


An IM Server assumes these roles during session set up and the role lasts for the duration of the IM session.  For example, in case of ad hoc chat group session or 1-to-1 IM session, the IM server of the inviting user assumes the Controlling IM Function role as shown in Figure 2
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Figure 2 User A creates ad hoc chat room and invites User B to the chat session


1-to-1 IM sessions can be considered as ad hoc conference with only two participants. This makes it easier for 1-to-1 sessions to be extended to 1-to-many ad hoc conferencing. Controlling IM Function can be optional in 1-to-1 IM sessions in the case of Peer-to-Peer IM communication since the need for centralised control point would not be necessary. Peer-to-Peer IM commnunication may be enabled depending on Service Provider / Network Operator policy but it is out of the scope of this document.  


For IM server roles in the case of group communication or conference services, the group that owns / hosts the group identity shall assume the Controlling IM Funtion role. Figure 3 depicts the case of a group communication where a 3rd network hosts the conferencing server i.e. chat server in the case of IM , and partcicipants of the chat room are located in different networks.
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Figure 3 Chat room hosted by Network 3


Distribution by group mechanisms or message explosion is another form of group communication and is categorised as one of the functions under the Controlling IM function see Figure 4
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Figure 4 Message distribution by either group mechanism or message Uri-list service


In Figure 4 User A (client A) initiates the group communication either by sending a message to a group URI or to a message Uri-list service URI. IM serverA assumes the role of Controlling IM Function in this message session since IM serverA has to perform the controlling functions for the group communication i.e. IM serverA does the fan out of the message to the individual recipients in the URI-list or the members of the group. 


5.3.2.1.2 Deferred Messaging Function


The Deferred Messaging Function is always associated with the recipient/terminating IM server. The Deferred Messaging function may  be either co-located with the recipient’s/terminating Participating IM Function or interoperates with the recipient’s Participating IM function via IM-2 and IM-8 of the IM architecture from Figure 1 


IM server performs the Deferred Messaging Function:


(a) When a receiving user is offline or has enabled the network setting preference for pager-mode messages to be stored, 


(b) When a user in scenario (a) becomes available for IM communication and tries to retrieve stored messages or the IM server tries to push the message to the user.  This is the case where the user cannot be reached and the network needs to store the message for later retrieval or push delivery to the user when the user is finally available for IM communication
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Figure 5 User B is not available for IM and IM server activates Deferred Messaging role to store the message
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Figure 6 A group distribution from User A but User B2 is Unavailable for IM, hence deferred Messaging activated for IM storage for User B2

5.3.2.1.3 Nested Lists and Nested Groups


This document follows the mechanism as defined in  [OMA-ERP-XDM-V1_0-20050415] whereby a nested list is a resource list document that contains either (1) <list> elements that contain other <list> elements directly or (2) <list> elements that contain <external> elements that reference other resource list documents. Nested lists are allowed as long as a resource list document along with any other resource list documents pointed to it by <external> elements are in the same administrative domain.


An IM Group is defined as having a group URI that is comprised of lists or nested lists. A nested group is when an IM group contains a URI that points to another IM group URI. During IM message explosion, nested groups may lead to problems when , for example, the 1st MESSAGE-exploder may send the MESSAGE to the 2nd resource who is also a MESSAGE-exploder. In order to prevent loops, nested groups are not allowed.


The mechanism to prevent nested groups in SIP/SIMPLE IM 1.0 is as follows:


Whenever a Controlling IM Function sends an INVITE to a group URI or message to an exploder, the receiving IM Application Server will recognise that there is already a Controlling IM Function in the transaction and will REJECT the REQUEST. Therefore there can be only one controlling IM functional role in a group session and the service concept of having  nested group in an IM group communication is disallowed.


5.3.2.2 OMA IM Conference Model


The conferencing model in this document is limited to ‘tightly coupled’ conferencing model as defined in [3GPP TS 29847] and [OMA PoC AD],  a subset of  the  IETF defined generic framework for conferencing services[CON-Framework]. That means there is a central point of control to which each participant connects. Therefore in general, in every IM group /conference session, there can be only one controlling IM function and one or more participating IM functions.
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Figure 7 General relationship between Participation IM function, Controlling IM function and IM clients


 The general relationship between the IM functional roles in Figure 7 shows that, in a particular group/conferencing IM session, a Controlling IM functional role, i.e. IM server in Network 3, can manage X +Y number of SIP and media session communication paths.


 Where ,


· X = number of Participating IM functional roles from Network 1 to the chat server 


· Y = number of Participating Functional roles from Network 2 to the chat server.


· The ratio between participating IM function and IM client is always 1:1. 


The variables X and Y, range from 1 to a certain maximum number. The maximum number can be a limit set by the Network Operator.


5.3.2.3  IM Server Roles


An IM server is performing a Participation IM Function role, when the set of functions it performs for a particular active IM session include:


5.3.2.3.1 Participation IM Function


· Provides SIP session handling

· Provides policy enforcement for incoming/outgoing IM


· Service authorisation


·  IM user service profile


· Preferences, User privacy

· Execution of IM network Inbox configuration and settings


· Blocklist/ Rejectlist, etc


· Provides message delivery requirements


· Storage requirements


· Message filtering 


· Charging reports, may be optional, if detailed charging reports are not required in some network


· Legal interception, optional

An IM server performs Controlling IM Function role, when the set of functions it performs for a particular active IM session includes:


5.3.2.3.2 Controlling IM Function

· Provides Group and Conferencing functionalities 

· Provides centralised IM Media session handling


· MSRP switch


· Provides SIP session handling


· Conference focus which also hosts the chat URI


· Provides Policy enforcement for participating in a group 


· Provides the group participants information, i.e. maintains the list of participants


· Provides centralised charging reports


· Provides Uri-list service: the explosion and delivery reports (if required) of sessionless/session-based messages i.e. explosion of a SIP MESSAGE/ad hoc chat to multiple recipients

IM server assumes the role of messaging IM Function when the set of functions it provides for pager-mode IM session includes: 


5.3.2.3.3 Deferred Messaging IM Function


· Provides SIP session Handling


· Provides MSRP End Point


· Provides Message storage handling


· Provides Client retriavel interface


· Provides Forwarding/push delivery when user becomes available for IM commuincation


· Provides stored message Security


· Provides storage messaging charging reports

5.3.3 IM XML Document Management Server (XDMS)


The IM XDMS is an XCAP Server that manages XML documents (e.g. IM Buddy Lists and IM conversation History changes), which are specific to the IM service enabler. Management features include operations such as create, modify, retrieve, and delete.

The IM XDMS SHALL:


· Perform authorization of incoming SIP and XCAP requests.


· Maintain reference to the stored IM conversations, that allows these conversations to be managed (resaved, renamed, deleted, etc.).


· Manage XML documents (e.g., policies for blocking communication with certain users and allowing communication with certain users.) specific to the IM service enabler.


· Accept subscriptions and notify watchers of changes to the stored IM specific documents.

5.4 External Entities Providing Services to IM


Within the context of the OMA Service Environment (OSE) specification [OMA OSE], the IM server interacts with entities that are external to the IM server. These entities may be located within the OSE (e.g., Presence, XDMS) or outside the OSE (e.g., IMS, SIP/IP-Core). OMA service environment.  For the interactions of the IM server with these entities, the OSE also provides an optional feature to enforce policy related to authentication, In dealing with these entities and if desired, the OSE provides a policy-based mechanism to manage these interactions through appropriate security mechanism, charging information inquiries, logging and enforcement of user privacy or preferences, etc. The OSE architecture also manages the procedures that can be applied between the IM server and those entities that reside outside the OMA service environment, e.g., IMS capabilities as identified and referenced in the “IMSinOMA” documents [OMA IMS].


Note: The SIMPLE IM Server in its current version does not rely on, nor makes any use of, the external functionality provided by the OSE policy enforcement mechanism.


5.4.1 SIP/IP Core


The SIP/IP core includes a number of SIP proxies and SIP registrars.  The SIP/IP Core performs the following functions that are needed to support of the IM Service:


· Routes SIP signalling between the IM Client and the IM Server


· Provides discovery and address resolution services


· Supports SIP compression


· Performs authentication and authorization of IM Client based on user’s service profile


· Maintains the registration state 


· Provides charging information


· Provides capabilities to Lawful Interception.    


Note: Part of the Lawful Interception functionality may be supported by the access network.


The interface to the SIP/IP Core in the IM architecture is not limited to the use of 3GPP and 3GPP2 IMS, and it is open to other SIP core networks. In the context of “IMS in OMA”, the OMA IM SHALL utilize the capabilities of IMS as specified in 3GPP ([3GPP TS 23.228]) and 3GPP2 ([3GPP2 X.P0013.2]) and referenced in the IMSinOMA documents [OMA IMS]. In the context of other networks, a network of SIP proxies and registrars providing the aforementioned functionality may be utilized.


5.4.2 Shared XML Document Management Server (XDMS)


The functionality of the Shared XDMS is described in [XDMAD].


5.4.3 Aggregation Proxy


The functionality of the Aggregation Proxy is described in [XDMAD].


5.4.4 Presence Entities


5.4.4.1 Presence Server (PS)


The functionality of the Presence Server is described in [PRESAD].

5.4.4.2 Presence Client Source 


The Presence Client Source is an entity that provides (publishes) presence information to a Presence service.


This entity is specified in [PRESAD].

5.4.4.3 Presence Client Watcher 


The Presence Client Watcher is an entity that requests presence information about a Presentity, or Watcher Information about a Watcher, from the Presence service.


· This entity is specified in [PRESAD].

5.4.5 Charging Entity


The OMA charging model states that its “Charging Enabler” facilitates interaction between various OMA service enablers and the charging functional entity (either offline, online or both), which may reside in various domains, e.g., 3GPP/3GPP2 Service Provider [OMA-Charging]. As an external entity residing in the operator's domain this charging entity takes various roles, which network operators and/or service providers need to perform the charging activities.


5.4.6 Device Management Server


This is an external entity, which may reside in the service provider's domain. This entity takes various roles, which are needed for remote manipulation of the IM Client mobile device, security and policy to control the access to a particular resource in the mobile device. 


5.4.7 IM Conversation Storage Database Entity 


The IM Conversation Storage Database SHOULD be provisioned in the IM service. The IM service  SHALL store IM conversations.  


A user MAY request the network to store a particular IM conversation. When requested, the IM Conversation Storage Database SHALL deliver the conversation to the requesting user.


The IM server SHALL add time stamp to each message when storing it in the IM Conversation Storage Database entity. 


5.4.8 IM Deferred Message Storage Database 


The IM server SHALL store IM Deferred Messages. The Deferred Message Storage Database SHALL be employed when a user sends a SIP Message [RFC 3428] or a Pager Mode Message with MSRP [MSRP] to an end user.


5.4.9 XML Document Management Client (XDMC)


The XML Document Management Client (XDMC) is an XCAP client which manages XML documents stored in the network (e.g. IM-specific documents in the IM XDMS, URI lists used as e.g. Contact Lists in the Shared XDMS, etc).  Management features include operations such as create, modify, retrieve, and delete.  


The XDMC is also able to subscribe to changes made to XML documents stored in the network, such that it will receive notifications when those documents change.


The XDMC can be implemented in a UE or fixed terminal.


5.5 This entity is specified in [XDM AD].Reference Points


Reference points named IM are related specifically to the IM functionality and they are newly defined and elaborated in this document. In addition, a listing of other relevant reference points using existing or in-progress OMA specified interfaces is provided, e.g., a charging defined reference point C-1 from the IM Enabler to the charging entity.


5.5.1 Reference Point IM-1: IM-Client ( SIP/IP-Core


The IM-1 reference point supports the communication between the IM client and the SIP/IP Core. The protocol for the IM-1 reference point is SIP. 


This reference point SHALL support the following:


· IM session signaling between the IM client and the IM server


· Provides discovery and address resolution services


· Provides SIP compression


· Performs authentication and authorization of the IM user at the IM Client based on the IM user’s service profile


· Provides IM client registration


When SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the IM-1 reference point SHALL conform with the Gm reference point [3GPP TS 23.002, 3GPP2 X.P0013.0].


5.5.2 Reference Point IM-2: IM-Server ( SIP/IP-Core


The IM-2 reference point support the communication between the SIP/IP core and the IM Server for SIP session control. The protocol for the IM-2 reference point is SIP.


The IM-2 reference point SHALL support the following:


· IM session signaling between the IM client and the IM server


· Provides address resolution services


· Publication of Presence Information from the IM server to the Presence Server


· Subscription to Presence Information by the IM Server to the Presence Server


· Notification of Presence Information by the Presence Server to the IM Server


· Subscription to the modification of XML documents stored in the IM XDMS or Shared XDMS


· Notification of modifications made to XML documents stored in the IM XDMS or Shared XDMS


· Subscription of conference event package from the IM server


· Notification of conference event package to the IM server


When SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the IM-2 reference point SHALL conform to the ISC reference point [3GPP TS 23.002, 3GPP2 X.P0013.0].


5.5.3 Reference Point IM-3: IM-Server ( IM XDMS


The IM-3 reference point support the communication between the IM Server and IM XDMS. The protocol for the IM-3 reference point is XCAP.


The IM-3 reference point SHALL support the following:


· IM-specific XML document management (e.g., create, modify, retrieve, delete).


5.5.4 Reference Point IM-4: IM-Server ( Shared XDMS


The IM-4 reference point support the communication between the IM Server and the Shared XDMS. The protocol for the IM-4 reference point is XCAP.


The IM-4 reference point SHALL support the following:


· Retrieval of URI Lists from the Shared XDMS.


5.5.5 Reference Point IM-5: IM XDMS ( SIP/IP Core


The IM-5 reference point supports communication between the IM XDMS and SIP/IP Core. The protocol for the IM-5 reference point is SIP.


The IM-5 reference point SHALL support the following:


· Subscription to modifications of IM-specific XML documents.


· Notification of the modifications to IM-specific XML documents.


5.5.6 Reference Point IM-6: IM XDMS ( Aggregation Proxy


The IM-6 reference point supports communication between the IM XDMS and Aggregation Proxy. The protocol for the IM-6 reference point is XCAP.


The IM-6 reference point SHALL support the following:


· IM-specific XML document management (e.g., create, modify, retrieve, delete).


5.5.7 Reference Point IM-7: IM-Client ( IM-Server


The IM-7 reference point support the communication between the IM Client and the IM Server for session based messaging within the same domain. The protocol for the IM-7 reference point is MSRP [MSRP]. In an optional configuration, a remote IM Client from a different domain may communicate with the IM Server for session based messaging over this interface.


The IM-7 reference point SHALL support:


· Messaging transportation.


· Support of text based media types.


The IM-7 reference point MAY support the following:


· Support for a richer set of MIME types.


5.5.8 Reference Point IM-8: IM-Server ( IM-Server


The IM-8 reference point support the communication between the remote IM Server and the IM Server for session based messaging across different domains. The protocol for the IM-8 reference point is based on MSRP [MSRP].


The IM-8 reference point SHALL support:


· Messaging transportation.


· Support of text based media types.


The IM-8 reference point MAY support the following:


· Support for a richer set of MIME types.


5.5.9 Reference Point IM-9: IM-Client ( Remote IM-Client


The IM-9 reference point support the direct peer to peer connection for messaging between IM clients either in the same domain or in different domains. While IM-7 and IM-8 reference points for the “Via IM Server” solution is “mandatory”, this IM-9 reference point to enable  the “direct peer-to-peer link” solution is “optional.” The protocol for the IM-9 reference point is MSRP as described in  [MSRP]


The IM-9 reference point SHALL support the following:


· One-on-one direct messaging session transportation and context.


· Client having different one-to-one IM sessions simultaneously.


· Support of text based media types.


The IM-9 reference point MAY support the following:


· Support for a richer set of MIME types.


5.5.10 Reference Point IP-1: SIP/IP Core ( SIP/IP Core


The IP-1 reference point supports the communication between the SIP/IP Cores.  The protocol for the IP-1 reference point is SIP.


The IP-1 reference point SHALL support the following:


· communication and forwarding of SIP signalling messaging between SIP/IP Cores

· transfer of inter-provider charging information.

When SIP/IP Core corresponds with 3GPP/3GPP2 IMS, then the IP-1 reference point SHALL conform to the Mw reference point [3GPP TS 23.002] and [3GPP2 X.P0013.0]. 


5.5.11 Reference point C-1: IM Server - Charging entity


The C-1 reference point supports the communication between the IM server and the Charging entity to perform the IM-related charging activity. This reference point is realized through the interface to be designated to support Reference Point IM-2 between the IM server and the SIP/IP-Core entity.


When the SIP/IP Core entity corresponds to 3GPP IMS or 3GPP2 MMD, then the C-1 reference point SHALL include the functionality provided over the Ro and Rf reference points as described in [3GPP-Online] and [3GPP-Offline] or the Ro and Rf reference points as described in [3GPP2-Online] and [3GPP2-Offline], respectively.


5.5.12 Reference Point XDM-1: XDM Client – SIP/IP Core


The XDM-1 reference point is described in [OMA XDMAD]. 


5.5.13 Reference Point XDM-2: Shared XDMS – SIP/IP-Core


The XDM-2 reference point is described in [OMA XDMAD].

5.5.14 Reference Point XDM-3: XDM Client- Aggregation Proxy Server


The XDM-3 reference point is described in [OMA XDMAD].


5.5.15 Reference Point PRS-5: Presence Server – Shared XDM Server


The PRS-5 reference point is described in [OMA PRESAD].


5.5.16 Reference Point PRS-6: Presence XDM Server – SIP/IP Core


The PRS-6 reference point is described in [OMA PRESAD].


5.5.17 Reference Point XDM-10: Aggregation Proxy – Shared XDMS


The XDM-10 reference point is described in [OMA XDMAD].


5.5.18 Reference Point PRS-7: Aggregation Proxy –Presence XDM Server 


The PRS-7 reference point is described in [OMA PRESAD].


5.5.19 Reference Point PRS-8: Presence Server - Presence XDM Server


The PRS-8 reference point is described in [OMA PRESAD].


5.5.20 Reference Point PRS-1: Presence Source – SIP/IP Core


The PRS-1 reference point is described in [OMA Presence AD].


5.5.21 Reference Point PRS-2: Presence Watcher – SIP/IP Core network


The PRS-2 reference point is described in [OMA Presence AD].


5.5.22 Reference Point PRS-3: SIP/IP Core – Presence Server


The PRS-3 reference point is described in [OMA Presence AD].

6. System Concepts

6.1 Security


The IM service environment must be protected against misuse and attacks and it must provide user privacy. There are several aspects to be considered: Service access control, SIP signalling security in general and protection of user messages/media in SIP MESSAGE and in the User Plane. For user message/media security, source origin authentication is an important feature.


6.1.1 General


The IM Service environment SHOULD rely on / reuse security features/ mechanisms provided by the underlying SIP/IP Core, to e.g. secure the service environment and authenticate users. Such dependence will be the assumed as the basis for the security architecture. The SIP/IP Core is assumed to provide user authentication and integrity and (optionally) confidentiality protection of SIP signaling as defined in 3GPP TS33.203. When the SIP/IP Core corresponds to 3GPP/3GPP2 IMS, and the User Equipment contains USIM/ISIM or UIM/R-UIM, mutual authentication between the user and the SIP/IP Core SHALL be applied as specified in [3GPP TS 33.203]/[3GPP2 S.R0086-0]. All IM users SHALL be securely authenticated to allow reliable access control to IM services. 


The SIP/IP Core also needs to ensure, during registration, that the registered IM users public and private address is allocated and authorized to be used by that User in order to prevent spoofing attacks as identified in Appendix B  

Note that the user plane is not a part of the SIP IP Core Security.


6.1.2 Trust Model


The IM trust model for SIP signalling is based on a tristed network model with hop-by-hop security and proxy authentication. In those cases the intradomain security is insufficient, IM servers SHOULD authenticate and secure communication to other servers/proxies according to 3GPP specification TS 33.210. For inter-domain security, IM servers SHALL rely on communication channels that are protected according to TS 33.210.


If the IM Server acts as originating UA then the public user Id of the IM server it MUST support P-Asserted-Identities according to 3GPP TS 24.229 


6.1.3 SIP signalling security


The SIP signalling security mechanisms/features described here cover signalling and user messaging using SIP MESSAGE.


6.1.3.1  Integrity and confidentiality protection


The integrity and optional confidentiality protection mechanism SHALL be used as specified in 3GPP TS 33.203/3GPP2 S.R0086-0. 


NOTE:  [RFC3261] mandates the support for HTTP digest authentication  [RFC2617 according to] if authentication is performed. However, the 3GPP standard overrules this requirement (as well as the requirement of TLS usage).


6.1.3.2 Assurance of user identity


For assurance of user identities and for source origin authentication of SIP Signalling the IM Service SHALL use P-Asserted-Identities according to 3GPP specification 24.229   in this release.


If the IM Server acts as an originating UA then it MUST support P-Asserted-Identities according to 3GPP TS 24.229


6.1.3.3 SIP MESSAGE Security


In particular, a SIP MESSAGE SHALL be secured according to TS 33.203, TS 33.210.and TS 24.229.

6.1.4 User Plane security


The IM service User Plane communication between IM Client and IM Client, IM Client and IM Server, and between IM Servers SHOULD be protected to support the integrity and confidentiality of the communication. Such protection is not provided by the SIP/IP Core according to IMS for 3GPP(2).


6.1.5 Relation between SIP Signalling and User Plane Security


The security model requires that user authentication and SIP Sessions MUST be securely coupled to the corresponding User Plane communications to ensures that the user identity / source origin is the same in both instances.


6.1.5.1 Denial of Services 


The IM Server should mitigate and warn for DoS in SIP Signalling and User Plane when appropriate


6.1.6 XDMS Security


The XDMS security model is based on IM user authentication for access control and protection of the communication between the user and the Aggregation Proxy (AP)  


The XDMS security and Privacy model is described in OMA-AD- Presence_SIMPLE-V1 and in OMA-AD- XDMS_SIMPLE-V1


6.2 AUTHORIZATION


The IMS Core can authorize a user to access a service. However, the service SHOULD make an authorization decision of what the user is entitled to do. 


The same applies to XDMS, where the AP shall make an authorization decision if the user may access the service, while the service SHALL make an authorization decision of what the user may do. 


6.3 Privacy


An IM User MAY request privacy for the identity of the IM User meaning that the IM Address of the IM User is hidden from other IM Users. The IM Client SHALL use mechanisms defined in TS 24.229 to request privacy. 


If an inviting, invited or joining IM User requests privacy of his IM Address then the following procedures SHALL take place in the system operating in the trusted domain(s):


· The IM Server performing the Controlling IM Function SHALL retain privacy information of the Participants for the duration of the IM Session.


· The SIP/IP Core serving the invited IM User SHALL provide the privacy of the IM Address of the inviting IM User on Control Plane at the IM-1 reference point.


· The IM Server performing the Controlling IM Function SHALL provide the privacy of the IM Addresses of Participants when providing the Participant information notifications.


· The IM Server performing the Controlling IM Function SHALL provide the privacy of the IM Address of the talking IM User at the IM-3 and IM-4 reference points.  


If privacy for the identity is not requested then IM Servers and SIP/IP Core passes the IM Address of the inviting IM User to the invited IM User.


If privacy for the identity is not allowed in the IM Group authorization rules as specified in [IM XDM Specification], the involved entity SHALL reject the request.


When SIP/IP Core corresponds with 3GPP/3GPP2 IMS then privacy mechanisms as defined in [3GPP TS 24.229]/[3GPP2 X.S0013.4] are used.


User’s Personal Information SHALL be protected by adequate security.


6.3.1 XDMS Security and Privacy


The XDMS security model is based up authentication and encryption done by the Aggregation Proxy (AP) 


The XDMS security and Privacy model is described in OMA-AD- Presence_SIMPLE-V1 and in OMA-AD- XDMS_SIMPLE-V1


Appendix A. Change History
(Informative)


A.1 Approved Version History


		Reference

		Date

		Description



		n/a

		n/a

		No prior version –or- No previous version within OMA





A.2 Draft/Candidate Version 1.0 History


		Document Identifier

		Date

		Sections

		Description



		Draft Versions


OMA-AD_IM_SIMPLE-V1_0_0-20040907-D

		7 Sept 2004

		All

		Entire document deleted and replaced with empty template as per:


   OMA-IM-2004-0153-AD-SIMPLE-IM


Incorporates accepted CRs:


   OMA-IM-2004-0158-CR-SIMPLE-AD-Terminology


   OMA-IM-2004-0202-CR-SIMPLE-AD-Scope


   OMA-IM-2004-0203-CR-SIMPLE-AD-Introduction


   OMA-IM-2004-0204-CR-SIMPLE-AD-Entities


   OMA-IM-2004-0205-CR-SIMPLE-AD-Flow-Reference-Points


   OMA-IM-2004-0208-CR-SIMPLE-AD-References


CRs yet to be incorporated:


   OMA-IM-2004-0207-CR-SIMPLE-AD-Flow-Pager-Mode-Messaging



		OMA-AD_IM_SIMPLE-V1_0_0-20041210-D

		10 Dec 2004

		

		Incorporates accepted CRs:


   OMA-IM-2004-0281R01-SIMPLE-AD-Arch+Ref-Points


   OMA-IM-2004-0282R01-SIMPLE-AD-Func-Entities


Editor action item to include note about “offline IM msg flows”



		OMA-AD_IM_SIMPLE-V1_0_0-20050210-D

		10 Feb 2005

		

		Incorporates accepted CRs:


   OMA-IM-2005-0018R02-SIMPLE-AD-Session-IM


   OMA-IM-2005-0040R01-SIMPLE_AD_Direct_U2U_Link



		OMA-AD_IM_SIMPLE-V1_0-20050228-D

		28 Feb 2005

		All

		Entire document converted to template OMA-Template-ArchDoc-20050121-I


Incorporates accepted CR:


   OMA-IM-2005-0095-SIMPLE-AD-CR-Server-to-Server-Link



		OMA-AD_IM_SIMPLE-V1_0-20050406-D

		06 Apr 2005

		

		Incorporates accepted CR:


   OMA-IM-2005-00127R02-SIMPLE_AD-External_Entities.doc
   OMA-IM-2005-0152R01-SIMPLE-AD-Dependencies



		OMA-AD_IM_SIMPLE-V1_0-20050429-D

		29 Apr 2005

		

		Incorporates accepted CR:


   OMA-IM-2005-0207-SIMPLE-AD-Refs-Cleanup.doc.lnk
   OMA-IM-2005-0208R01-SIMPLE-AD-Defs-Abbr-Cleanup.doc
   OMA-IM-2005-0216R01-SIMPLE-AD-Clarify-References.doc.doc
   OMA-IM-2005-0217-SIMPLE-AD-Clarify-Definitions.doc.lnk
   OMA-IM-2005-0218R01-SIMPLE-AD-Clarify-Abbreviations.doc
   OMA-IM-2005-0219R01-SIMPLE-AD-Clarify-Architectural-Model.doc



		OMA-AD_IM_SIMPLE-V1_0-20050521-D

		21 May 2005

		

		Incorporates accepted CR:


   OMA-IM-2005-0170R02-SIMPLE-AD-Manage-Conversation.doc
   OMA-IM-2005-0194R01-SIMPLE_IM - Charging Interface.doc
   OMA-IM-2005-0199R02-IM-Server-Description.doc



		OMA-AD_IM_SIMPLE-V1_0-20050602-D

		02 Jun 2005

		

		Incorporates accepted CR:


   OMA-IM-2005-0316R01-SIMPLE_AD-CR-IF_Model.doc
   OMA-IM-2005-0322R01-SIMPLE_AD-CR_Scope.doc
   OMA-IM-2005-0323R01-SIMPLE_AD-CR_Definitions.doc
   OMA-IM-2005-0329R01-IM-Storage-in-AD.doc
   OMA-IM-2005-0332-SIMPLE_AD-CR_Section_4.doc



		OMA-AD_IM_SIMPLE-V1_0-20050805-D

		05 Aug 2005

		

		Incorporates accepted CR:


   OMA-IM-2005-0320R01-Preventing-OR-disallowing-Nested-Group.doc


    OMA-IM-2005-0465R01-Editorial-Changes-to-Nested-Group-Section-in-IM-AD.doc



		OMA-AD_IM_SIMPLE-V1_0-20050819-D

		19 Aug 2005

		

		Incorporates accepted CR:


   OMA-IM-2005-0319R03-Revision-to-IM-Server-description.doc



		OMA-AD_IM_SIMPLE-V1_0-20050902-D

		02 Sep 2005

		

		Missed some changes in 


   OMA-IM-2005-0319R03-Revision-to-IM-Server-description.doc


Incorporates accepted CR:


   OMA-IM-2005-0501R02-Nested-List-and-Nested-Group-Definitions.doc


   OMA-IM-2005-0583-SIMPLE-AD-Def-Nested-Lists-Groups.doc


   OMA-IM-2005-0612R01-Functional-and-External-Entity-Description-in-SIMPLE-IM-AD.doc



		OMA-AD_IM_SIMPLE-V1_0-20050923-D

		23 Sep 2005

		

		Incorporates accepted CR:


   OMA-IM-2005-0638R01-Editorial-and-some-Functional-changes-to-SIMPLE-IM-AD


   OMA-IM-2005-0636R02-SIMPLE-CR-Fulfil_REG_REQ.doc


   OMA-IM-2005-0639R01-Adding-definitions-of-some-IM-specific-terminologies-to-the-IM-AD.doc.doc


   OMA-IM-2005-0648R01-SIMPLE-CR-Fulfil_SEND_REQ.doc





Appendix B. OMA SEC Group security threats analyses (Informative)


OMA Security Group has analysed the potential IM SIMPLE security threats. When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, these potential security threats are addressed. If other SIP/IP Cores are used then these potential security threats need to be addressed by the SIP/IP Core:


1. Registering misleading usernames


Currently with the OMA IM SIMPLE framework a user is required to have one private identity (which is kept internally by the SIP/IP Core service provider) and a number of public identities. Currently it is possible for users to register misleading public identities in order to fool or masquerade at the IM User Plane as other users. For example, a users real name may be John Smith and may have a private SIP address as: SIP:John.Smith@operator.net, however, John Smith can then register public ID’s such as SIP:Bob.Holmes@operator.net. Please note that all public ID’s require operator provisioning before they can be used. An unknown public ID to the SIP/IP Core operator cannot be registered without prior provisioning.


2. SPAM


There is a general SPAM problem with IM SIMPLE. It is possible for advertising companies or other third parties to randomly invite users to their groups, although the user has to accept the invite before participating, this will still cause a nuisance. SPAM coupled with misleading user public identities can trick the user into participating into a group or one on one IM Session. On the network side, SPAM will cause network clogging on the air interface, if for example a third party tries to invite users from a particular cell based on location information.


3. Eavesdropping in IM Sessions


Because it is possible for users to register arbitrary public user names, as suggested in point 1, it is possible for the attacker to trick the user into accepting an invite that may have been from a trusted user. For one to one communication this may be identified once the attacker starts his speech, however in Ad-hoc Group IM Sessions it may be possible for the attacker to invite him-self on to a group session and passively eavesdrop. This could be picked up in the network at a later time as the network operator can identify the real user behind the public identity.


4. The possibility of attacks such as eavesdropping makes it possible for Pre-Pay customers that have not registered personal details with operators difficult to trace because identities are tied down to an IMSI (SIM card) and not the actual user information such as name and address.
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