Proposal for cleaning up registration and security requirements:

1. All requirements that discuss “login, user-id and password” are not needed for the IM service and should be deleted from the document. This includes the following requirements:

REG-2 – REG-4

SEC-1, SEC-3, SEC-4, SEC-5, SEC-6 (part), SEC-7, SEC-12, SEC-14 (second half).

2. It is proposed to revise REG-1, REG-3 REG5-7 according to SIP/IP core capabilities.

3. Requirement for Number Portability should be removed, as it is not a requirement on the IM service. It is assumed to handled in SIP/IP core. SEC-2
4. Authentication is done at the SIP/IP core not at the IM server. It is proposed to remove SEC-9 and SEC-11
5. Requirements that need clarifications: 

· SEC-10: What is the actual requirement: “The IM system SHALL allow the user to confirm the identity of a user in the following cases...”.

· SEC-8: The device should not do the lookup. 

6.1.3 Registration

	Ref
	Use Case Title(s)
	Requirements

	REG-1
	Registration in IM 
	The registration data SHALL be sent in a secure way. 

	REG-2
	Registration  in IM 
	The IM service SHALL support the ability for the Service Provider to configure their IM service so that either of two options is applied for IM Registration:

· User confirmation is NOT needed for registration; i.e. when an individual uses the IM service application for the first time, he/she confirms implicitly, that he/she wants to be registered in the IM service.

· User confirmation is needed for registration; i.e. Users need to explicitly confirm that they want to register in the IM service.

Comment: This type of feature is not supported by the SIP/IP core. It is proposed to delete this requirement for time being.



	REG-3
	Registration in IM 
	Registration from the mobile device SHALL require the minimum typing effort.
· 
· 



	REG-4
	Registration in IM 
	IM service SHALL provide a default profile for users. That default profile SHALL be provisioned by the service provider respecting maximum privacy protection and non-intrusion.


Comment: This type of feature is not supported by the SIP/IP core. It is proposed to delete this requirement for time being.

	REG-5
	Registration in IM 
	The registration SHALL be unique, i.e. a user may not be registered more than once.

If registration was performed from another device (e.g. a fixed internet web access), the IM server SHALL have the ability to recognize the user when accessing from his/her mobile device as a registered user and automatically provide the proper configuration to the mobile client.
Comment: The user is able to use multiple device for IM service and each registration attempt shall be unique. It is proposed to revise the requirement as follows: The IM user MAY register from multiple devices. Each registration is treated as  unique.

	REG-6
	Registration in IM 
	IM registration SHALL be possible from the user’s mobile device or from any internet connected device.

	REG-7
	Registration in IM 
	When registering, user authentication SHALL be provided. 
Comment: SIP/IP core does not support explicit registration with E.164 number. E.164 can be registered implicitly.


6.1.12 Security

	Ref
	Use Case Title(s)
	Requirements

	SEC-1
	Registration in IM by mobile E.164 number
	Instant Messaging server SHALL be able to authenticate user at login or registration with mobile E.164 number.

	SEC-2
	Registration in IM by mobile E.164 number
	Instant Messaging server SHALL be able to lookup the subscriber in the Mobile Number Portability database.

	SEC-3
	Registration in IM by mobile E.164 number
	Instant Messaging server SHALL be able to generate a new User ID and password.

	SEC-4
	Accessing IM Server via Internet Connected Device
	The IM server SHALL have a mechanism to authenticate user’s User ID and password.

	SEC-5
	Registration in IM by mobile E.164 number
	The Instant Messaging server SHALL be able to generate a registration response in a standardized format, such that the registered IM User ID and password are returned to the device and automatically updates the stored IM User ID and password.

	SEC-6
	Registration in IM 
	The Instant Messaging server SHALL have a mechanism to record user’s registration and login attempts.
Comment: This requirement is consider unnecessary as this is done in SIP/IP Core. It is possible that the IM Server is interested to track this as well but mandatory requirement is not justified. It is proposed to revise this requirement: The IM Server MAY record user’s registration attempts.

	SEC-7
	Accessing IM Server via Internet Connected Device
	The user MAY be able to change the password.

	SEC-8
	Add Contact To Contact list by User-ID or MOBILE E.164 NUMBER or Search.
	It SHALL NOT be possible to directly add a mobile E.164 number to a contact list without a unique look-up for a User ID.  However it SHALL be possible to directly add a mobile E.164 number to the device phonebook and then subsequently the user SHALL be able to initiate an IM session using this entry.  In this case, the device SHALL perform the appropriate look-up prior to establishing the IM session without the need for user interaction.

	SEC-9
	Registration in IM by mobile E.164 number
	The IM system SHALL have the ability to authenticate a user accessing the IM system; Authentication may be user level authorization or network/device level authorization.

	SEC-10
	Modify Contact Entry
	The IM system SHALL allow the system to confirm the identity of a user in the following cases:

a. A user initiating a message

b. A user accessing profile data (from the perspective of managing policy)

c. A user initiating privacy policy changes

	SEC-11
	
	Prior to any IM interactions, such as administration, configuration and IM sessions, the IM service client and the IM service subscriber SHALL be authenticated

	SEC-12
	
	Prior to any IM interactions, such as administration, configuration and IM sessions, the IM service client and the IM service subscriber SHALL be logged in

	SEC-13
	
	The IM-communication and signaling SHALL be transported in a secure manner

	SEC-14
	Registration in IM 
	User Authentication SHALL rely on Network Authentication if the registration is from user’s mobile device, or with a secret password securely provided by the Service Provider to the user.
Comment: It is proposed to revise this: IM user SHALL be authenticated before using IM service.


Proposal for New Section 6.1.3
6.1.3 Registration

	Ref
	Use Case Title(s)
	Requirements

	REG-1
	Registration in IM 
	The registration data SHALL be sent in a secure way. 

	REG-2
	Registration in IM 
	Registration from the mobile device SHALL require the minimum typing effort.

	REG-3
	Registration in IM 
	The IM user MAY register from multiple devices. Each registration is treated as unique.

	REG-4
	Registration in IM 
	IM registration SHALL be possible from the user’s mobile device or from any internet connected device.

	REG-5
	Registration in IM 
	When registering, user authentication SHALL be provided. 


Proposal for New Section 6.1.12

6.1.12 Security

	Ref
	Use Case Title(s)
	Requirements

	SEC-1
	Registration in IM 
	The IM Server MAY record user’s registration attempts.

	SEC-2
	Add Contact To Contact list by User-ID or MOBILE E.164 NUMBER or Search.
	It SHALL NOT be possible to directly add a mobile E.164 number to a contact list without a unique look-up for a User ID.  However it SHALL be possible to directly add a mobile E.164 number to the device phonebook and then subsequently the user SHALL be able to initiate an IM session using this entry.

	SEC-3
	Modify Contact Entry
	The IM system SHALL confirm the identity of a user in the following cases:

d. A user initiating a message

e. A user accessing profile data (from the perspective of managing policy)

f. A user initiating privacy policy changes

	SEC-4
	
	The IM-communication and signaling SHALL be transported in a secure manner

	SEC-5
	Registration in IM 
	IM user SHALL be authenticated before using IM service.


