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1. 


2. Scope


The scope of the SIP/SIMPLE Instant Messaging spesification document is to manage the specification for the IM service enabler. 


3. References


The policy for reference lists is:


1.
OMA documents listed should have at least one approved version – draft-only docs should not be referenced.  Exception exists for documents that will be approved with or after the referenced doc is approved (may be part of same enabler package).  In short – approved docs should not reference unapproved docs.


2.
When a reference is made to an OMA specification, then Open Mobile Alliance with the TM symbol (™) should be used in the description.


3.
The name + version (no date) for OMA specifications are generally sufficient – dates should be used only if there is a specific reason to limit the usage.


4.
For references to WAP Forum docs, dates should not be included as DID's for the old WAP Forum specifications are enough and the reference description should refer to WAP Forum™.


5.
References to other affiliate docs should similarly provide sufficient information to uniquely determine the needed document and should provide the appropriate source information.


6.
The URL for OMA material (new OMA and affiliate) should always be http://www.openmobilealliance.org (an exception is OMNA that is reached through http://www.openmobilealliance.org/tech/omna)


Models to use



[REFLABEL]
<General Model> “Ref Title”, Ref information (source, date, id),
URL:http//<ref-source>/ 



[OMADOC]
<OMA Model> “OMA Document Title”, Open Mobile Alliance™, OMA‑<docname>{‑<version>}, URL:http//www.openmobilealliance.org/ 


If there are no entries in the table – enter ‘none’ to be clear.

DELETE THIS COMMENT


3.1 Normative References
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		“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/
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		[OMA-CF]
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		“Instant Messaging Architecture ”, Open Mobile Alliance OMA-AD_IM_SIMPLE-V1_0_0
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		“SIP Extension for Instant Messaging”, B. Campbell et al, December 2002, 
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		[3GPP-IMS]

		IP multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3, TS 24.229 V7.0.0 (2005-06)
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		[OMA-DICT]

		“OMA Dictionary”, <doc ref>,URL:http://www.openmobilealliance.org/



		[OMA-CF]

		“OMA Common Functions”, <doc ref>, URL:http://www.openmobilealliance.org/



		[3GPP-CHARGING]
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4. Terminology and Conventions


4.1 Conventions


<< If doc includes normative material keep the next two paragraphs.  DELETE THIS COMMENT >>


The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].


All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.


<< OR if doc is informative just keep the next line.  DELETE THIS COMMENT>>


This is an informative document, which is not intended to provide testable requirements to implementations.


<< If needed, describe or declare using appropriate normative references the additional conventions that are used.  DELETE THIS COMMENT >>


4.2 Definitions


<< Add definitions in new rows of the following table as needed.  DELETE THIS COMMENT >>


		Access control

		Each user can define rules that describe who is allowed to contact him/her using the service. For IM, the IM Server implements the access control policy for instant messaging according to these defined rules.



		Access list

		Each user has two access lists: a user accept list and user reject list. Access lists are used for controlling whether the IM server is allowed or not to send IM session requests to be set up depending on whether the request is from a user on the accept list or the reject list



		Address-of-Record (AoR)

		The distinguished name, usually a URL, used to reference presentity. For example, an address-of-record might be "sip:alice@example.com"



		Alias

		A name defined by a user to describe his preferred Nickname



		Collaborative Context Model

		An extension of the Context Model. It expands on the Context Model by describing the interactions (collaborations) between the entities of this architecture and external entities (e.g. entities in other architectures).



		Contact

		An address (expressed as a SIP URI) at which presentity can be reached. This is generally dynamically associated with an address-of-record using a SIP REGISTER request. Defined in [RFC3261].



		Contact List

		Contact information of individuals which are grouped together by an end user for his/her convenience, e.g. Friends, Family, Business, also referred to as ‘buddy list’. A contact list can exist in different ways in different applications, with the end user having some control of it. 



		Context Model

		A model that identifies all contextual items relevant to understanding architecture.



		Contextual Item

		A logical entity in an architecture



		Conversation

		An ordered exchange of immediate messages in the context of a session between users.



		Diameter 

		AAA Protocol



		Domain Name Server

		Also called DNS. An Internet facility for translating between host names and service names and Internet protocol addresses



		ENUM

		An extension and practice for looking up E.164 in DNS. The result of a lookup is the address-of-record, expressed as a URL, of a service node (such as a SIP Proxy) that can be used to reach the given phone number



		Event Package

		A specification for a set of events to be used with subscription and notification. The event package defines the semantics of the notification message body and of subscriptions to that event. Event packages are defined in [RFC3265].


Should refere3nce to RFC 3265 be added??



		Group

		A group is a nested collection of addresses or identifiers such as an address or record.  A group is identified by a single address.  



		Home Network

		Network comprising of the SIP/IP core and the IM server of the local IM client



		IM Client

		An IM Service endpoint



		IM Mobile Client

		An IM Service endpoint located on a wireless device



		IM Server

		A network entity that provides real-time messaging



		IM Service

		A system application by which a client is able to provide (near) real-time messaging capabilities



		Instant Message (IM)

		A message delivered to a user in an instant, interactive manner. Generally short, even brief. Instant Messages are often called IMs. IMs are often exchanged back-and-forth between users in a conversational fashion. Defined in [RFC2778]


An identifiable unit of data, of small size, to be sent to an INSTANT INBOX.


  Motivation: We do not define "small" but we seek in this definition to avoid the possibility of transporting an arbitrary-length stream labelled as an "instant message.". Defined in [RFC2778]



		Deferred delivery messaging



		A type of IMS Messaging service by which the sender expects the network to deliver the message as soon as the recipient becomes available [3GPP TS 22.340]



		Immediate messaging:

		A type of IMS Messaging service by which the sender expects immediate message delivery in (near) real time fashion [3GPP TS 22.340]



		IMS Messaging services

		A group of services supported by capabilities of the 3GPP IP Multimedia Subsystem 3GPP TS 22.228 that allows an IMS user to send and receive messages to other users. IMS messaging services comprise of one or more types: Immediate messaging, Session based messaging and Deferred delivery messaging. [3GPP TS 22.340]



		Session based messaging

		A type of IMS Messaging service by which the sender expects immediate message delivery in (near) real time fashion . In addition the sender(s) and the receiver(s) have to join to a messaging session e.g. chat room, before message exchange can take place [3GPP TS 22.340]



		

		



		Interface

		See [OMA-DICT]



		Multimedia Encapsulation

		Also called MIME. A formatting technique for rich messages originally used for email, but now used for HTTP and many other things. MIME allows serializing one or more message elements into a simple text stream.  The message elements may be text, pictures, and many other types of data, or external references using a URI to an element actually stored elsewhere such as a web page



		Nickname

		A name assigned by an end user to an individual contact in a contact list to support that end user’s familiarity with the person



		Notification

		A message, delivered in response to a subscription, which delivers information about an associated event in the format defined by the relevant event package. Defined in [RFC3265]



		Presence

		Information about the status and reachability of a specific individual, usually a person. See "Presentity". Defined in [RFC2778]



		Presence List

		A presence list is a server-side subscription aggregation mechanism. Essentially a user defines a presence list on a server, perhaps a list of that user’s ‘buddies”. The user then subscribes to the presence list, and the server handles subscribing to each of the buddies



		Presence Server (PS)

		A node (or set of nodes, in a clustering environment) that acts as an intermediate for the user. Generally this is an always-on "network" server that is the terminal node of a search for the presentity's address-of-record. For example, every user in domain "softarmor.com" might share a presence server, or a set of servers front-ended by a common proxy or set of proxies. However, an end-user system may include presence server functionality. The address resolution rules of SIP are used to find the presence server or proxy for a given address-of-record. Defined in [RFC2778]



		Presence Tuple

		A presence "record" providing status and optionally communications addresses for a given presentity. In SIMPLE, these communications addresses are generally SIP URLs. See "Contact". Defined in [RFC2778]



		Presence User Agent (PUA)

		The software component or process, which presents presence information for a presentity to the network. This would typically be an application running in a PC, PDA, or mobile phone. In SIMPLE, it is common but not required for a PUA to push presence information to a "presence server" for distribution to "watchers". Defined in [RFC2778]. A SIMPLE PUA is essentially a SIP UA that supports several specific SIP extensions



		Presentity

		A distinguished entity or resource for which presence information may be available. A presentity is most commonly a reference for a person, although it may represent a role such as "help desk" or a resource such as " conference room #27". Presentities are generally referenced by distinguished names, such as "dean.willis@softarmor.com" or by phone numbers like "+19724735455". In SIMPLE, presentities are generally referenced using a sip: or tel: URL. Defined in [RFC2778]



		Proxy

		A SIP node that forwards messages according to the proxy rules defined in [RFC3261]. SIP requests made by nodes using SIMPLE are processed by proxies just like any other SIP request would be



		Reference Point

		See [OMA-DICT]



		Registrar

		A SIP server node that receives and responds to SIP REGISTER messages. A registrar is generally associated with an administrative domain and may be associated with a presence server. The purpose of the registrar is to store the association of a "contact with presentity". This association may also be called a "binding". Defined in [RFC3261]



		Remote Network

		Network comprising of the SIP/IP core and the IM server of the remote IM client



		Restricted group

		A group that can be joined only by predefined user(s)



		Session

		A stateful association of presence and other user preference, capability and identity data through which it is possible to communicate immediate messages. A session may be established between IM users or between an IM user and an IM Server



		SIMPLE

		A methodology and set of extensions to SIP supporting the Instant Messaging requirements defined by IETF



		Subscription

		A persistent relation between a subscriber and an event source (often a presence server for a presentity) by which the subscriber requests notifications of a specific even for a set duration. Defined in [RFC3265]



		System

		A functional entity ????



		Unrestricted group

		A group that can be joined by any user



		User

		A human using the described features through a terminal device



		User accept list

		User accept list is a list of items each identified by its SIP URI (should this definition be more specific fopr the context of IM??)



		User equipment

		User equipment is a hardware device (e.g. phone) with IM software used by users



		User reject list

		User reject list is a list of items each identified by its SIP URI (should this definition be more specific fopr the context of IM??)



		User-id

		Unique identification, typically in the form of a character string, used by an information system to identify a specific user for the purpose of registrations and logging in to an application



		Watcher

		A node that requests presence information for a particular presentity. This request may be a singular fetch operation, in which case the watcher is called a "fetcher". If the fetch operation is repeated periodically, the watcher is called a "poller". If the watcher subscribes to receive notification of changes in the presence of presentity, the watcher is called a "subscriber". In order to avoid confusion with the term "subscriber" as used in mobile phone networks, 3GPP has chosen to call this role a "subscribed watcher". Defined in [RFC2778]





4.3 Abbreviations


<< Add abbreviations as needed to the following table.  DELETE THIS COMMENT >>


		AAA

		Authentication, Authorization, Accounting



		CSP

		Client-to-Server Protocol



		DNS

		Domain Name Service



		ENUM

		The IETF working group that produced RFC2916 “E.164 and DNS. 



		GLMS

		Group and List Management Server



		GM

		Group Management



		GPRS

		General Packet Radio Service



		HSS

		Home Subscriber Server



		HTTP

		Hyper Text Transfer Protocol



		IETF

		Internet Engineering Task Force



		IM

		Instant / Immediate Messaging



		IMS

		IP Multimedia Subsystem



		ISC

		IMS Service Control interface



		IWF

		Inter-Working Function



		MDN

		Mobile Directory Number



		MIM

		Mobile IM



		MIME

		Multipurpose Internet Mail Extension 



		MM

		Multimedia Message



		MMD

		Multi Media Domain



		MMS

		Multimedia Messaging Service



		MSISDN

		Mobile Station international Integrated Services Digital Network number 



		MSRP

		Message Session Relay Protocol



		OMA

		Open Mobile Alliance



		OTAP

		Over The Air Provisioning



		PDU

		Protocol Data Unit



		PoC

		Push to talk over Cellular



		PS

		Presence Server



		PUA

		Presence User Agent



		RADIUS

		Remote Authentication Dial In User Service 



		RFC

		Request for Comments



		RLS

		Resource List Server



		SIGCOMP

		Signalling Compression, an IETF compression protocol



		SIMPLE

		SIP Instant Message and Presence Leveraging  Extensions



		SIMS

		SIMPLE Instant Messaging Sessions



		SIP

		Session Initiation Protocol



		SMS

		Short Message Service



		SSP

		Server-to-Server Protocol



		UE

		User Equipment



		UMTS

		Universal Mobile Telecommunications System



		URI

		Uniform Resource Identifier



		URL

		Uniform Resource Locator



		WSI

		Web Services Interface



		WSP

		Wireless Session Protocol



		WV

		Wireless Village



		XCAP

		Extensible mark-up language (XML) Configuration Access Protocol



		XML

		Extensible Mark-up Language





5. Introduction


<< From a market perspective...  


What can you do with this specification?


What problem does this solve?


How can this specification be applied?


Consider the target audience and provide deployment examples as possible.


DELETE THIS COMMENT >>


About Messaging Services


5.1 Chat


5.1.1 One-to-One Chat 


5.1.2 Conferencing


5.1.2.1 Private


5.1.2.1.1 Call out 


5.1.2.2 Public


5.1.2.2.1 Call in


5.2 Pager Mode Messaging


5.2.1  General


5.2.2 Group messages


5.2.3 Deferred


5.2.3.1 Inbox 


5.2.3.2 Push


5.2.3.3 Retreving


5.3 Messaging Entities


5.3.1 IM XDMS


5.3.2 Shared XDMS(s)


6. Common procedures


6.1 General


6.2 Authenticated Originator's IM Address



7. PROCEDURES AT THE IM CLIENT


7.1 IM CLIENT ORIGINATING PROCEDURES


7.1.1 IM service registration


7.1.1.1 General


The IM Client SHALL register, re-register and de-register to the SIP/IP Core according to rules and procedures of [RFC3261] with the clarifications in the following subclauses.


1. SHALL generate a SIP REGISTER request; 


2. SHALL include the IM feature-tag '+g.oma.sip-im' in the Contact header of the SIP REGISTER request;


3. SHALL include a Require header with the option tag “pref” according to rules and procedures of [RFC3840]; and,


4. SHALL include the User-Agent header in the SIP REGISTER request to indicate the IM release version as specified in  “Release version in User-agent and Server headers”.SHALL send the SIP REGISTER request towards the SIP/IP Core according to rules and procedures of the SIP/IP Core

7.1.1.2 IM service registration and re-registration


When the IM Client sends a SIP REGISTER or SIP re-REGISTER request to the SIP/IP Core the IM Client:


1. SHALL generate a SIP REGISTER request as specified in subclause 6.1.1.1 "General";


2. SHALL insert in the SIP REGISTER request any necessary security parameters (e.g. Digest response) according to rules and procedures of the SIP/IP Core; and,

Each time the IM Client has successfully performed an initial registration the IM Client SHALL publish the IM service settings as specified in subclause 6.1.2 "IM service settings procedure".


NOTE 1: 
The SIP/IP Core may challenge and authenticate the SIP REGISTER request requiring the resending of the SIP REGISTER request with authentication credentials.


NOTE 2:
Periodical application level re-registration is initiated by the IM Client to refresh an existing registration based on the re-registration requirements of the SIP/IP Core.


NOTE 3: E.164 type of identity can be registered using implicit registration.


When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS the IM Client SHALL use 3GPP/3GPP2 IMS registration mechanisms according to rules and procedures of  [TS24.229] / [3GPP2 X.S0013.4] with the clarifications given in this subclause.

Editor’s note: Publishing of IM Service setting is FFS.

7.1.1.3 IM service de-registration


When the IM Client deregisters it:


1. SHALL generate a SIP REGISTER request as specified in subclause 6.1.1.1 "General";


· 2. If the terminal needs to remain SIP/IP Core registered the IM Client SHALL reregister with the SIP/IP Core without including the IM feature-tag  '+g.oma.sip-im'  3. If the terminal also needs to deregister from the SIP/IP Core, the IM Client SHALL send a SIP REGISTER request with an Expires header set to 0, as defined in [TS24.229] / [3GPP2 X.S0013.4]


When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS the IM Client SHALL use 3GPP/3GPP2 IMS registration mechanisms according to rules and procedures of  [TS24.229] / [3GPP2 X.S0013.4] with the clarifications given in this subclause.

7.1.2 IM service settings procedure


7.1.3 IM Chat Session initiation


7.1.3.1 General


The IM Client SHALL generate an initial SIP request according to rules and procedures of  [RFC3261].  The IM Client:


· 1. SHALL include an Accept-Contact header with the IM feature-tag ‘+g.oma.sip-im' along with ‘require’ and ‘explicit’ parameters according to rules and procedures of  [RFC3841] in all initial SIP requests;


· 2. SHALL include a User-Agent header to indicate the IM release version as specified in subclause “Release version in User-agent and Server headers”;


· 3. SHOULD include an Allow header with all supported SIP methods; 


· 4. SHALL include the IM Address of the IM User as the Authenticated Originator's IM Address as specified in subclause X.X “Authenticated Originator's IM Address”. 


· 5. SHALL include the IM feature-tag '+g.oma.sip-im' in the Contact header


· 6. SHALL include value ''id'' in a Privacy header if anonymity is requested according to rules and procedures of [RFC3325].


· NOTE 1:
If anonymity is not allowed for the IM Group indicated with the Request-URI of the SIP INVITE based on the rules specified in the [XDM Specification] the IM Session will not be allowed by the IM server hosting the IM Group


·   7. SHALL include the option tag 'timer' in the Supported header; and,

· 8. SHOULD include the Session-Expires header with the refresher parameter set to ''uac'' according to rules and procedures of [RFC4028].

On receipt of a SIP final response or SIP provisional response to the SIP request, the IM Client: 


· 1. SHALL store the list of SIP methods that the IM Server supports if received in the Allow header; and,

· 2. SHALL store the contact if received in the Contact header.


On receipt of the SIP 200 "OK" response to the initial SIP INVITE request the IM Client:


· 1. SHALL start the SIP Session timer using the value received in the Session-Expires header according to rules and procedures of [RFC4028].


· When the SIP/IP Core corresponds to 3GPP/3GPP2 IMS, the IM Client SHALL use 3GPP/3GPP2 IMS Session establishment mechanisms according to rules and procedures of  [TS24.229] / [3GPP2 X.S0013.4] with the clarifications given in this subclause.

7.1.3.2 Establishment of Chat IM Session –Ad Hoc


7.1.3.2.1 IM Client initiates a One-to-One IM chat session 


Upon receiving a request from an IM User to establish an One-to-One IM chat session with peer-to-peer MSRP media, the IM Client:


· 1. SHALL generate an initial SIP INVITE request as specified in subclause 6.1.3.1 "General";


· 2. SHALL set the Request-URI of the SIP INVITE request to the Conference-factory-URI for the IM service in the Home IM Network of the IM User;


· 3. SHALL insert in the SIP INVITE request a Content-Type header with multipart/mixed as specified in [RFC2046];


· 4. SHALL include in the SIP INVITE request a MIME SDP body as a SDP offer according to rules and procedures of [RFC3264] and [RFC2327], and [draft-ietf-simple-message-sessions]:


· 5. SHALL insert in the SIP INVITE request a MIME resource-lists body with the IM Address of the Invited IM User according to rules and procedures of [draft-URI-list]. 


  6. SHALL send the SIP INVITE request towards the IM Server according to rules and procedures of the SIP/IP Core.


On receiving a SIP 200 "OK" response to the SIP INVITE request the IM Client: 


· 1. SHALL store the list of supported SIP methods if received in the Allow header;

· 2. SHALL store the IM Session Identity if received in the Contact header; 


NOTE 2: 
According to [draft-URI-list] the received 200 “OK” means that the conference was created successfully, that the client that generated the SIP INVITE request is in the conference, and that the server understood the URI-list.  If the client wishes to obtain information about the status of other users in the conference it SHOULD use general conference mechanisms, such as the conference state event package.


When the SIP/IP Core corresponds to 3GPP/3GPP2 IMS, the IM Client SHALL use 3GPP/3GPP2 IMS Session establishment mechanisms according to rules and procedures of  [TS24.229] / [3GPP2 X.S0013.4] with the clarifications given in this subclause


NOTE : Procedure described above is one way of establishing 1-to-1 IM Chat session. The alternate procedures which do not nvolve the conference factory uri, will be incorporated into this section after discussion in the group

7.1.3.2.2 IM Client initiates an Ad-hoc IM Chat Session or One-to-One IM Session 


Upon receiving a request from an IM User to establish an Ad-hoc IM Chat Session or a One-to-One IM Session the IM Client:


· 1. SHALL generate an initial SIP INVITE request as specified in subclause 6.1.3.1 "General";


· 2. SHALL set the Request-URI of the SIP INVITE request to the Conference-factory-URI for the IM service in the Home IM Network of the IM User;


· 3. SHALL insert in the SIP INVITE request a Content-Type header with multipart/mixed as specified in [RFC2046];


· 4. SHALL include in the SIP INVITE request a MIME SDP body as a SDP offer according to rules and procedures of [RFC3264], [RFC2327], [draft-ietf-simple-message-sessions] .


· 5. SHALL insert in the SIP INVITE request a MIME resource-lists body with the IM Address(es) of the Invited IM User(s) according to rules and procedures of [draft-URI-list]. 


· 6. The IM Client SHALL check that the number of Invited IM Users on the URI-list does not exceed the maximum number of Participants allowed in an Ad-hoc IM Group Session as indicated in “MAX-ADHOC-GROUP-SIZE” parameter provisioned for IM Client. If exceeded, the IM Client SHOULD notify the IM User. Otherwise, continue with the rest of the steps





· 7. SHALL send the SIP INVITE request towards the IM Server according to rules and procedures of the SIP/IP Core.


On receiving a SIP 200 "OK" response to the SIP INVITE request the IM Client: 


· 1. SHALL store the list of supported SIP methods if received in the Allow header;

· 2. SHALL store the IM Session Identity if received in the Contact header; 


NOTE 2: 
According to [draft-URI-list] the received 200 “OK” means that the conference was created successfully, that the client that generated the SIP INVITE request is in the conference, and that the server understood the URI-list.  If the client wishes to obtain information about the status of other users in the conference it SHOULD use general conference mechanisms, such as the conference state event package.


In addition to this, the IM Client MAY subscribe to the Conference State Event Package as specified in subclause X.X.X "IM Client subscription to the Conference State Event Package".


When the SIP/IP Core corresponds to 3GPP/3GPP2 IMS, the IM Client SHALL use 3GPP/3GPP2 IMS Session establishment mechanisms according to rules and procedures of  [TS24.229] / [3GPP2 X.S0013.4] with the clarifications given in this subclause.


7.1.3.3 IM Client Chat session Modification


7.1.3.4 IM Client extends 1-to-1 IM  Session to a conference 


7.1.3.5 SIP Session refresh


7.1.3.6 IM Client rejoining an IM session


7.1.3.6.1 IM Client rejoins a One-to-One Chat Session 


7.1.3.6.2 IM Client rejoins an IM Chat conference Session 


Upon receiving a request from an IM User to establish an IM Chat Session using a IM Group Identity,  the IM Client: 


· 1. SHALL generate an initial SIP INVITE request as specified in subclause 6.1.3.1 "General"; 


· 2. SHALL set the Request-URI of the SIP INVITE request to the IM Group Identity identifying the IM Chat Group;


·  3. SHALL include in the SIP INVITE request a MIME SDP body as a SDP offer according to rules and procedures of [RFC3264], [RFC2327], [draft-ietf-simple-message-sessions]



4.  SHALL send the SIP INVITE request towards the IM Server according to rules and procedures of the SIP/IP Core.


On receiving a SIP 200 "OK" response to the SIP INVITE request the IM Client:


· 1. SHALL store the list of supported SIP methods if received in the Allow header;

· 2. SHALL store the IM Session Identity received in the Contact header; 


In addition to this, the IM Client MAY subscribe to the Conference State Event Package as specified in subclause x.x.x "IM Client Subscription to the Conference State Event Package".


When the SIP/IP Core corresponds to 3GPP/3GPP2 IMS, the IM Client SHALL use 3GPP/3GPP2 IMS Session establishment mechanisms according to rules and procedures of  [TS24.229] / [3GPP2 X.S0013.4] with the clarifications given in this subclause


7.1.3.7 IM Client joins a Public Chat IM Session


7.1.4 Sending of an Pager mode message


7.1.4.1 General


7.1.4.2 SIP Message


7.1.4.3 MSRP


7.1.4.4 IM Client sends a SIP Message


7.1.4.5 IM Client sends SIP Message for Adhoc


7.1.4.6 IM Client sends SIP Message for pre-defined group


7.1.4.7 IM Client initiates a MSRP media session


7.1.4.8 IM Client initiates MSRP Media Session for ad hoc group


7.1.4.9 IM Client initiates a MSRP media session for pre-defined group


7.1.5 IM Client leaving a IM Session 


7.1.6 IM Client adding IM User(s) to a IM Session


7.1.7 IM Client subscription to the conference state event package


7.1.8 IM Client canceling a IM Session


7.1.9 Simultaneous IM Session control procedures


7.1.10 Sending isComposing status 


7.1.11 IM Service Settings Procedure


To set, update or refresh the IM service settings, the IM Client:


1. SHALL generate a SIP PUBLISH request according to rules and procedures of [RFC3903] and [serv-setting] and rules defined in the annex E;


2. SHALL set the Request-URI of the SIP PUBLISH request to the IM Address of the IM User;

3. SHALL include the IM Address of the IM User as the Authenticated Originator's IM Address as specified in subclause x.x “Authenticated Originator's IM Address”;

4. SHALL include an Accept-Contact header with the IM feature-tag '+g.oma.sip-im' along with ‘require’ and ‘explicit’ parameters according to rules and procedures of [RFC 3841]; 

5. SHALL set the Event header to the value 'poc-settings';


6. SHALL include the relevant IM settings (excluding the refresh case) as follows: 


Editor’s note: Exact IM setting parameters are for further study. The actual syntax of IM service settings are described in Annex E.


a. Incoming IM Session Barring (ISB active/inactive)


b. Incoming IM Pager mode Barring (IPAB active/inactive)


c. Delivery of deferred messages (offline delivery active/inactive)


d. IM visibility (VIS-status active/inactive)


e. Conversation storing activation (HIST-activation active/inactive).


7. SHALL send the SIP PUBLISH request according to rules and procedures of SIP/IP Core.


On receiving the SIP 200 "OK" response to the SIP PUBLISH request the IM Client MAY indicate to the IM User the successful communication of the IM service settings to the IM Server. 


When the SIP/IP Core corresponds to 3GPP/3GPP2 IMS, the IM Client SHALL use 3GPP/3GPP2 IMS mechanisms according to rules and procedures of [TS 24.229] / [3GPP2 X.S0013.4] with the clarifications given in this subclause.


7.2 IM CLIENT TERMINATION PROCEDURES


7.2.1 IM Client invited to a IM Session


7.2.1.1 General


7.2.2 IM Client receiving a IM Session modification request


7.2.3 IM Client receiving a IM Session release request


7.2.4 IM Client receiving a Pager mode message


7.2.4.1 IM Client receives SIP Message request


7.2.4.2 IM Client receives MSRP media session request


7.2.5 IM Client receiving a IM Session SIP CANCEL request


7.2.6 IM Client receiving a Notification


8. Procedures at the IM Server 


8.1 DETERMINATION OF IM SERVER ROLE


8.1.1 General


The MESSAGE method [RFC3428] is an extension to SIP that allows the transfer of messages to the client. The MESSAGE request carries the content in the form of MIME body parts, and does not initiate a SIP dialog.  Thus, each MESSAGE request is independent and no session states are stored in the system.


IM Server can recive messages initaded from the UA or the IM Server can use the MESSAGE methode by itself to send notifications to the UA. 


8.1.2 Reception of an initial SIP INVITE request


8.1.3 Reception of a SIP REFER request


8.1.4  Reception of a SIP MESSAGE request


8.1.5   Reception of a SIP SUBSCRIBE request


8.2 Participating IM Functions procedures


8.2.1 Getting information on client status 


The IM Server MUST support reciving 3rd party REGISTER from the SIP core according to TS 24229.700, subclause 5.7.1.1

When a REGISTER request arrives containing information about the user's registration status, the IM Server MUST store the Expires parameter from the request and generate a 200 (OK) response or an appropriate failure response. For the success case, the 200 (OK) response shall contain Expires value equal to the value received in the REGISTER request. 


Upon receiving a 3rd party REGISTER, the IM Server:


1. SHALL perform the procedures specified in subclause 错误！未找到引用源。 “Sending Notifications", 


8.2.2 Originating Participating Function


8.2.2.1 General


8.2.2.2 Receiving SIP MESSAGE request for Pager mode


8.2.2.3  Receiving IM Session request for Pager mode 


8.2.2.4 Receiving Pager mode messages to a group


8.2.2.5 Receiving IM Session request for IM Chat Session


8.2.2.6 IM Session modification


. 


Editor note 1: The IM Server MUST know whether the SIP INVITE is for Immediate messaging or for Conversation.


8.2.2.7 SIP SUBSCRIBE request


8.2.2.8 SIP REFER request


8.2.2.9 SIP CANCEL request


8.2.2.10  SIP BYE request from IM Client


8.2.2.11  Group Advertisement request


8.2.2.12  Simultaneous IM Session control procedures


8.2.2.12.1  General


8.2.2.12.2  IM Session priority request


8.2.2.12.3   IM Session locking request


8.2.2.12.4  SIP Session timer expiry


8.2.2.12.5 General 


8.2.2.12.6 MSRP Session SetUp


8.2.2.12.6.1. Peer2peer1 in a One-toOne IM session


8.2.2.12.6.2. MSRP Media Relay for multiparty IM session 


8.2.2.12.7 MSRP Media Contol


8.2.2.13 SIP Session timer expiry

8.2.2.14 IM service setting procedure


Upon receiving a SIP PUBLISH request the IM Server:


1. SHALL check whether the Accept-Contact header includes the feature-tag '+g.oma.sip-im' and if not included the IM Server SHALL return a SIP 403 "Forbidden" response. Otherwise, continue with the rest of the steps;


2. SHALL check whether the Event header includes value 'poc-settings' and if not included the IM Server SHALL return a SIP 489 "Bad event" response. Otherwise, continue with the rest of the steps;


3. SHALL perform the actions to verify the Authenticated Originator’s IM Address of the IM Client and if not authorized the IM Server SHALL return a SIP 403 "Forbidden" response. Otherwise, continue with the rest of the steps;


4. SHALL process the SIP PUBLISH request according to rules and procedures of [RFC3903] and [serv-setting], and if processing of the SIP request was successful continue with next step;


5. SHALL store or refresh the IM settings depending on the type of publication; and,


Editor’s note: Exact IM setting parameters are for further study. 


NOTE:  The IM settings in IM 1.0 are “Incoming IM Pager mode Barring”, “Incoming IM Session Barring”, “Offline Delivery Activation”, “IM Visibility Control” and “Conversation Storing Activation.


6. 
SHALL send SIP 200 "OK" response to the SIP PUBLISH request.


When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the IM Server SHALL use 3GPP/3GPP2 IMS session mechanisms according to rules and procedures of [3GPP TS 24.229] / [3GPP2 X.PS0013.4] with the clarifications given in this subclause.


8.2.3 Terminating Participating Function


8.2.3.1 General

8.2.3.2 Receiving SIP Message request


8.2.3.3  Receiving IM Session request for Pager mode


8.2.3.4 Receiving IM Session request for IM Chat Session


The IM Server SHALL generate an initial SIP INVITE request according to rules and procedures of [RFC3261] with the clarifications in this subclause.


The IM Server


· 1. SHALL include value 'id' in a Privacy header according to rules and procedures of [RFC3325] if anonymity is requested with the Privacy header containing the tag "id";

· 2. SHALL set the Request-URI to the IM Address of the IM User to be invited;


· 3. SHALL include an Accept-Contact header with the feature-tag '+g.oma.sip-im' with "require" and "explicit" parameters according to rules and procedures of [RFC3841]; 

· 4. SHALL include User-Agent header to indicate the IM release version as specified in subclause "Release version in User-agent and Server headers";


· 5. SHOULD include the Session-Expires header in the INVITE with the refresher parameter set to 'uas' according to rules and procedures of [draft-ietf-sip-session-timer];


· 6. SHALL include the option tag "timer" in the Supported header;

· 7. SHOULD include the Allow header with the supported SIP methods;


· 8. SHALL include a Contact header as follows:


a) a SIP URI constructed such that the IM Server can also resolve it back to the original SIP URI provided in the SIP INVITE request by the Controlling IM Function; 

b) include the IM feature-tag '+g.oma.sip-im';


c) include the feature-tag ‘isfocus’ received from the Controlling IM Server;


Editor’s note: whether Session type parameter is needed is FFS.


· 9. SHALL include the Authenticated Originator's IM Address received in the incoming SIP INVITE request in the outgoing SIP INVITE request; 


When sending a SIP provisional responses other than the SIP 100 "Trying" response to the SIP INVITE request, the IM Server:

· 1. SHALL generate the SIP provisional response according to rules and procedures of [RFC3261];


· 2. SHOULD include value 'id' in the Privacy header according to rules and procedures of [RFC3325], if the privacy is requested;


· 3. SHALL include a Server header with the IM release version as specified in subclause "Release version in User-agent and Server headers". 


· 4. SHOULD include the Allow header with the supported SIP methods if not previously sent in a provisional response for this dialog;


· 5. SHALL include a Contact header with a SIP URI identifying this IM Server and the feature-tag '+g.oma.sip-im' if not previously sent in a provisional response for this dialog; and,


· 6. SHALL include as the URI in the Authenticated Originator’s IM Address in the outgoing SIP provisional response the URI contained in the Authenticated Originator’s IM Address received in the incoming SIP provisional response;

· 7. SHOULD include value 'id' in the Privacy header according to rules and procedures of [RFC3325], if the privacy is requested through a Privacy header with the value 'id' in the incoming SIP provisional response.

When sending a SIP 200 "OK" response to the SIP INVITE request the IM Server


· 1. SHALL generate the SIP 200 "OK" response according to rules and procedures of [RFC3261] and [RFC3262];


· 2. SHALL include as the URI in the Authenticated Originator’s IM Address in the outgoing SIP 200 “OK” response the URI contained in the Authenticated Originator’s IM Address received in the incoming SIP 200 “OK” response;


· 3. SHOULD include value 'id' in the Privacy header according to rules and procedures of [RFC3325], if the privacy is requested through a Privacy header with the value 'id' in the incoming SIP provisional;


· 4. SHALL include the option tag 'timer' in the Require header;


· 5. SHALL include the Session-Expires header in the SIP 200 "OK" before sending the response towards the IM Server performing the Controlling IM Function with the refresher parameter set to 'uas';

· 6. SHALL start the SIP Session timer according to rules and procedures of [draft-ietf-sip-session-timer];


· 7. SHOULD include the Allow header with the supported SIP methods if not previously sent in a provisional response for this dialog;


· 8. SHALL include the Server header with the IM release version as specified in subclause "Release version in User-agent and Server headers" if not previously sent in a provisional response for this dialog; and,

· 9. SHALL include a Contact header with a SIP URI identifying this IM Server and the feature-tag tag '+g.oma.sip-im'.


When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the IM Server SHALL use 3GPP/3GPP2 IMS Session mechanisms according to rules and procedures of [TS24.229] / [3GPP2 X.S0013.4] with the clarifications given in this subclause.


8.2.3.5 IM Session modification


8.2.3.6 Defering Pager mode messages


8.2.3.6.1 SIP MESSAGE 


If the reciver is inaccessible for a SIP MESSAGE [RFC3428], the message MAY become a deferred message and stored. 


8.2.3.6.2 SIP INVITE


If the reciver is inaccessible, the message MAY become a deferred message and stored.


Editor note 1: The IM Server MUST know whether the SIP INVITE is for Immediate messaging or for Conversation.


8.2.3.7 SIP REFER request


8.2.3.8 SIP CANCEL request


8.2.3.9  SIP BYE request 


8.2.3.10  Group Advertisement request


8.2.3.11  Simultaneous IM Session control procedures


8.2.3.11.1  General


8.2.3.11.2  IM Session priority request


8.2.3.11.3   IM Session locking request


8.2.3.11.4  SIP Session timer expiry


8.2.3.12 MSRP Media Contol


8.2.3.12.1 General 


8.2.3.12.2 MSRP Session SetUp


8.2.3.12.2.1. Peer2peer in an One-to-One IM session


8.2.3.12.2.2. MSRP Media Relay for multiparty IM session 


8.2.3.13 IM Session invitation request


8.2.3.14 IM Session modifications


8.2.3.15 SIP NOTIFY request


8.2.3.15.1 SIP BYE request from the Controlling IM Function – On-demand Session case


8.2.3.15.2 SIP BYE request from the Controlling IM Function – Pre-established Session case


8.2.3.15.3 Leaving a IM Session when using Pre-established Session



8.3 Store and Forward (Deferred Messaging) IM Function Procedures


8.3.1 Originating Deferred Messaging Function


8.3.1.1 Receiving subscription for message waiting indication


8.3.1.2 Receiving INVITE request


8.3.1.3 Sending INVITE request


8.3.2 Notification Services


8.3.2.1 Sending Notifications


When the IM server receives a a 3rd party REGISTER from the SIP Core it SHOULD:


· For new registrations 


The IM Server MUST check if the registered user has undelivered messages. If so the IM Server SHOULD send a notification(s) in the form of a SIP MESSAGE to the registered client.


The IM Server MUST send a new notification for each new message that arrives to the registred user.


· For de-registration 


Once the UA is de-regiesterd the IM Server MUST stop sending notification for new messages


Editor note 2: It should be possible to make it configurable to send the messages directly also.


8.3.3 Terminating Deferred Messaging Function


8.3.3.1 General


8.3.3.2 Receiving SIP INVITE request


If the Message is not stored, the IM server SHALL return “480 Temporarily Unavailable” in the SIP session set up.


8.3.3.3 Receiving SIP Message request


If the Message is stored, the IM server SHALL return “ 202 Accepted”. If the Message is not stored in the Database, the IM server SHALL return “480 Temporarily Unavailable”


8.3.3.4 Storage


When the storage receives a session transcript to be stored, the storage SHALL store the following information along with the message.


· Originator ID.


· Destination address.


· Time of received by the IM server


· Session ID


· Content MIME Type


When the storage receives a retrieval request, the storage SHALL return the requested session transcript as an XML document. The schema of XML document is described in IM-XDMS.


8.3.3.5 Cancelling of SIP INVITE request


8.4 History Function


8.5 Controlling IM Functions Procedures


8.5.1 Request Terminating at Controlling IM Function


8.5.1.1 General 


8.5.1.2 Receiving SIP MESSAGE request


8.5.1.3 Receiving MSPR request for Pager mode 


8.5.1.4 Receiving a request to create a conference 

8.5.1.5 Receiving a request to join a conference

8.5.1.6 Receiving a request to rejoin a conference

8.5.1.7 Request to add Participants to IM Session

8.5.1.8 Leaving IM Session request


8.5.1.8.1 SIP BYE request received in a IM Session


8.5.1.9 IM Session modification


. 


Editor note 1: The IM Server MUST know whether the SIP INVITE is for Immediate messaging or for Conversation.


8.5.1.10 IM Session Participant information request


8.5.1.10.1 Subscribing to Participant information


8.5.1.10.2 Generating a SIP NOTIFY request


8.5.1.10.3 Terminating the subscription


8.5.1.11 SIP SUBSCRIBE request


8.5.1.12 SIP REFER request


8.5.1.13 SIP CANCEL request


8.5.1.14  SIP BYE request from IM Client


8.5.1.15 

8.5.1.15.1 

8.5.1.15.2 

8.5.1.15.3 

8.5.1.15.4 

8.5.1.15.5 

8.5.1.15.6 

8.5.1.15.6.1. 

8.5.1.15.6.2. 

8.5.1.15.7 

8.5.1.16 SIP Session refresh procedure

8.5.1.17 IM Session initiation policy

8.5.1.18 IM Session adding policy

8.5.1.19 IM Session release policy

8.5.2 Request Originating at Controlling IM Function 

8.5.2.1 General

8.5.2.2 SIP MESSAGE requests


8.5.2.3 MSRP requests for Pager mode

8.5.2.4 IM Session invitation requests


8.5.2.5 

8.5.2.6 Cancel of IM Session invitation requests


8.5.2.7 Removal of Participant from IM Session


8.5.2.8 IM Session modification

8.5.3 Media Messaging Requests terminated by the IM Server


8.5.3.1 General 


8.5.3.2  MSRP Switch


9. System Concepts


9.1 Security


The IM service environment must be protected against misuse and attacks and it must provide user privacy. There are several aspects to be considered: Service access control, SIP signalling security in general and protection of user messages/media in SIP MESSAGE and in the User Plane. For user message/media security, source origin authentication is an important feature.


9.1.1 General


The IM Service environment SHOULD rely on / reuse security features/ mechanisms provided by the underlying SIP/IP Core, to e.g. secure the service environment and authenticate users. Such dependence will be the assumed as the basis for the security architecture. The SIP/IP Core is assumed to provide user authentication and integrity and (optionally) confidentiality protection of SIP signaling as defined in 3GPP TS33.203. When the SIP/IP Core corresponds to 3GPP/3GPP2 IMS, and the User Equipment contains USIM/ISIM or UIM/R-UIM, mutual authentication between the user and the SIP/IP Core SHALL be applied as specified in [3GPP TS 33.203]/[3GPP2 S.R0086-0]. All IM users SHALL be securely authenticated to allow reliable access control to IM services. 


The SIP/IP Core also needs to ensure, during registration, that the registered IM users public and private address is allocated and authorized to be used by that User in order to prevent spoofing attacks as identified in Appendix E  

Note that the user plane is not a part of the SIP IP Core Security.


9.1.2 Trust Model


The IM trust model for SIP signalling is based on a tristed network model with hop-by-hop security and proxy authentication. In those cases the intradomain security is insufficient, IM servers SHOULD authenticate and secure communication to other servers/proxies according to 3GPP specification TS 33.210. For inter-domain security, IM servers SHALL rely on communication channels that are protected according to TS 33.210.


If the IM Server acts as originating UA then the public user Id of the IM server it MUST support P-Asserted-Identities according to 3GPP TS 24.229 


9.1.3 SIP signalling security


The SIP signalling security mechanisms/features described here cover signalling and user messaging using SIP MESSAGE.


9.1.3.1  Integrity and confidentiality protection


The integrity and optional confidentiality protection mechanism SHALL be used as specified in 3GPP TS 33.203/3GPP2 S.R0086-0. 


NOTE:  [RFC3261] mandates the support for HTTP digest authentication  [RFC2617 according to] if authentication is performed. However, the 3GPP standard overrules this requirement (as well as the requirement of TLS usage).


9.1.3.2 Assurance of user identity


For assurance of user identities and for source origin authentication of SIP Signalling the IM Service SHALL use P-Asserted-Identities according to 3GPP specification 24.229   in this release.


If the IM Server acts as an originating UA then it MUST support P-Asserted-Identities according to 3GPP TS 24.229


9.1.3.3 SIP MESSAGE Security


In particular, a SIP MESSAGE SHALL be secured according to TS 33.203, TS 33.210.and TS 24.229.

9.1.4 User Plane security


The IM service User Plane communication between IM Client and IM Client, IM Client and IM Server, and between IM Servers SHOULD be protected to support the integrity and confidentiality of the communication. Such protection is not provided by the SIP/IP Core according to IMS for 3GPP(2).


9.1.5 Relation between SIP Signalling and User Plane Security


The security model requires that user authentication and SIP Sessions MUST be securely coupled to the corresponding User Plane communications to ensures that the user identity / source origin is the same in both instances.


9.1.5.1 Denial of Services 


The IM Server should mitigate and warn for DoS in SIP Signalling and User Plane when appropriate


9.1.6 XDMS Security


The XDMS security model is based on IM user authentication for access control and protection of the communication between the user and the Aggregation Proxy (AP)  


The XDMS security and Privacy model is described in OMA-AD- Presence_SIMPLE-V1 and in OMA-AD- XDMS_SIMPLE-V1


9.2 AUTHORIZATION


The IMS Core can authorize a user to access a service. However, the service SHOULD make an authorization decision of what the user is entitled to do. 


The same applies to XDMS, where the AP shall make an authorization decision if the user may access the service, while the service SHALL make an authorization decision of what the user may do. 


9.3 Privacy


An IM User MAY request privacy for the identity of the IM User meaning that the IM Address of the IM User is hidden from other IM Users. The IM Client SHALL use mechanisms defined in TS 24.229 to request privacy. 


If an inviting, invited or joining IM User requests privacy of his IM Address then the following procedures SHALL take place in the system operating in the trusted domain(s):


· The IM Server performing the Controlling IM Function SHALL retain privacy information of the Participants for the duration of the IM Session.


· The SIP/IP Core serving the invited IM User SHALL provide the privacy of the IM Address of the inviting IM User on Control Plane at the IM-1 reference point.


· The IM Server performing the Controlling IM Function SHALL provide the privacy of the IM Addresses of Participants when providing the Participant information notifications.


· The IM Server performing the Controlling IM Function SHALL provide the privacy of the IM Address of the talking IM User at the IM-3 and IM-4 reference points.  


If privacy for the identity is not requested then IM Servers and SIP/IP Core passes the IM Address of the inviting IM User to the invited IM User.


If privacy for the identity is not allowed in the IM Group authorization rules as specified in [IM XDM Specification], the involved entity SHALL reject the request.


When SIP/IP Core corresponds with 3GPP/3GPP2 IMS then privacy mechanisms as defined in [3GPP TS 24.229]/[3GPP2 X.S0013.4] are used.


User’s Personal Information SHALL be protected by adequate security.


9.3.1 XDMS Security and Privacy


The XDMS security model is based up authentication and encryption done by the Aggregation Proxy (AP) 


The XDMS security and Privacy model is described in OMA-AD- Presence_SIMPLE-V1 and in OMA-AD XDMS_SIMPLE-V1
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Appendix B. Static Conformance Requirements
(Normative)
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		Function
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		Something mandatory
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Appendix C. Initial Filter Criteria                                            (Informative)


C.1 General 


The 3GPP IMS/ 3GPP2 MMD SIP/IP Core uses initial Filter Criteria to determine the routing of initial SIP requests between  the home network SIP/IP Core and Application Servers such as the IM Server. The initial Filter Criteria is part of the IM  User subscription information and represent the provisioned subscription of a IM User to an application(s).  


If some other SIP/IP Core than 3GPP IMS/ 3GPP2 MMD that does not use initial Filter Criteria is used to deploy the IM  service then the logic identified here needs to be implemented by the SIP/IP Core to route the IM related SIP requests to the  IM Server.


Based on filter criteria SIP/IP Core sends a 3rd party REGISTER to the IM Server. 

Further details on initial Filter Criteria are specified in [TS23.218] and [TS29.228]. 


C.2 Originating Filter Criteria


NOTE:  Originating Filter Criteria is indexed on the P-Asserted-Identity header.


CASE method="INVITE" AND header="Accept-Contact" = "+g.oma.sip-im" 



THEN: ROUTE request to the specified IM Server Originating Port Address


CASE method="MESSAGE" AND header="Accept-Contact" = "+g.oma.sip-im" 



THEN: ROUTE request to the specified IM Server Originating Port Address


CASE method="SUBSCRIBE" AND header="Accept-Contact" = "+g.oma.sip-im" 



THEN: ROUTE request to the specified IM Server Originating Port Address


CASE method="REFER" AND header="Accept-Contact" = "+g.oma.sip-im" 



THEN: ROUTE request to the specified IM Server Originating Port Address


C.3 Terminating Filter Criteria 


NOTE:  Termiating Filter Criteria is indexed on the Request URI.


CASE method="INVITE" AND header="Accept-Contact" = "+g.oma.sip-im" 



THEN: ROUTE request to the specified IM Server Terminating Port Address


CASE method="MESSAGE" AND header="Accept-Contact" = "+g.oma.sip-im" 



THEN: ROUTE request to the specified IM Server Terminaing Port Address


CASE method="SUBSCRIBE" AND header="Accept-Contact" = "+g.oma.sip-im" 



THEN: ROUTE request to the specified IM Server Terminating Port Address


CASE method="REFER" AND header="Accept-Contact" = "+g.oma.sip-im" 


THEN: ROUTE request to the specified IM Server Terminating Port Address


Appendix D. EXAMPLES OF SIGNALLING FLOWS                          (INFORMATIVE)


Appendix E. IM Service Setting


This subclause describes the IM specific service settings.


E.1.1  Structure of the Service Settings XML Document


The basic structure of the XML document containing Service Settings is defined in [serv-setting]. The XML Schema defined in [serv-setting] is extended with the following new XML elements and attributes for enabling new enabler service requirements as well as “multiple service” enabler functionality:


· an optional “service-id” XML attribute to all service setting specific XML elements for indicating which enabler’s settings are being set;


· a new XML element <deferred-settings> for controlling the delivery of deferred messages;


· a new XML element <vis-settings> for controlling visibility of the user to other users;


· a new XML element <hist-settings> for controlling the storing of conversations.


The “service-id” XML attribute contains a string type of identifier of the enabler service. 


The <deferred-settings> XML element contains zero or one <offline-delivery> element that contains a Boolean type of “active” XML attribute. The “active” attribute indicates whether the messages stored during the offline period of the client are pushed to the client when the client gets on-line. When the user prefers to get the messages pushed the value of the “active” attribute is set to ‘true’. The default value of the “active” attribute is ’false’ unless other local policies exit. Other elements and attributes from other namespaces MAY be present for the purposes of extensibility; elements and attributes from unknown namespaces MUST be ignored. The <deferred-settings> element must contain at least one child XML element.


The <vis-settings> XML element contains zero or one <vis-status> element that contains a Boolean type of “active” XML attribute. The “active” attribute indicates whether the user prefers to be visible to other users. When the user prefers to be invisible the value of the “active” attribute is set to ‘false’. The default value of the “active” attribute is ‘true’ unless other local policies exit. Other elements and attributes from other namespaces MAY be present for the purposes of extensibility; elements and attributes from unknown namespaces MUST be ignored. The <vis-settings> element must contain at least one child XML element.


The <hist-settings> XML element contains zero or one <hist-activation> element that contains a Boolean type of “active” XML attribute. The “active” attribute indicates whether the user prefers to store conversations. When the user prefers to activate storing the value of the “active” attribute is set to ‘true’. The default value of the “active” attribute is ‘false’ unless other local policies exit. Other elements and attributes from other namespaces MAY be present for the purposes of extensibility; elements and attributes from unknown namespaces MUST be ignored. The <hist-settings> element must contain at least one child XML element.


Note that the XML Schemas defined in subclause E.1.1.3 and [serv-setting] are normative and take precedence over the textual description.


E.1.2 IM Specific Service Settings XML Document


This subclause is informative unless otherwise separately stated. 


The table 1 describes XML items and their values used to control a certain specific functionality at the IM Server. 


The value of the “service-id” XML attribute for all IM Service Settings SHALL be the same as registered at OMNA for IM Presence information, which is ‘IM’. When the Service Settings request is targeted to IM Server and contains only IM Service Settings the “service-id” attribute MAY be omitted.


Table 1. IM Service Settings depending on the use case.


		Use case

		Used XML items

		Value



		Setting incoming IM Session barring active

		isb-settings -> incoming-session-barring

		active = true



		Setting incoming pager mode IM  barring active

		ipab-settings -> incoming-personal-alert-barring

		active = true



		IM invisibility setting

		vis-settings -> vis-status

		active = false



		Pager mode IM offline delivery activation

		deferred-settings -> offline-delivery

		active = true



		IM conversation storing activation

		hist-settings -> hist-activation

		active = true





The following contains an example of IM Service Setting XML document. (Note that the “service-id” XML attribute may be omitted when publication is issued to the IM Server using the IM specific SIP feature tag and contains only IM Service Settings.) The example describes a case where the IM Client activates the IM Session Barring but allows the pager mode IMs, sets his/her visibility to other users invisible, does not want to store conversations and wants to get stored messages pushed when gets online.


<?xml version="1.0" encoding="UTF-8"?>


   <poc-settings xmlns="urn:oma:params:xml:ns:poc:poc-settings"




xmlns:ss="urn:oma:params:xml:ns:service-settings">


     <entity id="do39s8zksn2d98x">


        <isb-settings service-id="IM">


          <incoming-session-barring active="true"/>


        </isb-settings>


        <ipab-settings service-id="IM">


          <incoming-personal-alert-barring active="false"/>


        </ipab-settings>


        <ss:deferred-settings service-id="IM"> 



<ss:offline-delivery active="true"/>


        </ss:deferred-settings>


        <ss:vis-settings service-id="IM"> 



<ss:visibility-status active="false"/>


        </ss:vis-settings>


        <ss:hist-settings service-id="IM"> 



<ss:hist-activation active="false"/>


        </ss:hist-settings>


     </entity>


   </poc-settings>


E.1.3 Extensions to Service Settings XML Schema


This subclause is normative.


The subclause defines the XML Schema extending the “urn:oma:params:xml:ns:poc:poc-settings” defined in [serv-setting].


<?xml version="1.0" encoding="UTF-8"?>


   <xs:schema targetNamespace="urn:oma:params:xml:ns:service-settings"


       xmlns="urn:oma:params:xml:ns:service-settings"


       xmlns:xs="http://www.w3.org/2001/XMLSchema"


       elementFormDefault="qualified"


       attributeFormDefault="unqualified">


     <xs:import namespace="http://www.w3.org/XML/1998/namespace"


                schemaLocation="http://www.w3.org/2001/xml.xsd"/>


     <xs:annotation>


       <xs:documentation xml:lang="en">


         XML Schema definition for OMA SIP based enabler service settings. The settings cover visibility control, deferred message delivery control and conversation storing activation. Also, "service-id" attribute (allowing indication of the service related to a certain setting) has been defined. This XML Schema extends the "urn:oma:params:xml:ns:poc:poc-settings" XML Schema.


       </xs:documentation>


     </xs:annotation>


     <xs:attribute name="service-id" type="xs:string"/>


     <xs:element name="deferred-settings" type="deferredSettingType"/>


     <xs:complexType name="deferredSettingType">


       <xs:sequence>


         <xs:element name="offline-delivery" minOccurs="0">


           <xs:complexType>


             <xs:attribute name="active" type="xs:boolean" use=”required”/>


           </xs:complexType>


          </xs:element>


         <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>


       </xs:sequence>


       <xs:anyAttribute namespace="##any" processContents="lax"/>


     </xs:complexType>


     <xs:element name="vis-settings" type="visSettingType"/>


     <xs:complexType name="visSettingType">


       <xs:sequence>


         <xs:element name="vis-status" minOccurs="0">


           <xs:complexType>


             <xs:attribute name="active" type="xs:boolean" use=”required”/>


           </xs:complexType>


         </xs:element>


         <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>


       </xs:sequence>


       <xs:anyAttribute namespace="##any" processContents="lax"/>


     </xs:complexType>


     <xs:element name="hist-settings" type="histSettingType"/>


     <xs:complexType name="histSettingType">


       <xs:sequence>


         <xs:element name="hist-activation">


           <xs:complexType>


             <xs:attribute name="active" type="xs:boolean" use=”required”/>


           </xs:complexType>


         </xs:element>


         <xs:any namespace="##any" processContents="lax"


                 minOccurs="0" maxOccurs="unbounded"/>


       </xs:sequence>


       <xs:anyAttribute namespace="##any" processContents="lax"/>


     </xs:complexType>


   </xs:schema>

E.1.4 XML Schema Registration to OMNA


This is an informative subclause.


This subclause registers with OMNA the following new namespace: urn:oma:params:xml:ns:service-settings.

· Editor’s Note: The new namespace to be registered to OMNA. 

Appendix F. OMA SEC Group security threats analyses (Informative)


OMA Security Group has analysed the potential IM SIMPLE security threats. When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, these potential security threats are addressed. If other SIP/IP Cores are used then these potential security threats need to be addressed by the SIP/IP Core:


1. Registering misleading usernames


Currently with the OMA IM SIMPLE framework a user is required to have one private identity (which is kept internally by the SIP/IP Core service provider) and a number of public identities. Currently it is possible for users to register misleading public identities in order to fool or masquerade at the IM User Plane as other users. For example, a users real name may be John Smith and may have a private SIP address as: SIP:John.Smith@operator.net, however, John Smith can then register public ID’s such as SIP:Bob.Holmes@operator.net. Please note that all public ID’s require operator provisioning before they can be used. An unknown public ID to the SIP/IP Core operator cannot be registered without prior provisioning.


2. SPAM


There is a general SPAM problem with IM SIMPLE. It is possible for advertising companies or other third parties to randomly invite users to their groups, although the user has to accept the invite before participating, this will still cause a nuisance. SPAM coupled with misleading user public identities can trick the user into participating into a group or one on one IM Session. On the network side, SPAM will cause network clogging on the air interface, if for example a third party tries to invite users from a particular cell based on location information.


3. Eavesdropping in IM Sessions


Because it is possible for users to register arbitrary public user names, as suggested in point 1, it is possible for the attacker to trick the user into accepting an invite that may have been from a trusted user. For one to one communication this may be identified once the attacker starts his speech, however in Ad-hoc Group IM Sessions it may be possible for the attacker to invite him-self on to a group session and passively eavesdrop. This could be picked up in the network at a later time as the network operator can identify the real user behind the public identity.


4. The possibility of attacks such as eavesdropping makes it possible for Pre-Pay customers that have not registered personal details with operators difficult to trace because identities are tied down to an IMSI (SIM card) and not the actual user information such as name and address.


Appendix G. Presence information elements and procedures
 (Normative)


This Appendix defines the IM specific presence information elements and the presence procedures, which the IM functional entities follow in order to perform presence related actions. 


9.4 IM specific presence information elements overview


This is an informative subclause.


OMA IM RD specifies a set of presence information elements that allow expressing the IM User’s Presence status. This subclause describes these IM specific Presence information elements and how they fit into the overall Presence data model as described in [OMA-Pres-Spec]. 


Table 1 contains the Presence status mapping to the respective presence attributes.


		Presence information element 

		Presence information elements as specified in [OMA-Pres-Spec]

		Description



		Availability for IM

		Application-specific (IM) Availability for IM Service 




		Indicates whether the IM User is able to join IM Communication e.g. the user is registered 



		Willingness for IM 

		Application-specific Willingness for IM 

		Indicates whether the IM User is currently willing to accept new incoming IM request





Table 2: IM specific Presence information elements


NOTE: IM availability is the default setting when a user is registered and ready to communicate in IM, including all communication methods of IM. 


9.4.1 Availability for IM


This is an informative subclause.


The “Availability for IM” is mapped onto the “Application-specific Availability” presence information element as specified in [OMA-Pres-Spec] “Application-specific Availability” pertaining to an “IM-Session” and “Pager-mode messaging” services:


<tuple >
(<status>(<basic>(open/closed



(<service-description>(<service-id>(org.openmobilealliance:IM




             (<version>(1.0


The “Application-specific Availability” presence information element including a <status> element with a <basic> subelement with the value “open” indicates that the presentity is able to participate in IM communication. This happens e.g. when the IM User is registered 


The “Application-specific Availability” presence information element including a <status> element with a <basic> subelement with the value “closed” indicates that the presentity is either not able to participate in IM communication. This happens e.g. when the IM User deregisters.


9.4.2 Willingness for IM 


This is an informative subclause.


The “Willingness for IM ” is mapped onto the “Application-specific Willingness” presence information element as specified in [OMA-Pres-Spec] “Application-specific Willingness” pertaining to a IM  service:


<tuple>
(<status>

(<willingness>(<basic>(open/closed



(<service-description>
(<service-id>(org.openmobilealliance:IM-session





(<version>(1.0


The “Application-specific Willingness” presence information element including a <willingness> element with a <basic> subelement with the value “open” indicates that the presentity is willing to accept new, incoming IM  requests. This can be expressed by the Presence Source residing in the same UE as the IM Client publishing the open value for willingness.

The “Application-specific Willingness” presence information element including a <willingness> element with a <basic> subelement with the value “closed” indicates that the presentity is not willing to accept incoming IM  requests. This can be expressed by the Presence Source residing in the same UE as the IM Client publishing the closed value for willingness.

9.5 IM Server Procedures


This subclause outlines the mapping between IM Server procedures and the presence attributes as given in subclause x.1 “IM specific presence information elements”. Table 2 defines how IM Server specific procedures SHALL be mapped to presence attributes specified in [OMA-Pres-Spec] if the IM Server is presence enabled.


		 Procedure

		Action or setting of Presence information elements as specified in [OMA-Pres-Spec]

		Value of Presence information element



		Registration

		Application-specific (IM) Availability 

		OPEN



		De-registration

		Application-specific (IM) Availability

		CLOSED





Table 3:Definition of presence attributes depending on the procedure

9.5.1 Acting as Presence Source


The IM Server performing the Participating IM Function in the IM User’s Home Network MAY act as a Presence Source as specified in [IM-AD] and [OMA-Pres-Spec] and publish certain sets of presence information on behalf of the IM User. If the IM Server is presence enabled, it SHALL publish the information elements indicated in the provisioning parameter that is provisioned to the IM Client (see Appendix Y).


All the following procedures SHALL apply when the IM Server acts as a Presence Source. The presence attribute values that depend on the procedures are given in section x.1 and table 2.


When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the IM Server SHALL use the procedures of “AS acting as originating User Agent” defined in [TS24.229] / [3GPP2 X.S0013.4] section 5.7.3.


9.5.1.1 IM User's registration and de-registration


Upon accepting a registration request from an IM User the IM Server SHALL act as a Presence Source. In that case, the IM Server SHALL perform the publication of presence information as defined in [OMA-Pres-Spec] “Publication of presence information”. The IM Server: 


· SHALL set the value of “Application-specific Availability for IM” Presence information element to available (as defined in subclause x.1.1 “Availability for IM”);


· SHALL set the <entity> element of the presence information document as defined in [OMA-Pres-Spec] to the value of the authenticated identity of the IM User that has registered to the IM service (e.g. to the value of the P-Asserted-Identity header field of the REGISTER request).


NOTE 1: 
Other Presence information elements might be published with the appropriate values at the same time.


Upon accepting a deregistration request from an IM User the IM Server SHALL act as a Presence source. In that case, the IM Server SHALL perform the publication of Presence information as defined in [OMA-Pres-Spec] “Publication of presence information”. The IM Server: 


· SHALL set the value of “Application-specific Availability for IM” Presence information element to unavailable (as defined in subclause x.1.1 “Availability for IM”);


· SHALL set the <entity> element of Presence information document as defined in [OMA-Pres-Spec] to the value of the authenticated identity of the IM User that has de-registered (e.g. to the value of the P-Asserted-Identity header field of the REGISTER request).


NOTE 2: 
Other Presence information elements might be published with the appropriate values at the same time.


NOTE 3:
It is beyond the scope of the present specification to determine how the IM Server becomes aware of registration/ de-registration state.


9.5.2 Acting as watcher


The IM Server MAY act as a watcher as specified in [IM-AD] and [OMA-Pres-Spec].


When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the IM Server SHALL use the procedures of “AS acting as originating User Agent” specified in [TS24.229] / [3GPP2 X.S0013.4] section 5.7.3.


The exact procedures determining the behaviour of the IM Server acting as watcher is beyond the scope of the present specification.


9.6 IM Client Procedures


This subclause outlines the mapping between IM Client procedures and the presence attributes as given in subclause x.1 “IM specific presence information elements”. 


Table 3 defines how IM Client specific procedures SHALL be mapped to presence attributes specified in [OMA-Pres-Spec].


		 Procedure

		Action or setting of Presence information elements as specified in [OMA-Pres-Spec]

		Value of Presence information element



		Setting: Willing for IM 




		Application-specific  Willingness for IM 

		OPEN



		Setting: Not Willing for IM 

		Application-specific  Willingness for IM 

		CLOSED





Table 4. Definition of presence attributes depending on the procedure


9.6.1 Acting as Presence Source


The IM Client SHOULD collaborate with the Presence Source entity when residing in the same UE. 


If the IM Server is not presence enabled (as indicated in the provisioning parameter,‘PRES-SRV-CAP’), the Presence Source residing in the same UE with the IM Client SHOULD publish presence information for all the elements specified in subclause X.1, as defined in Table 2 and Table 3. 


If the IM Server is presence enabled (as indicated in the provisioning parameter, ‘PRES-SRV-CAP’), the Presence Source residing in the same UE with the IM Client SHOULD NOT publish presence information for those elements, which are published by the IM Server. In this case, the IM Client SHOULD publish presence information for the elements specified in Table 3. 


Additionally, the Presence Source residing in the same UE with the IM Client MAY publish any other Presence Information Element described in [OMA-Pres-Spec]. 


The exact procedures determining the collaboration between the IM Client and Presence Source in the UE are beyond the scope of the present specification.


The following procedures apply when the IM Server is presence enabled. The exact presence attributes and their values that depend on the procedures are given in section x.1 and Table 3. 


If the IM Server is not presence enabled, the IM Client SHOULD additionally follow the procedures in section X.2.1 and perform all the functions defined therein for the IM Server.


9.6.1.1 Setting Willingness for IM 


When the IM User sets the value of the “Willingness for IM ” Presence information element to "willing" the Presence Source SHALL perform the publication of presence information as defined in [OMA-Pres-Spec] “Publication of presence information”. The Presence Source: 


· SHALL set the value of “Application-specific Willingness for IM ” Presence information element to willing (as defined in subclause x.1.3 “Willingness for IM ”);


· SHALL set the <entity> element of the presence information document as defined in [OMA-Pres-Spec] to the value of the authenticated identity of the IM User that has registered to the IM service.


NOTE 1: 
Other Presence information elements might be published with the appropriate values at the same time.


When the IM User sets the value of the “Willingness for IM ” presence information element to “not willing” the Presence Source SHALL perform the publication of presence information as defined in [OMA-Pres-Spec] “Publication of presence information”. The Presence Source:  


· SHALL set the value of “Application-specific Willingness for IM ” Presence information element to not willing (as defined in subclause x.1.3 “Willingness for IM”);


· SHALL set the <entity> element of Presence information document as defined in [OMA-Pres-Spec] to the value of the authenticated identity of the IM User that has de-registered.


NOTE 2: 
Other Presence information elements might be published with the appropriate values at the same time.


9.6.2 Acting as watcher


The IM Client MAY collaborate with the Watcher entity when residing in the same UE. 


When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the IM Client SHALL use the procedures of  "Mobile-originating case” specified in [TS24.229] / [3GPP2 X.S0013.4] subsection 5.1.2A.1.


The exact procedures determining the behaviour of the IM Client acting as a watcher is beyond the scope of the present specification.


9.7 IM specific presence values


This is an informative subclause.


This subclause registers with OMNA the following new values of the <service-description> presence information element defined in [OMA-Pres-Spec] related to IM:


<service-id>:  org.openmobilealliance:IM


<version>: 1.0


Editor’s Note: The values describing the <service-id> of OMA IM need to be registered with OMNA


Appendix H. The parameters to be provisioned for IM service  (Normative)          

10. OMA IM Device Management general


IM Server Presence support is indicated with the parameters defined in the following subsections. The Presence Source residing in the same UE with the IM Client can use this information for discovering which Presence information elements need to be published by the IM Client.


11. OMA IM Device Management Object file


11.1 OMA IM Device Management Object tree


11.1.1 OMA IM Device Management Object parameters


1. /<X>/PRES-SRV-CAP/


A binary flag used for the IM Server to indicate the Presence publish capability of a Presence information element of the IM Server on behalf of the IM Client. The flag must be given in sequence order according to the list of parameters below:


bit 4: “Application-specific (IM) Availability for IM ”


· Occurrence: One


· Format: bin


· Access Types: Get

· Values: <A binary, xxxb4xxxx>

bit4 has 2 values: 0 means no support by the Server and 1 means support is available.


*** NEXT CHANGE To AC file: Add a parameter as below***


APPLICATION-SPECIFIC PARAMETERS


##############################


Characteristic/name: APPLICATION/PRES-SRV-CAP.


Status: Required if Presence is supported.


Occurs: 1/1.


Default value: None.


Used values: Binary. 


Interpretation: Indicates the Presence publishing capability of the presence information element of the IM Server on behalf of the IM Client. The flag must be given in sequence order according to the list of parameters as b1b2b3b4b5b6b7b8 (bit 8 is the lowest bit), where bit 4 is the flag of “Application-specific Availability for IM”, bit 1-3 and bit 5-8 are for other use.


-------


PARAMETER VALUES


################

Characteristic/name/parameter: APPLICATION/PRES-SRV-CAP/1. 


Status: Optional.


Interpretation: Indicates the support of the Presence publishing by the IM Server on behalf of an IM Client.

Appendix I. Pushing Deferred IM Messages

11.2 General


When the user is offline and other user sends IM messages to him/her, the network saves the IM messages into message store entity of the IM server upon the request of the user. After the user registered into the IM server to use IM service, IM Server should be able to push the deferred IM messages to the IM Client based on the setting of user, when it is allowed by the operator.


The following sub-clauses describe how to push deferred IM messages to user.

11.2.1 Use MSRP to Push Deferred IM Messages

In this scenario, the Deferred IM Message will be sent to the IM client. The flow is following:
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1. The user through IM Client registered into IM server [Editor Note: it refers to Registration flow]

2. One or more deferred IM messages are stored in IM server and the IM Server decides to send messages to client by MSRP channel. So the IM server sends a SIP INVITE request to the SIP/IP core to negotiation with the client about establishing MSRP channel.


3. The SIP/IP core sends the SIP INVITE to the client based on information stored during registration.

4. The client analyses the MSRP parameters and returns the agreed parameters by sending a SIP 200 "OK" response to the SIP/IP Core.


5. The SIP/IP Core forwards the SIP 200 "OK" response to the IM Server.

6. The IM server acknowledges the SIP 200 "OK" response with a SIP ACK request sent to the SIP/IP Core.


7. The SIP/IP Core forwards the SIP ACK request to the IM client.

8. The IM Server send the MSRP SEND (with the encapsulated deferred IM message and the timestamp of the time and date received by the IM server) to the IM client by the MSRP channel. 


The MSRP SEND request that will carry the deferred IM message as payload should encapsulate “SIP MESSAGE” message with the Content-Type message/sip or message/sipfrag or “MSRP SEND” messages with the Content type message/msrp. 


The Call-ID in SIP MESSAGE and Message-ID in MSRP are kept intact, providing correlation with other SIP standard mechanism for UA processing transactions. The relevant header of the deferred message, e.g., From, To, P-Asserted-Identity, etc should be encapsulated into the MSRP SEND request content. 


In the bottom of the CR, some examples are described to explain how to encapsulate the deferred messages.


9. The IM Client response MSRP 200 “OK” to IM Server by the MSRP channel.


10. If the IM Server and the IM Client do not use the MSRP channel, the IM Server sends the SIP BYE to SIP/IP Core to disconnect the MSRP channel with the IM Client.


11. The SIP/IP Core forwards the SIP BYE request to the IM client.

12. The IM Client responses the IM Client with SIP 200 "OK" through the SIP/IP Core.

13. The SIP/IP Core forwards the SIP 200 "OK” to the IM Server.

Note: if more than one deferred IM messages will be sent to the client, the IM server will repeat the step 8-9.


_________________________examples of the MSRP encapsulate deferred messages ___________________


1. If the deferred message which want to send is the message received by IM server with SIP MESSAGE:


IM Server has received and stored deferred message is:


   MESSAGE sip:user2@imserver.com SIP/2.0
   Via: SIP/2.0/TCP user1pc.imserver.com; branch=z9hG4bK776sgdkse
   Max-Forwards: 70
   From: sip:user1@imserver.com;tag=49583
   To: sip:user2@imserver.com
   Call-ID: asd88asd77a@1.2.3.4
   CSeq: 1 MESSAGE
   Content-Type: text/plain
   Content-Length: 18


 


   Watson, come here.


IM server pushes the deferred message to client by MSRP:


   MSRP dkei38sd SEND
   To-Path: msrp://user2.imserver.com:7777/iau39;tcp
   From-Path: msrp://imserver.com:8888/9di4ea;tcp
   Message-ID: 452
   Content-Type: message/sip


 


   MESSAGE sip:user2@imserver.com SIP/2.0
   Via: SIP/2.0/TCP user1pc.imserver.com;branch=z9hG4bK776sgdkse
   Max-Forwards: 70
   From: sip:user1@imserver.com;tag=49583
   To: sip:user2@imserver.com
   Call-ID: asd88asd77a@1.2.3.4

   Date: Thu, 21 Feb 2002 13:02:03 GMT 

   CSeq: 1 MESSAGE
   Content-Type: text/plain
   Content-Length: 18


 


   Watson, come here.

2. If the deferred message to be sent, is the message received by IM server with MSRP SEND:


IM Server has received and stored deferred message is:


  INVITE sip:imserver.com SIP/2.0
   To: <sip:imserver.com>
   From: <sip:user1@imserver.com>;tag=786
   Call-ID: 3413an89KU
   Content-Type: application/sdp

 


   c=IN IP4 user1.imserver.com
   m=message 7654 TCP/MSRP *
   a=accept-types:text/plain
   a=path:msrp://user1.imserver.com:7654/jshA7we;tcp


   SIP/2.0 200 OK


   To: <sip:user1@imserver.com>;tag=087js


   From: <sip: imserver.com >;tag=786


   Call-ID: 3413an89KU


   Content-Type: application/sdp


   c=IN IP4 imserver.com

   m=message 12763 TCP/MSRP *


   a=accept-types:text/plain


   a=path:msrp://imserver.com:12763/kjhd37s2s2;tcp


   MSRP dkei38sd SEND
   To-Path: msrp://imserver.com:12763/kjhd37s2s2;tcp
   From-Path: msrp://user1.imserver.com:7654/jshA7we;tcp
   Message-ID: 456
   Content-Type: text/plain


 


       Hi, Alice!  I'm Bob!
       -------dkei38sd$
   


   BYE sip: imserver.com SIP/2.0


   .........

IM server pushes the deferred message to client by MSRP:


   MSRP dkei38sd SEND
   To-Path: msrp://user2.imserver.com:7777/iau39;tcp
   From-Path: msrp://imserver.com:8888/9di4ea;tcp
   Message-ID: 453

   Content-Type: multipart/mixed; boundary="boundary42"


 


    --boundary42
   Content-Type: message/sip


  INVITE sip:imserver.com SIP/2.0
   To: <sip:imserver.com>
   From: <sip:user1@imserver.com>;tag=786
   Call-ID: 3413an89KU
   Date: Thu, 21 Feb 2005 13:02:03 GMT 

   Content-Type: application/sdp

 


   c=IN IP4 user1.imserver.com
   m=message 7654 TCP/MSRP *
   a=accept-types:text/plain
   a=path:msrp://user1.imserver.com:7654/jshA7we;tcp


    --boundary42
   Content-Type: message/sip


   SIP/2.0 200 OK


   To: <sip:user1@imserver.com>;tag=087js


   From: <sip: imserver.com >;tag=786


   Call-ID: 3413an89KU


   Date: Thu, 21 Feb 2005 13:02:03 GMT 

   Content-Type: application/sdp


   c=IN IP4 imserver.com

   m=message 12763 TCP/MSRP *


   a=accept-types:text/plain


   a=path:msrp://imserver.com:12763/kjhd37s2s2;tcp


    --boundary42
   Content-Type: message/msrp 

   MSRP dkei38sd SEND
   To-Path: msrp://alicepc.example.com:7777/iau39;tcp
   From-Path: msrp://bob.example.com:8888/9di4ea;tcp
   Message-ID: 456
   Date: Thu, 21 Feb 2005 13:02:03 GMT 

   Content-Type: text/plain


 


       Hi, Alice!  I'm Bob!
       -------dkei38sd$
  


    --boundary42
   Content-Type: message/sip  


 


   BYE sip:bob@atlanta.example.com SIP/2.0


   Date: Thu, 21 Feb 2005 13:02:03 GMT 

   .........
  
      --boundary42-


Appendix J. Deferred Message Retrieval


The solution assumes that:


· Instant messages addressed to a particular user (e.g. Bob) have been deposited in a mail server (“message store”). For example Alice has deposited message to Bob’s “message store” server


(a) The “message store” server copies the Call-ID header field to the Message-ID header of the message summary. Thus, each stored SIP MESSAGE or complete MSRP session (which has been initiated by a SIP INVITE) is uniquely identified by the Message-ID. For example :


 Message-ID: d0982dkjs @alicepc.example.org

· There is a mechanism in place by which the user is informed of a summary of the instant messages pending to be retrieved. This mechanism includes a unique identifier of each message in the “message store” server i.e. the Message-ID. Such mechanism is described in RFC 3842, “A Message Summary and Message Waiting Indication Event Package for the Session Initiation Protocol (SIP)”


*************************************************************************************************************


7.3.3.x Selective Retrieval of Deferred Messages


7.3.3.x.x IM User Initiates a Request to Select a Particular Message to be Retrieved


Now, when the user selects a particular message to be retrieved, from the “message summary and waiting event Package”, the selected message has a unique SIP URI taken from Message-ID header in the message summary. 


7.3.3.x.x.x Client Procedure


The client will build a unique SIP URI to retrieve a particular message as follows:


Upon receiving a request from the user to retrieve a particular message, the client creates a SIP URI (whose general format is “sip: username@hostname”) and sends SIP INVITE request according to RFC 3261 with the following clarification:


· The escaped value of the selected Message-ID, as the username in the URI


· The hostname of the “message store” server (this is typically pre-configured in the SIP User Agent). 

INVITE sip:d0982dkjs%40alicepc.example.org@bob.mailserver.example.com SIP/2.0


From: <sip:bob@example.com>


To: <sip:d0982dkjs%40alicepc.example.org@bob.mailserver.example.com>


The “%40” is the escaped character corresponding to an “@” sign (this is standard practice in SIP)


· This INVITE request is routed to the “message store” server according to regular SIP procedures, as defined in RFC 3261


7.3.3.x.x.x Server Procedure


The “message store” server extracts the “username”, unescapes it to get the original message ID, retrieves that message, and sends it to the user as defined in section 7.3.x.x [PUSH mechanism]

Change 1:  Selecting and Retrieving Multiple Deferred Messages


7.3.3.x.x Selecting and Retrieving Multiple Deferred Messages


7.3.3.x.x.1 General


The “message store” server host is model as a virtual entity composed of:


· A URI-list server for SIP INVITE transactions, also known as a conference server in draft-ietf-sipping-uri-list-conferencing-03.txt


· One or more virtual SIP User Agents, also contained in the same “message store” server host. Each of these virtual SIP User Agents represents a resource, which in this case, is effectively a stored instant message or session of instant messages.


· A characteristic is that each instant message or session of instant messages is identified by a unique uniform resource identifier (URI).


7.3.3.x.x.xUser Initiates a Request To Retrieve a Selection of Multiple deferred Messages:


7.3.3.x.x.x Client Procedure

When a user instructs client to retrieve a selection of stored instant messages, the client sets up a single SIP session according to RFC 3261 with the following clarification:


· The user agent client sends a single SIP INVITE request that contains two message bodies: the Session Description Protocol (RFC 2327) to setup the instant message session, and a URI-list (as indicated in draft-ietf-sipping-uri-list-conferencing-03.txt). 


· The URI-list contains a list of URIs (list of stored Message-IDs) that identify the messages that the user wants to retrieve


· This INVITE request is routed to the “message store” server according to regular SIP procedures, as defined in   RFC 3261

7.3.3.x.x.x Server Procedure

On receiving such INVITE request:


· The “URI-list server for SIP INVITE transactions” component part of the “message store” server, initiates the INVITE request to each of the virtual SIP User Agents that identify the stored message, as defined in [draft-ietf-sipping-uri-list-conferencing-03.txt]. 


· The “URI-list server for SIP INVITE transactions” sends an INVITE request that includes SDP to each of the URIs indicated in the URI list of the incoming INVITE. This creates a virtual centralized conference between the end user and each of the virtual SIP User Agents that identify a given message. 


     NOTE:  This is the generic case where the virtual SIP User Agents and the “URI-list server ” components of the “message store” server are considered to be located in different hosts. In typical implementation where all components of the “message store” server are in the same host, the interface between these components is a matter of internal calls or a defined APIs.


· Then each of these virtual SIP User Agents sends the stored instant message to the “URI-list server for SIP INVITE transactions”, which in turn, relays them to the end user, as defined in [draft-ietf-sipping-uri-list-conferencing-03.txt]


· Messages in the MSRP SEND requests are sent as defined in section 7.3.x.x [PUSH mechanism]

// The final result is: the end user has retrieved a selection of the stored instant messages in just one shot.


*****************************************************************************


See an example below: OPTION 1 of the Message-ID allocation is considered in this example 
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Figure 1 Charlie’s Client selectively retrieves only the message deposited by Joe’s Client


Let’s assume that an offline user (Charlie), gets back on line and receives the following notification indicating that there are two text messages waiting to be retrieved:


While a user (Charlie) is offline:


1-2. Alice sends an IM with SIP MESSAGE method, the Message is accepted by Charlie’s  Message Server and stored with a unique Identifier


2-9. Joe sends an IM using SIP INVITE, the Message is accepted by Charlie’s Message Server (Message Store), and stored with a unique identifier


10. Charlie gets back online, gets notification via SIP SUBS/NOTIFY (RFC 3842) of the summary of the stored messages waiting: 


“there are 2 new messages waiting for you”.  Also including message headers such as To, From, Date, Subject, and Message-ID (In SIP this maps to Call ID) appended to each message, see below:


NOTIFY sip:charlie@pc.example.com SIP/2.0


      To: <sip:charlie@example.com>;tag=78923


      From: <sip:mailserver.example.com>;tag=4442


      Date: Mon, 10 Jul 2000 04:28:53 GMT


      Contact: <sip:mailserver.example.com>


      Call-ID: adsf0923jsdjw


      CSeq: 31 NOTIFY


      Event: message-summary


      Subscription-State: active


      Content-Type: application/simple-message-summary


      Content-Length: 503


      Messages-Waiting: yes


      Message-Account: sip:charlie@mailserver.example.com


      Text-Message: 2/0 (1/0)


      To: <charlie@example.com>


      From: <alice@example.org>


      Subject: carpool tomorrow?


      Date: Sun, 09 Jul 2000 21:23:01 -0700


      Priority: normal


      Message-ID: 32098d@alicepc.example.org


      To: <charlie@example.com>


      From: <Joe@example.com>


      Subject: HELP! at home ill, present for me please


      Date: Sun, 09 Jul 2000 21:25:12 -0700


      Priority: urgent


      Message-ID: d0982dkjs@Joemobile.example.net


                              *********************************


14-16. Let us assume that Charlie wants to retrieve only the second message, which has been sent by Joe@example.net and is identified by a Message-ID header whose value is d0982dkjs@Joemobile.example.net.  


Charlie then creates a SIP INVITE request addressed to a SIP URI as defined in section 7.3.3.x.x.x .


INVITE sip:d0982dkjs%40Joemobile.example.net@mailserver.example.com SIP/2.0


From: <sip:charlie@example.com>


       To: <sip:d0982dkjs%40Joemobile.example.net@mailserver.example.com>


This INVITE request is routed to the “message store” server according to SIP procedures defined in section 7.3.3.x.x.x. 


17-18. The “message store” server extracts the “username”, unescapes it to get the original message ID, retrieves that message, and sends it to Charlie as defined in section 7.3.x.x [PUSH mechanism].


19-20. The “message store” server sends SIP BYE and the corresponding 200 OK from the client to end the session .

�PAGE \# "'Page: '#'�'"  ��You have moved privacy stuff in general part so this shall be deleted.



�PAGE \# "'Page: '#'�'"  �� I did not know if there would be any sdp extensions required. The relay draft contains some information about usage of a=path  extensions therefore I added the reference but be free to delete it for time being.



�PAGE \# "'Page: '#'�'"  �� We don’t use MSRP-Relay in IM . The IM server is a B2BUA, so I don’t understand this reference 
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