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Change Request

	Title:
	ADRR Comments on Security Section (based on Kent’s)
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	MWG-IM

	Doc to Change:
	OMA-ADRR-IM_SIMPLE-V1_0_0-20060323-D.doc

	Submission Date:
	24 Mar 2006

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Serge Manning, Sprint Nextel, serge.m.manning@mail.sprint.com

	Replaces:
	n/a


1 Reason for Change

Proposes some small updates to Kent’s (Ericsson) suggested as posted on the MWG-IM reflector.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

Requires updates to SIMPLE IM AD document.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Approve into ADRR.
6 Detailed Change Proposal

See embedded file.
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		Source: IBM


The SIP/IP core is not an actor in the architecture. The SIP/IP Core should be removed from Figure 1.

		Status: OPEN


It is a common understanding in OMA that SIP/IP core is required as a reference point.  It is referenced in OMA-AD-IMS-V1_0-20050809-A, PAG, PoC SIP Push and IM SIMPLE. 


From IM’s perspective SIP/IP core is an actor in the architecture that is actively interfacing and very visible to the IM enabler as a part of the service..


From an IM SIMPLE architecture view, having SIP /IP core in, clarifies the model. Removing it ,would blur the architecture.





		A054

		2006.03.20

		

		6.1.2

		Source: IBM


For inter-domain security, IM servers SHALL rely on communication channels that are protected according to [3GPP TS 33.210].




		Status: OPEN


For inter-domain security, IM servers SHALL rely on protected communication channels in the SIP / IP core.



		A055

		2006.03.20

		

		6.1.3.1

		Source: IBM


The integrity and optional confidentiality protection mechanism SHALL be used as specified in [3GPP TS 33.203]/[3GPP2 S.R0086-0]
. 




		Status: OPEN


Those specifications are only references to IETF specifications. They should be considered, as the minimum needed security level on which we can guarantee interoperability. IETF specifies many level of security we are not able in this release to support more then in the referred document and still have interoperability. A SIP proxy following IETF specs can follow the same procedures
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		2006.03.20

		

		6.1.3.1

		Source: IBM


NOTE:  [RFC3261] mandates the support for HTTP digest authentication  [RFC2617 according to] if authentication is performed. However, the 3GPP standard overrules this requirement (as well as the requirement of TLS usage).




		Status: OPEN


In TISPAN IMS, HTTP digest is also supported as an option. TLS is not supported due to the key distribution problems with inter domain communication



		A057

		2006.03.08

		

		6.2

		Source: Vodafone


In the last sentence of the section, I do not know what is the “AP”?

		Status: OPEN

Expand “AP” to “Aggregation Proxy”



		A058

		2006.03.20

		

		6.2

		Source: IBM


The IMS Core can authorize a user to access a service. 
However, the service SHOULD make an authorization decision of what the user is entitled to do. 




		Status: OPEN

Update text:

The SIP/IP Core may authorize a user to access a particular service such as IM. However, the enabler SHOULD make the authorization decisions on what features within the service the user is entitled to. Thus,  the SIP/IP Core and the IM enabler can both make authorization decisions, at different granularities.







�Please use the words “when running in an IMS environment, …”   Other techniques can be used when not in IMS.



�When running in IMS, …



�Does this IM work ONLY on IMS???



�Outside scope of IM?  Do you mean “any underlying network”?








