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1 Reason for Change

This contribution addresses comment I269 and I 270.
	I269
	2007.01.11
	T
	6.1.2.1
	Source: Nadia Bishai, Nadia.Bishai@ericsson.com

Form: INP doc

Comment:  Section not updated to handle a user access policy stored in Shared Policy XDMS.

Proposed Change: Rewrite section to reference “Shared Policy XDMS”. Define how the <media> element and <allow-invite> element shall be used. ( Both “pass” and “accept” shall allow IM to be sent, “reject” shall bar IM to be sent to the client.


It removes references to the IM-XDMS and replaces them with references to the Shared Policy XDMS to describe how access policy is used to determine whether a message or a session invitation should be accepted from a sending user.

It also adds an appendix with examples to illustrate this implementation.

R01 Changes the reference to Shared-List
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

N/A

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Discuss and adopt proposed text.

6 Detailed Change Proposal

2.1 Normative References

	OMA:
	

	[Shared-List]
	“Shared List XDM Specification” V2.0, Open Mobile Alliance™, OMA-TS-XDM_Shared_List-V2_0
URL: http://www.openmobilealliance.org/


6.1.2 Terminating Participating Function

6.1.2.1 General

Upon receiving an IM request to be terminated at the served IM user, the IM Server:

· 1. SHALL check the incoming request barring settings, i.e., isb-settings for IM Conference Session and ipab-settings for IM Pager Mode message, as specified in Appendix E.2 “IM Specific Service Settings XML Document”. If the settings result resolves into the barring of an IM request, the IM Server SHALL respond with an appropriate response as specified in RFC3261. Otherwise, continue with the rest of the steps;  

· 2. SHALL check that  the Authenticated Originator's IM Address of the sender in the initial SIP request is not rejected according to the Access Policy as follows: 

· a. In case of IM Conference Session or Large message with the value “reject” in the <allow-invite> action for the “message-session” <media> condition  defined for the receiving IM User as described in [Shared-Policy] and illustrated in appendix X; or,

· b. in case of IM Pager Mode with the value “reject” in the <allow-invite> action for the “pager-mode-message” <media> condition defined for the receiving IM User as described in [Shared-Policy] and illustrated in appendix X.  

· If it is rejected, the IM Server SHALL respond with an appropriate response as specified in [RFC3261. Otherwise, continue with the rest of the steps;

· 3. Shall apply the operator policies on message size and content as follows : 

· a. In case of pager mode message :  SHALL check the message size and content against the Operator policies specified for the service and for the IM user as defined  by terminating network operator . If the size or content do not conform to the policies, the IM Server SHALL respond with a SIP 403 “Forbidden” response to the originating network. Otherwise, continue with the rest of the steps; 

· b. in case of large mode message, IM Conference session or file transfer session : SHALL check the SIP INVITE SDP attributes against operator policies specified for the service and for the IM user as defined  by terminating network operator. If the size or content do not conform to the policies, the IM Server SHALL respond with the size and content supported by operator policy. Otherwise, continue with the rest of the steps;

· 4.  In case of Pager Mode, if the “Expires” header is included, it SHALL check if the message is still valid. If not, the message is handled based on local policy.

· 5. SHALL check the availability status of the subscriber based on the subscriber registration status. If the subscriber is unable to receive the message (i.e., the subscriber is not registered) and the SIP message request is for Large mode message or SIP MESSAGE as defined in 9.2.1 “IM Client invited to Large Message Session” and 8.2.1 “IM Client receives a SIP MESSAGE” respectively, then the server SHALL execute the processing described in section  “Request Terminated at the Served IM user”  for deferred messages. Otherwise, continue with the rest of the steps.

· 
· 6. SHALL check if the IM user’s history settings  “hist-settings”   i.e. <hist-activation> element is set to active and if so, SHALL execute the procedures described in section ‎13.2.3 “Storage”;

· 7. SHALL forward a SIP request towards the IM Client of the terminating IM User according to rules and procedures of the SIP/IP Core and to the subsections below.

Upon receiving a SIP final response the IM Server SHALL forward the SIP final response along the signalling path towards the originating IM Client according to rules and procedures of [RFC3261]. 

When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the IM Server SHALL use 3GPP/3GPP2 IMS mechanisms, according to rules and procedures of [3GPP TS 24.229] / [3GPP2 X.S0013.004] with the clarifications given in this section.

Appendix X: Access Policy examples (Informative)

This appendix illustrates the use of the Shared Access Policy to define how messages, file transfer requests and or session invitations are to be accepted or rejected from an individual sender or a list of senders.
Note that some of the contents are still under development  by the PAG group
The User Access Policy document makes use of the following two elements defined for the <rule> element in [COMMONPOL]: 

· <conditions>

· <actions>

The <conditions> child element of any <rule> element:

a)  MAY include the <external-list> element, as defined in [XDM_Spec]  “Common Extensions”; 
The <external-list> element can be used to provide a “blocklist” of users to be blocked. This <external-list> would be oma_blockedcontacts as described in [Shared-List] XDMS.
b) MAY include the <media> element, as defined in [XDM_Spec]  “Common Extensions”
The <media> element:

1)
MAY include the <message-session> media element indicating session based messaging as defined in [MSRP];

2)
MAY include the <pager-mode-message> media element indicating pager mode message requests as defined in [RFC3428];

3)
MAY include the <file-transfer> media element indicating file transfer as defined in [IM TS];

4)
MAY include the <group-advertisement> media element indicating extended group advertisement as defined in [XDM_Shared_Group]; 

5)
MAY include the <audio> media element indicating a streaming media type as defined in [RFC3840];

6)
MAY include the <video> media element indicating a streaming media type as defined in [RFC3840];

7)
MAY include any other elements from any other namespaces for the purpose of extensibility

The <actions> child element of any <rule> element:

a) MAY include the <allow-invite> element;
The <allow-invite> element defines the action the Application Server is to take when processing a communication request, respectively, for a particular User. This element has one of the following three values, whose use is described in Application Server in question. The value is of an enumerated integer type:

 


“reject”
instructing the Application Server to reject the communication request. 

“accept”
instructing the Application Server to accept the communication request. 

This example illustrates the use of a shared Policy rule to define a blocked list of users from whom pager mode messages are not to be accepted
<?xml version="1.0" encoding="UTF-8"?>

<ruleset xmlns="urn:ietf:params:xml:ns:common-policy"

xmlns:uap="urn:oma:xml:poc:poc-rules"


 xmlns:ocp="urn:oma:xml:xdm:common-policy"

             xmlns:ocp1="urn:oma:xml:xdm:media-extension">
<rule id="ythk765">

<conditions>
     <ocp:external-list> 

                <ocp:entry anchor="http//:xcapserver/resource-lists/users/sip:bob@example.com/index/~~/resource-lists/list%5b@name=%22oma_blockedcontacts%22"/>

      </ocp:external-list>
      <ocp1:media>

            <ocp1: pager-mode-message/>
      </ocp1:media>
    </conditions>

    <actions>
        <uap:allow-invite>reject</uap:allow-invite>

    </actions>

</rule>
</ruleset>
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