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1 Reason for Change

Reason for this CR is the CONRR comment I563

	I563
	2007.01.10
	T
	8.1.1
	Source: Siemens AG

Form: 

Comment: It shouldn’t be allowed to send pager mode messages anonymously. Users don’t want to receive anonymous pager mode messages.

Proposed Change: Disallow the privacy header in pager mode messages.
	Status: OPEN

AI Brigitte to initiate an email discussion to address this issue.

.


The current situation in the IM TS is as follows:
	Anonymous access
	One-to-one
	Adhoc group
	Predefined group

	Pager mode
	Always allowed (no check)
	Dependent on IM server policy
	Dependent on IM server policy

	Large message
	Always allowed (no check)
	Always allowed
	Dependent on group policy

	Session mode
	Always allowed (no check)
	Always allowed
	Dependent on group policy


Proposed solution :

	Anonymous access
	One-to-one
	Adhoc group
	Predefined group

	Pager mode
	Dependent on IM server policy (*)
	Dependent on IM server policy
	Dependent on 1. IM server policy AND

2. group policy

	Large message
	Dependent on IM server policy (*)
	Dependent on IM server policy
	Dependent on 1. IM server policy AND

2. group policy

	Session mode
	Dependent on IM server policy (*)
	Dependent on IM server policy
	Dependent on 1. IM server policy AND

2. group policy


(*) Note that in the one-to-one case, the policy about anonymous access can only be enforced if the PF is acting as a B2BUA.

2 Impact on Backward Compatibility

none

3 Impact on Other Specifications

none

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Discuss and accept

6 Detailed Change Proposal

Change 1:  For pager mode messages to predefined groups, policy about anonymous access should be dependent on the predefined group settings.

8.3 Controlling Server procedures for Pager Mode

8.3.1 Requests Terminated at the Controlling Function

8.3.1.1 Receiving SIP MESSAGE request for group communication

Upon receipt of a SIP MESSAGE request IM Server:

· 1. SHALL reject the SIP MESSAGE request with a SIP 403 "Forbidden" response, if the SIP MESSAGE request contains a  URI-list and the IM Server does not support the “MESSAGE URI-list service” as defined in [draft-uri-list-message]; otherwise continue with next step.

· 2. SHALL check whether the Request-URI contains an IM Group Identity owned by the IM Server if the SIP MESSAGE is received destined for IM Group. If not, then it will perform the actions specified in subclause 11.2 "Conference URI does not exist"; otherwise continue with next step.

· 3. SHALL check the Conference URI is owned by the IM Server if the SIP MESSAGE is received destined for URI-List. If not, then it will perform the actions specified in subclause 11.1 "Conference Factory URI does not exist"; otherwise continue with next step.

· 4. SHALL check if the received Session Identity is that of an on-going Session known by the Server If the SIP MESSAGE received is destined for an on-going SIP Session. If not, then it will return a SIP 403 "Forbidden" response; Otherwise, continue with the rest of the steps;

· 5. SHALL check the Authenticated Originator's IM Address and authorize the request and if it is not authorized the IM Server SHALL return a SIP 403 "Forbidden" response. Otherwise, continue with the rest of the steps;

· 6. If anonymity is not allowed by IM server and anonymity is requested, it SHALL return a SIP 403 “Forbidden” response. Otherwise, continue with the rest of the steps;

· 6. SHALL if the SIP MESSAGE was received for a Pre-defined Group and anonymity is requested
check whether privacy is allowed for the Authenticated originator’s IM Address. Allowing privacy for a specific Authenticated Originator’s IM Address is defined using <allow-anonymity> element of the IM Group’s authorization rules as specified in [Group XDM Specification]. If not allowed, the IM Server SHALL respond with a SIP 403 "Forbidden" error response to the originating network. Otherwise, continue with the rest of the steps.
· 7. SHALL check whether the SIP MESSAGE contains Disposition-Notification header fields and the header contains the "aggregate" parameter, if true the IM Server SHALL start a timer a with configurable period of time to wait for aggregating delivery notifications;

· 8. SHALL send the SIP MESSAGE requests towards each IM Address as specified in the subclause 8.3.2.1 "SIP MESSAGE requests”; 

· 9. SHALL send a SIP 202 "Accepted" response along the signaling path towards the initiating IM Client according to [draft-uri-list-message].

When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the IM Client SHALL use 3GPP/3GPP2 IMS mechanisms according to rules and procedures of [3GPP TS 24.229] / [3GPP2 X.S0013.4] with the clarifications given in this subclause.

Change 2:  For large messages/IM sessions with an adhoc group, anonymous access should be dependent on IM Server policy

7.2.1.2 Ad-hoc IM Group setup request

A client can set up a 1-to-1 IM as a special case of an ad hoc IM Conference with only one participant in the Uri-list.

Upon receiving of an initial SIP INVITE request the IM Server:

· 1. SHALL check whether the Conference-factory-URI contained in the Request URI is allocated and perform the actions specified in subclause 11.1 "Conference-factory URI does not exist" if it is not allocated;

· 2. SHALL perform actions to verify the Authenticated Originator's IM Address and authorize the request, and if it is not authorized by the IM Server SHALL return a SIP 403 “Forbidden” response. Otherwise, continue with the rest of the steps;

· 3. If anonymity is not allowed by IM server and anonymity is requested, it SHALL return a SIP 403 “Forbidden” response. Otherwise, continue with the rest of the steps;

· 4. SHALL establish an IM Session and allocate an IM Session Identity for the IM Session as described in [sipping-conferencing];

· 5. SHALL check if the SDP parameters in the SDP offer of the inviting User are allowed/supported by the Conference server according to operator policy. If an SDP parameter is not allowed, the Conference server SHALL process the request as specified in [RFC3264], otherwise continue with the rest of the steps;

· 6. SHALL check from the MIME resource-lists body that the maximum number of Participants allowed in an Ad-hoc IM Group Session is not exceeded. If exceeded, IM Server SHALL return SIP 486 “Busy Here” response with the warning header set to “too many participants”. Otherwise, continue with the rest of the steps; and,

· 7. SHALL invite the IM Users listed in the MIME resource-lists body as specified in subclause 7.2.2.2 "IM Session invitation request".

Change 3:  Add general rule that IM Server policy regarding Privacy should be checked

14.3 Privacy

An IM User MAY request privacy for the identity of the IM User meaning that the IM Address of the IM User is hidden from other IM Users. The IM Client SHALL use mechanisms defined in [3GPP TS 24.229] to request privacy. 

If an inviting, invited or joining IM User requests privacy of his IM Address then the following procedures SHALL take place in the system operating in the trusted domain(s):

· The IM Server performing the Controlling IM Function SHALL retain privacy information of the Participants for the duration of the IM Session.

· The SIP/IP Core serving the invited IM User SHALL provide the privacy of the IM Address of the inviting IM User on Control Plane at the IM-1 reference point.

· The IM Server performing the Controlling IM Function SHALL provide the privacy of the IM Addresses of Participants when providing the Participant information notifications.

· The IM Server performing the Controlling IM Function SHALL provide the privacy of the IM Address of the talking IM User at the IM-3 and IM-4 reference points.  

If privacy for the identity is not requested then IM Servers and SIP/IP Core passes the IM Address of the inviting IM User to the invited IM User.
If privacy for the identity is requested, but privacy  is not allowed according to the IM Server policy, the involved entity SHALL reject the request.
If privacy for the identity is requested, and privacy for the identity is allowed according to the IM Server policy, but privacy for the identity is not allowed in the IM Group authorization rules as specified in [IM XDM Specification], the involved entity SHALL reject the request.

When SIP/IP Core corresponds with 3GPP/3GPP2 IMS then privacy mechanisms as defined in [3GPP TS 24.229]/[3GPP2 X.S0013.4] are used.

User’s Personal Information SHALL be protected by adequate security.
Change 4:  For predefined group, policy regarding anonimity should be based first on IM server policy, and then on Group policy

7.1 IM Client procedures for IM Sessions

7.1.1 Originating Client procedures

7.1.1.1General

The IM Client SHALL generate an initial SIP request according to rules and procedures of [RFC3261].  The IM Client:

· 1. SHALL include an Accept-Contact header with the IM feature-tag ‘+g.oma.sip-im' according to rules and procedures of  [RFC3841] in all initial SIP requests;

· 2. SHALL include a User-Agent header to indicate the IM release version as specified in Appendix F “Release version in User-agent and Server headers”;

· 3. SHOULD include an Allow header with all supported SIP methods; 
· 4. SHALL include the IM feature-tag '+g.oma.sip-im' in the Contact header

· 5. SHALL include value ''id'' in a Privacy header if anonymity is requested according to rules and procedures of [RFC3325].

NOTE:
If anonymity is not allowed according to the IM Server policy or anonymity is not allowed for the IM Group indicated with the Request-URI of the SIP INVITE based on the rules specified in the [XDM Specification] the IM Session will not be allowed by the IM server hosting the IM Group.

· 6. SHALL include the option tag 'timer' in the Supported header; and,

· 7. SHOULD include the Session-Expires header with the refresher parameter set to ''uac'' according to rules and procedures of [RFC4028].

· 8. SHALL insert in the SIP INVITE request a Content-Type header with multipart/mixed as specified in [RFC2046];

On receipt of a SIP final response or SIP provisional response to the SIP request, the IM Client: 

· 1. SHALL store the list of SIP methods that the IM Server supports if received in the Allow header; and,

· 2. SHALL store the contact if received in the Contact header.

On receipt of the SIP 200 "OK" response to the initial SIP INVITE request the IM Client:

· 1. SHALL start the SIP Session timer using the value received in the Session-Expires header according to rules and procedures of [RFC4028].

· 2. In the case of IM group session, the IM Client SHALL subscribe to the Conference State Event Package as specified in subclause 7.1.1.11 "IM Client Subscription to the Conference State Event Package".

Change 5:  For predefined group, policy regarding anonimity should be based first on IM server policy, and then on Group policy

7.1.1.7 IM Client adding IM User(s) to an IM Conference Session

Upon receiving a request from the IM User to add one or more IM Users to an ongoing IM Conference Session, the IM Client:

-
1. SHALL generate a SIP REFER request according to rules and procedures of [RFC3515]; 

· 2. SHALL set the Request-URI of the SIP REFER request to the IM Session Identity; 

· 3. SHALL, if only one IM User is invited, 

a) set the Refer-To header of the SIP REFER request to the IM Address of the Invited IM User according to rules and procedures of [RFC3515].

b) ii. SHALL set the Refer-Sub header to “false” according to rules and procedures of [RFC 4488];

· 4. SHALL, if more then one user is invited:

a) include a Refer-To header with a pointer to an URI-list in a body part containing the MIME resource-list body according to rules and procedures of [draft -multiple-refer]; and,

b) SHALL include a MIME resource-lists body with the list of the IM Users to be added according to rules and procedures of [draft -multiple-refer.txt]. 

c) SHALL set the Refer-Sub header to “true” according to rules and procedures of [RFC 4488] and [draft-ietf-sipping-multiple-refer-06.txt] 
d)
SHALL include the “multiple-refer” and “norefersub” option-tag in the Require header field of the REFER according to rules and procedures of [RFC 4488] and [draft -multiple-refer.txt].

· 5. SHOULD, if the on-going IM Session is an Ad-hoc IM Group Session or 1-1 IM Session on the Home IM Server of the IM User, check that the number of the Invited IM Users on the URI-list or in the Refer-To header does not exceed the maximum number of Participants allowed in an Ad-hoc IM Group Session as indicated in “MAX-ADHOC-GROUP-SIZE” parameter provisioned for IM Client. If exceeded, the IM Client SHOULD notify the IM User. Otherwise, continue with the rest of the steps.

· 6. SHALL include value "id” in a Privacy header according to rules and procedures of [RFC3325], if anonymity is requested; 

NOTE 1:
If anonymity is not allowed  for the IM Group indicated with the Request-URI of the SIP REFER request based on rules specified in the [IM-XDM Specification] the IM Session will not be allowed by the IM Server hosting the IM Group. 

· 7. SHALL send the SIP REFER request towards the IM the IM Session Identity. 

Change 6:  For predefined group, policy regarding anonimity should be based first on IM server policy, and then on Group policy

7.2.1.3 Pre-defined IM Group Session setup request

Upon receiving an initial SIP INVITE request the IM Server:

· 1. SHALL check that the IM Group Identity in the Request-URI identifying a Pre-defined IM Group is owned by this IM Server and if it is not then the IM Server SHALL perform the actions specified in subclause 11.2 "Conference URI does not exist". Otherwise, continue with the rest of the steps; 

· 2. SHALL check the presence of the "isfocus" feature parameter in the URI of the Contact header and if it is present then the IM Server performing the Controlling IM Function SHALL reject the request with a SIP 403 "Forbidden" response including "isfocus already assigned" text in the Warning header. Otherwise, continue with the rest of the steps;

· 3. SHALL perform actions to verify the Authenticated Originator's IM Address of the Inviting IM User and authorize the request as specified in subclause 7.2.2.3 “IM Session initiation policy” and if it is not authorized the IM Server SHALL return a SIP 403 “Forbidden” response. Otherwise, continue with the rest of the steps;

· 4. SHALL check whether the Authenticated Originator's IM Address of the joining IM User is allowed to join by performing the actions specified in subclause 7.2.2.9 "IM Session joining policy". If it is not allowed to join the IM Server performing the Controlling IM Function SHALL respond with a SIP 403 "Forbidden" response to the originating network. Otherwise, continue with the rest of the steps;

· 5. SHALL check whether anonymity is allowed by the IM Server, when anonymity is requested. If not allowed,  the IM Server SHALL respond with a SIP 403 "Forbidden" error response to the originating network. 
· 6. SHALL check whether privacy is allowed for the Authenticated originator’s IM Address, when anonymity is requested with the Privacy header containing the tag "id".  If not allowed, the IM Server SHALL respond with a SIP 403 "Forbidden" error response to the originating network. Allowing privacy for a specific Authenticated Originator’s IM Address is defined using <allow-anonymity> element of the IM Group’s authorization rules as specified in [Group XDM Specification].  Otherwise, continue with the rest of the steps;

· 7.. SHALL validate that the MSRP Media Parameters are acceptable for the IM Server and if not reject the request with a SIP 488 "Not Acceptable Here" response. Otherwise, continue with the rest of the steps;

· 8. if the IM Group does not have already an Active IM Session then the IM Server:

a) SHALL invite members of the Pre-defined IM Group as specified in subclauses 7.2.2.3 "IM Session initiation policy" and 7.2.2.2 "IM Session invitation request";

b) SHALL interact with MSRP Switch as defined in [MSRP] and do not continue the rest of the steps.

· 9. if the IM Group has already an active IM Session then IM Server:

a) SHALL generate a SIP 200 "OK" response as specified in the 7.2.1.1 "General"; 

b) SHALL include a MIME SDP body in the SIP 200 "OK" response as the SDP answer according to rules and procedures of [RFC3264], [RFC4566] and [MSRP] with the following additional instruction;

i.  Include in the ‘accept type’ SDP media attribute selected mime types by the IM Server from those contained in the SDP offer in the incoming SIP INVITE request from the originating network, and those in the SDP answer in SIP 200 “OK” ;

c) SHALL send the SIP 200 "OK" response towards the Inviting IM Client according to the rules and procedures of SIP/IP Core; and,

d) SHALL interact with MSRP switch as specified in [MSRP]; 

e) SHALL send a notification to the IM Clients, which have subscribed to the conference state event package that the Inviting IM User has joined in the IM Group Session, as specified in subclause 7.2.2.10 "Generating a SIP NOTIFY request".
Change 7:  For predefined group, policy regarding anonimity should be based first on IM server policy, and then on Group policy

7.2.1.4 Joining Pre-defined IM Group Session request

Upon receipt of a SIP INVITE request that includes a IM Group Identity, which identifies the Pre-defined IM Group in the request URI that is owned by the IM Server, the IM Server: 

· 1. SHALL check the presence of the "isfocus" feature parameter in the URI of the Contact header and if it is present then the IM Server SHALL reject the request with a SIP 403 "Forbidden" response including "isfocus already assigned" text in the Warning header. Otherwise, continue with the rest of the steps;

· 2. SHALL check whether the Authenticated Originator's IM Address of the joining IM User is allowed to join by performing the actions specified in subclause 7.2.2.9 "IM Session joining policy". If it is not allowed to join the IM Server SHALL reject the request with a SIP 403 "Forbidden" response to the originating network. Otherwise, continue with the rest of the steps;

· 3. SHALL check if the <max-participant-count> as specified in [Group-XDM Specification] is already reached. 

NOTE:
The History Function Participant SHALL NOT be calculated as a Participant when evaluating the <max-participant-count>.

· If reached, IM Server SHALL

· If the joining participant is a History function, check if  the Refer-by header field is that of a user who is allowed to invoke  the History Function , and if yes then continue with the step 4; otherwise 

· return SIP 486 “Busy Here” response with the Warning header set to “Too many participants” to the originating network. Otherwise, continue with the rest of the steps;
· 4. SHALL check whether anonymity is allowed by the IM Server, when anonymity is requested. If not allowed,  the IM Server SHALL respond with a SIP 403 "Forbidden" error response to the originating network. 

· 5. SHALL check whether privacy is allowed for the Authenticated Originator’s IM Address, when anonymity is requested with the Privacy header containing the tag "id".  If not allowed, the IM Server SHALL respond with a SIP 403 "Forbidden" response to the originating network. Allowing privacy for a specific Authenticated Originator’s IM Address is defined using <allow-anonymity> element of the Group’s authorization rules as specified in [Group-XDM Specification].  Otherwise, continue with the rest of the steps;

· 6. SHALL validate that the MSRP media parameters in the SIP INVITE request are acceptable for the IM Server and if not reject the request with a SIP 488 "Not Acceptable Here" response. Otherwise, continue with the rest of the steps;

· 7. SHALL check whether the IM Group Session already exists. If it doesn't exist, the IM Server creates an IM Group Session as follows: 

a) SHALL follow the procedures as specified in subclauses 7.2.2.3 "IM Session initiation policy" and 7.2.2.2 "IM Session invitation requests";

b) SHALL interact with MSRP Switch as defined in [MSRP] and SHALL not continue the rest of the steps.

· 8. SHALL accept the SIP request and generate a SIP 200 "OK" response to the SIP INVITE request as specified in the subclause 7.2.1.1 "General". The IM Server: 

a) SHALL include a SDP body in the SIP 200 "OK" response as a SDP answer according to rules and procedures of [RFC3264], [RFC4566] and [MSRP] with the following additional instruction :

b) Include in the ‘accept types’ SDP media attribute the selected ‘mime types’ by the IM Server from those contained in the SDP offer in the incoming SIP INVITE request from the originating network, and those in the SDP answer in SIP 200 “OK” ;

· 9. SHALL send the SIP 200 "OK" response towards the IM Client according to rules and procedures of SIP/IP Core;

· 10. SHALL send a notification to the IM Clients, which have subscribed to the conference state event package that a IM User has joined in the IM Group Session, as specified in subclause 7.2.2.10 "Generating a SIP NOTIFY request"; and,

· 11. SHALL send the SIP NOTIFY request to the IM Clients according to rules and procedure of the SIP/IP Core.

Change 8:  For predefined group, policy regarding anonimity should be based first on IM server policy, and then on Group policy

7.2.1.5 Rejoining IM Group Session request

Upon receipt of a SIP INVITE request that includes an IM Session Identity in the Request-URI the IM Server:

· 1. SHALL check whether the IM Session with this IM Session Identity exists. If it does not exist, the IM Server performing the Controlling IM Function SHALL respond with a SIP 403 ”Forbidden” response to the originating network. Otherwise, continue with the rest of the steps;

· 2. SHALL check whether the Authenticated Originator's IM Address of the joining IM User is allowed to join by performing the actions specified in subclause 7.2.2.9 "IM Session joining policy". If it is not allowed to join the IM Server performing the Controlling IM Function SHALL respond with a SIP 403 ”Forbidden” response to the originating network. Otherwise, continue with the rest of the steps;

· 3. SHALL in the case a Pre-defined IM Group Session check if the <max-participant-count> as specified in [Group-XDM Specification] is already reached.  If reached, IM Server SHALL return a SIP 486 “Busy Here” response with the Warning header set to “Too many participants” to the originating network. Otherwise, continue with the rest of the steps;
· 4. SHALL check whether anonymity is allowed by the IM Server, when anonymity is requested. If not allowed,  the IM Server SHALL respond with a SIP 403 "Forbidden" error response to the originating network. 
· 5. SHALL check whether privacy is allowed for the Authenticated Originator’s IM Address, when anonymity is requested with the Privacy header containing the tag "id".  If not allowed, the IM Server SHALL respond with a SIP 403 "Forbidden" response to the originating network. Allowing privacy for a specific Authenticated Originator’s IM Address is defined using <allow-anonymity> element of the Group’s authorization rules as specified in [Group-XDM Specification]. Otherwise, continue with the rest of the steps;

· 6. SHALL validate that the MSRP Media Parameters are acceptable for the IM Server and if not reject the request with a SIP 488 "Not Acceptable Here" response. Otherwise, continue with the rest of the steps;

· 7. SHALL accept the SIP request and generate a SIP 200 "OK" response to the SIP request as specified in the subclause 7.2.2.1 "General"; 

· 8. SHALL include a MIME SDP body as a SDP answer in the SIP 200 "OK" response according to rules and procedures of [RFC3264], [RFC4566] and [MSRP] as follows:

a) Include in the ‘accept types’ SDP media attribute the selected ‘mime types’ by the IM Server from those contained in the SDP offer in the incoming SIP INVITE request from the originating network, and those in the SDP answer in SIP 200 “OK”;

· 9. SHALL send the SIP 200 "OK" response towards the IM Client according to rules and procedures of SIP/IP Core;

· 10. SHALL interact with the MSRP Switch as specified in [MSRP];

· 11. SHALL generate a notification to the IM Clients, which have subscribed to the conference state event package that a IM User has joined in the IM Group Session, as specified in subclause 7.2.2.10 "Generating a SIP NOTIFY request"; and,

· 12. SHALL send the SIP NOTIFY request to the IM Clients according to rules and procedure of the SIP/IP Core.

Change 9:  For predefined group, policy regarding anonimity should be based first on IM server policy, and then on Group policy

7.2.1.7 Adding Participants to IM Group Session request

Upon receiving a SIP REFER request that is without a method parameter in the Refer-To header or when the method parameter is set to "INVITE" in the Refer-To header, the IM Server: 

· 1. SHALL perform actions to verify the Authenticated Originator's IM Address of the inviting IM User and authorize the request as specified in subclauses 7.2.2.3 "IM Session initiation policy" and 7.2.2.7 "IM Session adding policy" and if it is not authorized the IM Server SHALL return a SIP 403 "Forbidden" response. Otherwise, continue with the rest of the steps;
· 2. SHALL check whether anonymity is allowed by the IM Server, when anonymity is requested. If not allowed,  the IM Server SHALL respond with a SIP 403 "Forbidden" error response to the originating network. 
· 3. SHALL, for the case of a request to add Participants to a Pre-defined IM Group Session, check whether privacy is allowed for the Authenticated Originator’s IM Address, if anonymity is requested via a Privacy header containing the tag "id" in the SIP REFER request.  If not allowed, the IM Server SHALL respond with a SIP 403 "Forbidden" response to the originating network.  Allowing privacy for a specific Authenticated Originator’s IM Address is defined using <allow-anonymity> element of the Group’s authorization rules as specified in [Group-XDM Specification].  Otherwise, continue with the rest of the steps;

· 4. SHALL extract the IM Address(es) of the IM User(s) from the SIP REFER request to be invited either:

a) from the Refer-To header according to rules and procedures of [RFC3515]; or,

b) from the MIME resource-list body according to rules and procedures of [draft-multiple-refer]; 

· 5. SHALL, for the addition of IM User(s) to an Ad-hoc IM Group Session, check whether the IM User(s) to be added, in addition to those already participating, do not exceed the maximum number of Participants allowed in an Ad-hoc IM Group Session. If exceeded, according to the local policy, the IM Server SHALL return a SIP 486 “Busy Here” response with the Warning header set to “Too many participants” to the originating network.  Otherwise, continue with the rest of the steps;

· 6. SHALL, for the addition of users to a Pre-defined IM Group Session, check whether the IM User(s) to be added, in addition to those already participating, do not exceed the maximum number of Participants allowed in the IM Group Session according to the <max-participant-count> parameter, which is specified in [Group-XDM Specification].  If exceeded, the IM Server SHALL return a SIP 486 “Busy Here” response with the Warning header set to “Too many participants” to the originating network.  Otherwise, continue with the rest of the steps.

· 7. SHALL generate a SIP 2xx final response to the SIP REFER request according to rules and procedures of [RFC3515];

· 8. SHALL if the SIP REFER request was an initial SIP request received outside of an existing dialog, then the IM Server SHALL include in the response to the SIP REFER request a Supported header with the option tag “norefersub” according to rules and procedures of [RFC4488];

· 9. SHALL check the presence of the Refer-Sub header of the SIP REFER request and if it is present and it has the value “false” then the IM Server SHALL include in the response to the SIP REFER request a Refer-Sub header set to “false” according to rules and procedures of [RFC448];

· 10. SHALL send the SIP 2xx final response to the SIP REFER request towards the IM Client according to rules and procedures of the SIP/IP Core;

· 11. SHALL perform for the IM Addresses allowed according to 7.2.2.7 "IM Session adding policy" the actions described in subclause 7.2.2.2 "IM Session invitation requests" for each IM User; and,

· 12. SHALL if the Refer-Sub header is not present or is set to “true” in the SIP REFER request, generate and send to the IM Client SIP NOTIFY request(s) as specified in the subclause 7.2.2.10 “Generating a SIP NOTIFY request to the SIP REFER request” based on the progress of each SIP INVITE request sent to IM User(s) in accordance with sub-clause 7.2.2.2 "IM Session invitation request". 
Change 10:  For predefined group, policy regarding anonimity should be based first on IM server policy, and then on Group policy

7.2.2.2 IM Session invitation requests

This subclause describes the procedures for inviting an IM User to an IM Session. The IM Server:

· 1. SHALL generate a SIP INVITE request as specified in subclause 7.2.2.1 "General";

· 2. SHALL set the nick name in the Authenticated Originator’s IM Address to the one defined for this IM User in the IM Group definitions as specified in [Group XDMS], if configured; otherwise set the nick name in the Authenticated Originator’s IM Address to the one in the incoming SIP request;

· 3. IF the SIP INIVTE request contain a URI-List, the IM Server SHALL send the SIP INVITE request to the participants in the URI-list as defined in [Draft URI-list]

· 4. SHALL include a MIME SDP body as a SDP offer according to rules and procedures of [RFC3264] , [RFC4566] and [MSRP] as following additional instruction:

· a) Include all the ‘a’ attributes accompanying the MSRP media line selected by the IM server from those contained in the original SDP offer from the originating network,

· 5. SHALL send the SIP INVITE request towards the SIP/IP Core according to rules and procedures of the SIP/IP Core.

Upon receiving a SIP 180 "Ringing" response for the SIP INVITE request the IM Server: 

· 1. MAY send a notification to the IM Clients, which have subscribed to the conference state event package that an Invited IM User is alerted to join to the IM Group Session, as specified in subclause 7.2.2.10 "Generating a SIP NOTIFY request".

Upon receiving SIP provisional responses for the SIP INVITE request(s) the IM Server:

· 1. SHALL store the list of supported SIP methods if received in the Allow header; and

· 2. SHALL store the contact received in the Contact header;

Upon receiving SIP 200 "OK" response for the SIP INVITE request the IM Server 

· 1. SHALL store the list of supported SIP methods if received in the Allow header; 

· 2. SHALL store the contact received in the Contact header;
· 3. SHALL check whether anonymity is allowed by the IM Server, when anonymity is requested. If not allowed,  the IM Server SHALL respond with a SIP 403 "Forbidden" error response to the originating network. 
· 4. SHALL check whether the privacy is allowed in this IM Group, when anonymity is requested with the Privacy header containing the tag "id".  If not allowed, the IM Server SHALL according to local policy either accept the SIP response ignoring the privacy request or release the IM Client from the IM Session immediately as specified in 7.2.1.9 “Removal of Participant from the IM Session”.  Allowing privacy in the Group is defined using <allow-anonymity> element as specified in [Group XDM Specification].  If accepted, continue with the rest of the steps;

· 5. SHALL interact with MSRP switch  as specified [MSRP] and,

· 6. SHALL send a notification to the IM Clients, which have subscribed to the conference state event package that an Invited IM User has joined in the IM Group Session, as specified in subclause 7.2.2.10 "Generating a SIP NOTIFY request".
Change 11:  For predefined group, policy regarding anonimity should be based first on IM server policy, and then on Group policy

7.2.3.2 Chat Alias in an IM conference

The IM chat Server maintains a table where all the participants are listed with the chat aliases they are using. The purpose of this table is to guarantee that a chat alias is uniquely allocated to a user to avoid duplicated entries.
When the IM Server receives a SIP INVITE request and the IM user requests for privacy as defined in [RFC3325] or the IM Server receives a SIP REFER request that is without a method parameter in the Refer-To header or when the method parameter is set to "INVITE" in the Refer-To header and the user requests for privacy as defined in [RFC3325], the IM Server SHALL:
1. check whether anonymity is allowed by the IM Server, when anonymity is requested. If not allowed,  the IM Server SHALL respond with a SIP 403 "Forbidden" error response to the originating network. 
· 2. Check whether privacy is allowed for the Authenticated Originator’s IM Address, when anonymity is requested with the Privacy header containing the tag “id”. If not allowed, the IM Server SHALL respond with a SIP 403 “Forbidden” response. The IM server SHOULD include a Warning header to explain the reason in a human readable textual form. Otherwise, provide anonimization according to [RFC3323] and [RFC3325] and continue with the rest of the steps; 

NOTE:
Allowing privacy for an Authenticated Originator’s IM Address is defined using the <allow-anonymity> element of the rules of the IM Group definition as specified in [IM XDM 2.0 Specification]. 

Change 12:  For predefined group, policy regarding anonimity should be based first on IM server policy, and then on Group policy

8.1.1 Sending SIP MESSAGE for Pager Mode

The IM Client SHALL generate a SIP MESSAGE according to rules and procedures of [RFC 3428] The IM Client:

· 1. SHALL include an Accept-Contact header with the IM feature-tag ‘+g.oma.sip-im' along according to rules and procedures of [RFC3841] in all initial SIP requests;

· 2. SHALL include a User-Agent header to indicate the IM release version as specified in ‎Appendix F “Release version in User-agent and Server headers”;

· 3. SHALL include value ''id'' in a Privacy header if anonymity is requested according to rules and procedures of [RFC3325].

NOTE 1:
If anonymity is not allowed according to the IM Server policy or if  the SIP MESSAGE is sent to a IM Group and anonymity is not allowed for the IM Group indicated with the Request-URI of the SIP MESSAGE based on the rules specified in the [Shared-Group-XDM] the pager mode MESSAGE will not be allowed by the IM Server hosting the IM Group

Change 13:  For predefined group, policy regarding anonimity should be based first on IM server policy, and then on Group policy

9.1 Originating Client procedures

9.1.1 Large Message Session initiation

9.1.1.1 General

The IM Client SHALL generate an initial SIP request according to rules and procedures of [RFC3261].  The IM Client:

· 1. SHALL include an Accept-Contact header with the IM feature-tag ‘+g.oma.sip-im' according to rules and procedures of [RFC3841] in all initial SIP requests;

· 2. SHALL include a User-Agent header to indicate the IM release version as specified in ‎Appendix F “Release version in User-agent and Server headers”;

· 3. SHOULD include an Allow header with all supported SIP methods; 
· 4. SHALL include the IM feature-tag '+g.oma.sip-im' in the Contact header;

· 5. SHALL include value ''id'' in a Privacy header if anonymity is requested according to rules and procedures of [RFC3325].

NOTE:
If anonymity is not allowed according to the IM Server policy or if anonymity is not allowed for the IM Group indicated with the Request-URI of the SIP INVITE based on the rules specified in the [Shared-Group-XDM] the IM Session will not be allowed by the IM Server hosting the IM Group.
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