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1 Reason for Contribution

Action item was given in San Diego to propose an initial draft / guidance for the MEM TR following the discussion of OMA-MWG-2005-0061-populating_mobile_email_TR. 
2 Summary of Contribution

Based on OMA-MWG-2005-0061-populating_mobile_email_TR that was disposed in San Diego, this contribution provides proposed population of section 5 in the MEM TR proposed as OMA-WP-MEM-Technologies-20050804-D in a parallel contribution.  
3 Detailed Proposal
5 Analysis of technical implications of MEM RD requirements

5.1 Detailed analysis per requirements

Editor’s Note: This analysis is based on OMA-RD-MobileEmail-V1_0-20050525-D. It must / will be updated when the RD is approved to reflect correct phrasing and ensure appropriate mapping to the latest numbering.
This analysis is also work in progress that may be refined as work progresses.
Requirements are described in [OMA_MEM-RD].


5.1.1 Requirement HLF-1
Implications of requirement include:

· The need for communication between client and server to work for different deployment models (e.g. including firewall or including different notification capabilities of the mobile network). 
· Mechanisms should deal efficiently with intermittent connectivity (minimize repeated transmissions).
· Filters should be applied at source and un-needed data should not be requested.
Sub-bullet by sub-bullet, it also implies:

· Sub-bullet 1:

· Need mechanisms to just announce new e-mail (which one) to client or just wake up the client

· Need mechanisms to filter what e-mail to announce
· The notification can be sent to mobile e-mail enabler client or fetched by it
· Sub-bullet 2:
· Need for:
· an optimized protocol to receive e-mail (e.g. compressed)
· mechanisms to explicitly request new email of interest and body part of interest
· mechanisms to select what to access (all, part of it / which part)
· Sub-bullet 3: 

· Need mechanisms to announce event and event type to client or just wake up client

· Need mechanisms to filter what event to announce
· The notification can be sent to mobile e-mail enabler client
· Sub-bullet 4:
· Notification can be sent to mobile e-mail enabler client
· Sub-bullet 5:
· Need mechanism to selectively fetch the details on the change of interest
· Sub-bullet 6:
· Need mechanisms to selectively peek at attachment details, adapt or transcode the attachment (based on request from client or knowledge of the client) + selective access to the attachment or resulting attachment (in part or in totality)
· Sub-bullet 7:

· Need mechanisms to send e-mail from (own / selected) e-mail server (responsible for sending), compression of the exchanges, selective composition on the server (of edited parts with parts (addressed, body parts, attachments) not edited and not downloaded to client)
· Sub-bullet 8:
· Need mechanisms to send events to (own / selected) e-mail server, filtering of events to send.
5.1.2 Requirement SEC-1
Implications of requirement include 

· Notifications must be encryptable for confidentiality, integrity and signature of the source. This must be the case for outband and inband notifications (See definitions in [OMA-MEM-AD].
5.1.3 Requirement SEC-2
Implications of requirement include:

· When retrieving data from the mobile e-mail enabler server, the protocol must be encryptable confidentiality, integrity and signature of the mobile e-mail enabler server. 
· Authentication and authorization should also be ensured. 
5.1.4 Requirement SEC-3
Implications of requirement include:

· When retrieving data from the mobile e-mail enabler server, the protocol must be encryptable confidentiality, integrity and signature of the mobile e-mail enabler server. 
· Authentication and authorization should also be ensured.
5.1.5 Requirement SEC-4
Implications of requirement include:

· Notifications must be encryptable for confidentiality, integrity and signature of the source. This must be the case for outband and inband notifications 

5.1.6 Requirement SEC-5
Implications of requirement include:
· When retrieving data from the mobile e-mail enabler server, the protocol must be encryptable confidentiality, integrity and signature of the mobile e-mail enabler server. 
· Authentication and authorization should also be ensured
5.1.7 Requirement SEC-6
Implications of requirement include:

· When retrieving data from the mobile e-mail enabler server, the protocol must be encryptable confidentiality, integrity and signature of the mobile e-mail enabler server. 
· Authentication and authorization should also be ensured.
5.1.8 Requirement SEC-7
Implications of requirement include:
· When retrieving data from the mobile e-mail enabler server, the protocol must be encryptable confidentiality, integrity and signature of the mobile e-mail enabler server. 
· Authentication and authorization should also be ensured.
5.1.9 Requirement SEC-8
Implications of requirement include:

· When sending data from the mobile e-mail enabler client, the protocol must be encryptable confidentiality, integrity and signature of the mobile e-mail enabler client. 
· Authentication and authorization should also be ensured.
Requirement SEC-9
Implications of requirement include:
· When sending data from the mobile e-mail enabler client, the protocol must be encryptable confidentiality, integrity and signature of the mobile e-mail enabler client. 
· Authentication and authorization should also be ensured
5.1.10 Requirement SEC-10
Implications of requirement include:

· When sending data from the mobile e-mail enabler client, the protocol must be encryptable confidentiality, integrity and signature of the mobile e-mail enabler client. 
· Authentication and authorization should also be ensured.
5.1.11 Requirement SEC-11
Implications of requirement include:
· When sending data from the mobile e-mail enabler client, the protocol must be encryptable confidentiality, integrity and signature of the mobile e-mail enabler client. 
· Authentication and authorization should also be ensured
5.1.12 Requirement SEC-12
Implications of requirement include:

· Mechanisms to support filtering rules (and settings) + filtering / screening in e-mail server implementation and client server implementation. Filtering and content screening in the mobile e-mail enabler server can only be done if it is in the domain of the e-mail server or if confidentiality is not an issue. 
5.1.13 Requirement SEC-13
Implications of requirement include:

· The mobile e-mail enabler should not affect / restrict processing taking place in the mobile e-mail server.
5.1.14 Requirement CHRG-1
Implications of requirement include:

· In the OSE, access to enablers can be charged for. Service provider may require specific token added to data exchanged even encrypted ones for charging.
5.1.15 Requirement ADMIN-1
Implications of requirement include:

· End to end enabler should support provisioning of the relevant (initial) mobile e-mail enabler client parameters (e.g. via OMA DM/CP). 
· Once mobile e-mail enabler clients have been authenticated, authorized and paired, it may be valuable to allow the mobile e-mail enabler protocol to allow exchanges of relevant settings, preferences, filtering,… 
· Requirement may have implications on both DM/CP and mobile e-mail enabler protocol
5.1.16 Requirement ADMIN-2
Implications of requirement include:

· All settings that must follow the user (preferences (e.g. how much e-mail to download) and filtering) should be available to the server and updatable (when needed / when decided by the user) as above when mobile e-mail enabler client and server are paired / authenticated / authorized. 
· Installation of new clients should be possible over the air when a device does not have such a client.
· Requirements may have implications on both DM/CP and mobile e-mail enabler protocol.
5.1.17 Requirement ADMIN-3
Implications of requirement include:

· Exchanges / updates must be settable from server side (mobile e-mail enabler server) or client (mobile e-mail enabler client). Some may be only administrative (server-side). 
· In general, once mobile e-mail enabler clients have been authenticated, authorized and paired, it may be valuable to allow the mobile e-mail enabler protocol to allow comparison and exchanges of relevant settings, preferences, filtering,…  both ways (client to server updates and server to client).
· Requirements may have implications on both DM/CP and mobile e-mail enabler protocol.
5.1.18 Requirement USAB-1
Implications of requirement are the same as the implications discussed in 3.1.1 for HLF-1.
5.1.19 Requirement USAB-2
Implications of requirement are the same as the implications discussed in 3.1.1 for HLF-1.
5.1.20 Requirement USAB-3
Implications of requirement include:
· The mobile e-mail enabler protocol should support determining ahead of time the structure of the email to access / download so that user (or client based on settings / preferences) can select what to access, how much data needs to be downloaded and therefore estimate download / access time based on amount downloaded and connection speed estimates.
5.1.21 Requirement USAB-4
Implications of requirement include:

· Mobile e-mail enabler client must be able to send e-mail if it can connect to the server via the mobile e-mail enabler protocol. The e-mail should be appropriately stored on the mobile e-mail enabler client side while awaiting to be sent if not to be sent immediately. 
· The mobile e-mail enabler protocol should not restrict such mobile e-mail enabler client implementation features.

5.1.22 Requirement USAB-5
Implications of requirement include:

· Mobile e-mail enabler client must be able to store e-mail that is being composed (draft in progress) or to be sent when no connectivity is available. 
· Mobile e-mail enabler client must be able to send e-mail if it can connect to the server via the mobile e-mail enabler protocol. 
· Mobile e-mail enabler clients must be able to determine such connectivity.

5.1.23 Requirement USAB-6
Implications of requirement include:

· Mobile e-mail enabler client must be able to send client events if it can connect to the server via the mobile e-mail enabler protocol. 
· The events should be appropriately stored on the mobile e-mail enabler client side while awaiting to be sent if not to be sent immediately. 
· The mobile e-mail enabler protocol should not restrict such mobile e-mail enabler client implementation features. 
· The mobile e-mail enabler should support determining what event to send immediately, to send later or never to send. 

5.1.24 Requirement USAB-7
Implications of requirement include:

· Mobile e-mail enabler client must be able to store client events when no connectivity is available. 
· Mobile e-mail enabler client must be able to send client events if it can connect to the server via the mobile e-mail enabler protocol. 
· Mobile e-mail enabler clients must be able to determine such connectivity. 
5.1.25 Requirement USAB-8
Implications of requirement include:
· The mobile e-mail enabler must support filtering what e-mail, folders to synchronize on the mobile e-mail client enabler, what events to propagate (server to client and client to server). 

· Each component must be able to appropriately function and synchronize while complying to the filters (and therefore missing information).
5.1.26 Requirement USAB-9
Implications of requirement include:

· Mobile e-mail enabler protocol should convey changes in filtering rules. 
· Mobile e-mail enabler client implementation is to provide user interface for this and server is to be able to update and implement rules. 
· Client must also support filtering of client events.
5.1.27 Requirement USAB-10
Implications of requirement include:

· The mobile e-mail enabler should not affect / restrict processing taking place in the mobile e-mail server.
5.1.28 Requirement USAB-11
Implications of requirement include:

· User interface and support of notification mechanisms by mobile e-mail enabler client implementation,

· Ways to convey settings and changes via mobile e-mail enabler protocol

· Support of notification mechanisms by mobile e-mail enabler server implementation.

5.1.29 Requirement USAB-12
Implications of requirement include:

· Notification must be independent of the notification channel and include outband and inband capabilities
5.1.30 Requirement USAB-13
Implications of requirement include:

· Mobile e-mail enabler protocol must support determining the structure of e-mail (size , multi parts), selectively download body parts or given size of body parts (adapted as needed if needed).

5.1.31 Requirement USAB-14
Implications of requirement include:

· Mobile e-mail enabler protocol is to be able to determine e-mails on the e-mail server to be synchronized) and able to request a particular complete or partial / selective download of an e-mail. 
· Mobile e-mail enabler client implementation is to provide user interface to do so.
5.1.32 Requirement USAB-15
Implications of requirement include:

· Mobile e-mail enabler protocol is to be able to determine the structure of e-mail (size , multi parts), and able to request a particular complete, partial / selective download of an e-mail. 
· Mobile e-mail enabler client implementation is to provide user interface to do so.
5.1.33 Requirement USAB-16
Implications of requirement include:

· Notifications channels must be settable from server side (mobile e-mail enabler server) or client (mobile e-mail enabler client). 
· Some may be only administrative (server-side). In general, 
· Once mobile e-mail enabler clients have been authenticated, authorized and paired, it must be possible to allow the mobile e-mail enabler protocol to allow comparison and exchanges of relevant settings, and updates  both ways (client to server updates and server to client).
5.1.34 Requirement USAB-17
Implications of requirement include:

· Without compromising end to end security, the mobile e-mail enabler client and server implementations must be able to reconnect and authenticated / paired and resume where they were. 
· The mobile e-mail enabler protocol is to provide mechanism to reconnect and mechanisms to determine where they were. 
· Through the protocol, client implementation must be able to pass what it still had to provide and demand what it knows that it has not yet received and the server implementation must be able to determine what else the client needs and may not be aware of. 
· Only these exchanges should take place if possible without more repeated data exchanges. 
· The protocol must also allow determination of critical data losses and optimally re-synchronize when it is needed and as rarely as possible.
5.1.35 Requirement USAB-18
Implications of requirement include:

· The mobile e-mail enabler protocol must support reply / forward on the mobile e-mail enabler server with re-composition on the server (e.g. appending message or message part within an edited message). This must support edits of addresses, body and attachments.
· When attachments are converted for the mobile e-mail enabler client it must be possible to send the original (unconverted) attachments
5.1.36 Requirement USAB-19
Implications of requirement are the same as USAB-18 (see section 3.1.36).
5.1.37 Requirement USAB-20
Implications of requirement include:

· Use of OMA DM/CP and mobile e-mail enabler protocol should allow secure provisioning of mobile e-mail enabler client with minimum information required to authenticate user and authorize the provisioning and/or pair the client.
5.1.38 Requirement USAB-21
Implications of requirement are the same as USAB-18 (see section 3.1.36).
5.1.39 Requirement USAB-22
Implications of requirement are the same as USAB-18 (see section 3.1.36).

5.1.40 Requirement USAB-23
Implications of requirement are the same as USAB-18 (see section 3.1.36).
5.1.41 Requirement USAB-24
Implications of requirement are the same as USAB-18 (see section 3.1.36).
5.1.42 Requirement USAB-25
Implications of requirement are the same as USAB-18 (see section 3.1.36).

5.1.43 Requirement USAB-26
Implications of requirement are the same as USAB-18 (see section 3.1.36).
5.1.44 Requirement USAB-27
Implications of requirement include:

· Mobile e-mail enabler server can support multiple e-mail server / accounts for one user or mobile e-mail enabler client implementation can connect with multiple mobile e-mail enabler servers. 
· Notifications and mobile e-mail protocol can describe mobile e-mail enabler server address or e-mail server address / account. 
· Also different deployment models may facilitate naturally such features.
5.1.45 Requirement USAB-28
Implications of requirement are the same as USAB-27 (see section 3.1.45).

5.1.46 Requirement USAB-29
Implications of requirement include:

· The mobile e-mail enabler server implementation should issue such replies if configured to do so for filtered message (in and out).
5.1.47 Requirement USAB-30
Implications of requirement include:

· Must provide way to set and exchange auto-reply. For examples this could be achieved by editing / deleting auto-reply email in specific auto-reply folders. These folders MUST be specified behaviors of the mobile e-mail enabler server. Other approaches and protocols may exist.

5.1.48 Requirement USAB-31
Implications of requirement are the same as USAB-27 (see section 3.1.45).

5.1.49 Requirement USAB-32
Implications of requirement are the same as USAB-27 (see section 3.1.45).

5.1.50 Requirement USAB-33
Implications of requirement are the same as USAB-18 (see section 3.1.36).

5.1.51 Requirement USAB-34
Implications of requirement are the same as USAB-13 (see section 3.1.31).

5.1.52 Requirement IOP-1
Implications of requirement include:

· Must be compatible with all firewall settings and not imply changes of firewall settings.

· May have mechanisms that make assumptions on firewall if generic mechanism exists for when tehse assumptions are not valid.

· Some deployment models may facilitate this issue (e.g. proxy based)
5.1.53 Requirement IOP-2
Implications of requirement include:

· Notifications must be independent of the notification channel and include outband and inband capabilities
5.1.54 Requirement IOP-3
Implications of requirement include:

· Notifications must be independent of the notification channel and include outband and inband capabilities
5.1.55 Requirement IOP-4
Implications of requirement include:

· The mobile e-mail enabler protocol must not depend on underlying network transport. 
· It may however support several bindings for specific optimizations if a neutral binding exists always for interoperability.
5.1.56 Requirement IOP-5
Implications of requirement are the same as IOP-2 (see section 3.1.54).

5.1.57 Requirement IOP-6
Implications of requirement are the same as IOP-3 (see section 3.1.55).

5.1.58 Requirement IOP-7
Implications of requirement include:

· The mobile e-mail enabler protocol must not depend on underlying network transport. 
· It may however support several bindings for specific optimizations if a neutral binding exists always for interoperability
5.1.59 Requirement IOP-8
Implications of requirement include:

· The mobile e-mail enabler protocol must not depend on underlying network transport. 
· It may however support several bindings for specific optimizations if a neutral binding exists always for interoperability.

5.1.60 Requirement IOP-9
Implications of requirement include:

· Mechanisms to send e-mail from (own / selected) e-mail server (responsible for sending) and the mobile e-mail enabler server can support multiple e-mail server / accounts for one user or mobile e-mail enabler client implementation can connect with multiple mobile e-mail enabler servers. 
· Notifications and mobile e-mail protocol can describe mobile e-mail enabler server address or e-mail server address / account. 
· Also different deployment models may facilitate naturally such features.

5.1.61 Requirement IOP-10
Implications of requirement include:

· The mobile e-mail enabler protocol must not depend on underlying network transport. 
· It may however support several bindings for specific optimizations if a neutral binding exists always for interoperability.
5.1.62 Requirement IOP-11
Implications of requirement include:

· The mobile e-mail enabler protocol must not depend on underlying network transport. 
· It may however support several bindings for specific optimizations if a neutral binding exists always for interoperability.

5.1.63 Requirement IOP-12
Implications of requirement include:
· The mobile e-mail enabler MUST allow the e-mail repository on the mobile client to be synchronized with the appropriate backend server:
· Sometimes via the OMA Mobile e-mail enabler specifications (between client and server)
· Sometimes via the OMA DS specifications for e-mail between the client and another client, that it be
· Connected to the server
· Previously synchronized with the server and later re-synchronized with the server
· Implications: E-mail identity must be fixed/stable across time so that they can be mapped / shared with another representation. 
· Requirement on OMA-DS to support and appropriately adapt the records to the email identity used by movile e-mail enabler and email server.
5.1.64 Requirement IOP-13
Implications of requirement include:

· The mobile e-mail enabler protocol must support ways to request conversion (mime types/ subtypes, transcoding) of an attachment based in client request or server knowledge. 
· Mobile e-mail enabler client implementation must provide user interface or mechanism to determine requests. 
· Mobile e-mail enabler server implementation must be able to perform the conversion (or act on best basis). 
· Conversions should not affect other access to e-mail (i.e. e-mail server)
5.1.65 Requirement IOP-14
Implications of requirement are the same as IOP-13 (see section 3.1.65).

5.1.66 Requirement IOP-15
Implications of requirement include:
· Any other access to email server is unaffected by mobile e-mail enabler
5.1.67 Requirement IOP-16
Implications of requirement include:
· Interoperability criteria (minimum + how to add extra capabilities) must be specified as part of mobile e-mail enabler.
5.1.68 Requirement PRIV-1
Implications of requirement are the same as SEC-13 (see section 3.1.14).
5.1.69 Requirement PRIV-2
Implications of requirement include:

· Policies may be set on e-mail server implementation. 
· In such case, confirmation can be treated as a new e-mail that must be replied to or through another channel. 
· Mobile e-mail enabler should not affect these capabilities.
5.1.70 Requirement SYSREQ-1
Implications of requirement include:

· Without compromising end to end security, the mobile e-mail enabler client and server implementations must be able to reconnect and authenticated / paired and resume where they were.
· The mobile e-mail enabler protocol is to provide mechanism to reconnect and mechanisms to determine where they were. 
· Through the protocol, client implementation must be able to pass what it still had to provide and demand what it knows that it has not yet received and the server implementation must be able to determine what else the client needs and may not be aware of. 
· Only these exchanges should take place if possible without more repeated data exchanges. 
· The protocol must also allow determination of critical data losses and optimally re-synchronize when it is needed and as rarely as possible
5.1.71 Requirement SYSREQ-2
Implications of requirement include:

· Authentication / authorization must always take place then session state can be recovered (see SYSREQ-1 – section 3.1.71)
5.1.72 Requirement MEC-1
Implications of requirement include:

· Notifications are encrytable as discussed in SEC requirements

5.1.73 Requirement MES-1
Implications of requirement include:

· Data exchanges between mobile e-mail enabler client and server are encrytable as discussed in SEC requirements

5.1.74 Requirement MES-2
Implications of requirement are the same as MES-1 (see section 3.1.74).


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that MEM agrees to the text proposed in this contribution to start populating section 5 (5.1) of the MEM TR. 
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