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1 Reason for Change

The approved MEM RD (OMA-RD-MobileEmail-V1_0_20051018-C ) includes requirements to support managements of settings, preferences and filters by authorized principals other than the user (section 6.1.3).
The current AD discusses solely management from the MEM client. An additional interface is required to support.

This contribution provides text to add a management interface to MEM server.
R01 adds also a change to section 5.3.2. 
2 Impact on Backward Compatibility

This change is not an issue, as it is work in progress on a first enabler release.

3 Impact on Other Specifications

This change has no impact on any specifications other than the future MEM specification work.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that MEM SWG agrees to these changes to the MEM AD.
6 Detailed Change Proposal

---- Begin CR text / figure changes ----

[…]

5.2  Architectural Diagram

The mobile email enabler logical architecture is illustrated in Figure 1.


[image: image1]
Figure 1 – Logical architecture for OMA Mobile Email enabler.

5.3 Functional Components and Interfaces

<< This section describes all of the architecture’s functional components and interfaces. Each of the components should be described in a separate subsection and MUST contain at least the following information:

Name

Description

Responsibility (e.g. what does the component do/perform)

Each component SHOULD have at least one interface that can be used by some other functional component, enabler, application, etc.

All of the interfaces should be described in this section.  The interfaces MUST be described in a language-independent way as required by [ARCH-PRINC].

Each interface description MUST include at least the following information:

Name

Description

Entities in this enabler that will use the interface 

Interface naming convention: The name of an interface consists of one, two, or three characters, followed by a dash, followed by a running number (starting at “1” and counting upwards in steps of 1 for each new interface).  Each work group decides about the character(s) for their interfaces as long as there is no duplication with already existing names (work groups can consult ARCH to confirm).  Interface names should be chosen in an intuitive way to allow easy recognition of the interface (e.g. based on what functionality is communicated over the interface).  Some examples are:

     B-1
B stands for “Browsing”

     POC-5
POC stands for “Push to Talk over Cellular”

     MMS-7
MMS stands for “Multimedia Messaging”

DELETE THIS COMMENT >>

The following main enabler components are identified:

· The MEM client which implements the client-side functionality of the OMA Mobile Email Enabler. It is also responsible for providing the mobile email user experience and interface to the user and storing the email and data to be sent to the MEM server when not connected.

· The MEM server which implements the server-side functionality of the OMA Mobile Email Enabler (MEM).  

· The MEM protocol between the MEM Client and MEM Server.

 It is responsible for all the data exchanges other than server to client event notifications that take place between the MEM client and server in order to update the MEM client with email server changes, the email server with changes in the MEM client and to send new email from the email server.

Server to client notifications of email server events can be transported via the MEM protocol. We then speak of inband notifications.

Other OMA enablers are needed to directly support the mobile email enabler:

· OMA DM and CP to support over the air installation of the MEM client on the device, provisioning of its settings and revocation

· Messaging enablers for outband notification, where outband notifications that are server to client event exchanges not transported by the MEM protocol but via other channels. Such channels may involve:

· SMS including GSMSMS or WAP WDP a la EMN

· MMS

· WAP Push

· Additional outband notifications like SIP push (SIP event notify) or UDP might also be used considered.

It should be noted that these notification mechanisms could be seen as part of a generic new OMA push / notification enabler.
The different interfaces that are identified are:

· ME-1: MEM client I0 interface to interact via the MEM protocol with the MEM server

· ME-2: Corresponding I0 interface of the MEM server

· ME-3: Outband MEM server I0 interfaces (e.g. to support generation of server to client notifications).

· ME-4: Outband MEM client I0 interfaces (e.g. to receive server to client notifications).

· ME-5: Interface for management of MEM enabler server settings, user preferences and filters (globally and per account).  This interface may be provided by other OMA enablers (e.g., GPM) which may preclude the need for this interface.
In addition, the MEM server and client may interfaces to the I0 interfaces of other mobile enablers (DM, CP, messaging). ME-3 and ME-4 may be bound on such interfaces.

According to the OSE [OSE], non-intrinsic functions can be provided by other enablers to enforce service providers policies like:

· Charging of the traffic

· Privacy and spam protection

These are not discussed in the present document.

The MEM server enables an email server. In a particular implementation, the email server may be packaged within (internal to it) the MEM server or be in a separate component. In such cases, interfaces to the email server are provided via an I2 type of interface (out of scope of this work).

5.3.1  MEM Server

The MEM Server is responsible for the following features of mobile email:

· Maintaining a high level of security of the message contents and the interchanges between the MEM Client and the email server.

· Resolution of address for recipient of events

· Authentication and authorization of the MEM client retrieving message content (i.e. headers, body, and attachments)

· Authentication of the email server

· Authentication of the MEM client

· Authentication and authorization of originator of submitted messages

· Applying user preferences/filters/settings to the email information obtained from email server

· Event and message filtering – based on header information, recipient’s location (e.g., roaming), and folder information

· Content screening – based on spam/virus-prevention information 

· Content adaptation (of attachments) – based on client capabilities 

· Sending of events to the client/server when requested

· Support of extended mailing services

· Forward without download – while editing different header fields or attached content of the original message.

· Reply without download – including attachments in reply message, editing of the distribution list.

· Maintain connectivity to email server session even when client’s connectivity may be intermittent.

· Maintain state of session and update client when session reconnected

· Identify the source email server & account for each message/event, to allow client to handle the messages/events according to source, e.g., different “logical folders” for different accounts, different “icons” for different accounts.

· Collect metering information for per-unit metering schemes

Due to the wide range of deployment models, types of clients, usage profiles, and email servers that are being accessed – the MEES needs to be configurable to support different feature sets, levels of security, and logical flows.   The configuration should take into account the various characteristics of the installation.

5.3.2  Technology feature requirements for the mobile email enabler

Editor’s note: The changes agreed when disposing OMA-MEM-2005-0054R01-Comments_MEM_Technology_Features and OMA-MEM-2005-0056R01-Comments_0054 are awaiting minutes of October 18, 2005 MEM meeting (or a revision 0054R02)…

· Mechanisms to align, fetch and update email messages between the MEM client and the email server via the MEM server. The mobile email enabler focuses solely on the interaction between the MEM client and MEM server.
Editor’s note: Add definition for alignment in definition section.

· Mechanisms for event-based server to client alignment:

· Defines the relationship between notification mechanisms and MEM protocol 

· To minimize the latency observed for email events on the email server to be reflected in the MEM client.

· To avoid unnecessary polling and requests from the MEM clients:

· To reduce the total amount of data to be exchanged between MEM server and client, e.g. by allowing the MEM client to select which messages to align.

· To reduce the amount of transactions.

· Needs to cope with possible lost or delayed notifications

· Support in-band (ME-1/ME-2 exchanges) and out-band notifications (Exchanged via ME-3/ME-4 via other enablers).

· Specified in ways that are network transport independent but may contain some bindings to particular notification channels (e.g. SMS binary, WAP Push, SIP Notification, …)

· When the MEM client is connected to the MEM server, only inband notifications shall take place

· Defines notification payload for inband and outband mechanisms.

· Server-side filtering to decide which messages will be accessible by the MEM client.

· Filtering results into the following logical types:

· Type A: Messages filtered out and not accessible by the MEM client (no notification, no header access, no access)

· Type B: Messages that are accessible by the MEM client but no outband notification takes place. Inband notification might however take place if MEM client is already connected to MEM server.

· Type C: Messages that are accessible by the MEM client for which notifications (outband or inband) are always sent to the MEM client.

· Notions of Filters: 

· View filters: Filters that determine which email messages are of type B and C or A

· Notification filters: Filters that determine which email messages are of type C or B

· Event filters: Filters that determines what events are to be notified to the client

· Mechanisms to allow the user to update the filters from the MEM client

· Client-side download and storage preferences:

· Manage which of the accessible messages are maintained on MEM client

· Manage which parts are maintained on MEM client

· Configurable by user

· MEM client may support encrypting and password protecting the messages.
· Client-side event filtering:

· Local delete: ability to delete email message from the MEM client view while retaining the message on the email server. Some information may be passed to the MEM server.

· Attachment local delete: Ability to delete from the MEM client the attachment while maintaining the view that an attachment is available for download from the email server. 

· Remote delete: ability to delete email messages both on the MEM client and on the email server.

· Mechanisms for media conversion

· Allows the MEM client to request conversion – including transcoding - of a body part or attachment from the MEM server when the email message part is fetched from the server.

· The client may request conversion to a specific format/size, or

· The client may request conversion to a server-selected format/size - where the server decides the format/size credentials based on any knowledge (e.g. client capabilities, user preferences) it may have.

Editor’s note: need to detail at spec level what happens if the server has no knowledge of the client or user preferences.

· Conversion does not alter the messages in the email server.

· Mechanisms for MEM client to submit email to the MEM server.
Editor’s note: Add definition forsubmit in definition section and appropriate references.

· Mechanism to support remote message assembly on the MEM server based on email parts (body, address fields and attachments) that may not have been downloaded and others that may have been locally created or may have been downloaded and edited.

· It may be desirable to support just uploading the differences of the body parts (e.g. address fields)

· Mechanisms to allow configuration and exchange of settings between the client and the server in band or outband:

· Server to client: e.g. server ID, account name, policies, …

· Client to server: e.g. rules filters vacation notices, notification channel, …

· Mechanisms to optimize bandwidth and/or delays on any data exchanges:

· Mechanisms for encryption of the email data exchanged between the email server and the MEM client.

· The enabler shall support data remaining encrypted at all times even if the MEM server is deployed outside the email server domain.

· The mechanism should also be applicable to notifications if they carry information worth protecting

· Mechanisms for the MEM client to determine the capabilities of the server.

· Mechanisms to manage sessions:

· Handling connectivity issues

· E.g. dealing with IP address changes

· E.g. re-establish secure connection

      E.g. suspend and resume minimizing data exchange duplication 

· Mechanisms to support the different deployment models in appendix

· Mobile email must be usable in the presence of firewalls and intermediaries found in mobile networks
· Mechanisms to ensure integrity of the email data exchanged between the email server and the MEM client.
· Mechanisms for mutual authentication of the MEM client and the MEM server
· Mechanism to allow the MEM client to send recall request to the email server via the MEM server.

· Mechanisms to sign data exchanged between MEM client and MEM server.

· Mechanisms to allow the MEM client to work off line or in intermittent connectivity:

· Store email and client email event

· Detects network availability

· Sends emails and email client events when network connectivity is available

· Mechanisms to configure the MEM server
 […]

---- End CR text / figure changes ----

In addition, we propose to reflect the change in figure 1 in figures 3 to 13.
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