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1 Reason for Contribution

Document OMA-MEM-2006-0035-Fulfilling_Reqs-in-AD-Part_I has been submitted.
2 Summary of Contribution

We do appreciate the efforts put in the analysis presented in OMA-MEM-2006-0035-Fulfilling_Reqs-in-AD-Part_I and want to thank the author for this effort. 

This contribution proposes comments to OMA-MEM-2006-0035-Fulfilling_Reqs-in-AD-Part_I. 
3 Detailed Proposal

Comments are limited to the items in OMA-MEM-2006-0035-Fulfilling_Reqs-in-AD-Part_I that are associated with a proposed action item.
3.1 Item 1
	HLF-2
	The mobile email enabler MUST support both push (email events are pushed to the client) and pull (client accesses email events)
	M
	While the push aspect is satisfied in the description of the MEM Server, no explicit responsibilities have been identified including client accessing email event.

Action: CR to AD to add “client accessing email event, pull.


Comments to this item and a counter proposal have been provided in OMA-MEM-2006-0039-Comments_0036.

3.2 Item 2

	SEC-12
	The mobile email enabler MUST support protection against denial of service (DoS) attacks
	M
	This requirement is not met in the AD.

Action: CR to AD to add this as a function requirement for the MEM Server.


We d not agree with the analysis and therefore the proposal. Indeed the MEM AD contains explicitly technology features like:

Section 5.3.1:

[…]

· Authentication of the email server

· Authentication and authorization of the MEM client

· Authentication and authorization of originator of submitted messages

[…]

Section 5.3.2:

[…]

· Mechanisms for encryption of the email data exchanged between the email server and the MEM client.

· The enabler shall support data remaining encrypted at all times even if the MEM server is deployed outside the email server domain.

· The mechanism should also be applicable to notifications if they carry information worth protecting
[…]

· Mechanisms to manage sessions:

· Handling connectivity issues

· E.g. dealing with IP address changes

· E.g. re-establish secure connection

      E.g. suspend and resume minimizing data exchange duplication 

[…]

· Mechanisms to ensure integrity of the email data exchanged between the email server and the MEM client.
· Mechanisms for mutual authentication of the MEM client and the MEM server
[…]

· Mechanisms to sign data exchanged between MEM client and MEM server.

[…]

These mechanisms ensure that the sender of email (client or server) and of notification must be mutually authenticated, encrypted and signed. This is a valid and solid protection against DoS and it was introduced for that purpose.

Therefore we do not agree with the action item, but would agree with some text discussing somewhere (e.g. in an appendix) the analysis above and therefore why the requirement is satisfied.

3.3 Item 3
	SEC-13
	It MUST be possible to prevent unauthorized applications from requesting emails to be sent from the mobile email client
	M
	This requirement is not met in the AD.

Action: CR to AD to add this as a function requirement for the MEM Client.

	SEC-14
	It MUST be possible to protect email data in the mobile email enabler from unauthorized access (user or device)
	M
	This requirement is the server end of the previous requirement, and it is not met in the AD.

Action: CR to AD to add this as a function requirement for the MEM Server.


We agree that there is currently no explicit text to that effect in the AD.

It should be clear that this is a client specific set of features. That is supportable with AD today, just not discussed. 

We note however that document 0018R01 discussed in Paris and supposedly (based on Paris minutes) to be pt on a short R&A based on its conditional agreement in Paris, contains (for proposed new section 5.3.1)

[…]

· Client-side security, including:

· Password protection

· Local message store encryption

· Local key management and encryption

[…]

This addresses the comment and proposed action item on SEC-14.

Comment about SEC-13 is more complex to address: based on the OSE, this is really a client-side policy that should be enforced by a client-side PE. As described by the OSE, this may be seen as packaged with the MEM client or by the device platform / OS. In either case, it is not intrinsic to MEM but rather to the client.
So we recommend that text be added to this effect in the AD, to discuss this as a dependency (in sdependency section) and not as a technology feature.

3.4 Item 4

	CHRG-1
	In order to support charging for email traffic, the mobile email enabler SHOULD provide ways to identify mobile email exchanges (events, access, sending and synchronization) as email data exchanges, even when there is a secure connection between the client and server
	M
	This data is essential for charging purposes. However, the functional implications of this requirement was not reflected on the MEM enabler (MEM Server in this case.)

Action: CR to AD to add this as a function requirement for the MEM Server.

	CHRG-2
	In order to support charging for email traffic, the mobile email enabler SHOULD provide ways to identify mobile email data exchange characteristics (e.g. email message sizes, number of recipients, etc.)., even when there is a secure connection between the client and server
	O
	This data is also essential for charging purposes. However, assuming it as an optional it may be postponed to the next release of the MEM enabler. Otherwise, its functional requirement(s) must be included in the current description of the MEM Server in the MEM AD.

Action: Either a CR to RD to remove the requirement from the MEM RD or a CR to AD to add this as a function requirement for the MEM Server.


This analysis is in our view not entirely correct. 
The logical architecture identifies policies to apply charging on any exchange between client and server.

Policies will determine what headers or other mechanisms must be followed to identify email traffic, therefore addressing the comment to CHRG-1. 

We would however support adding a sentence to this effect as a dependency in the dependency section.

In addition section 5.3.1 identified: 

[…]

· Collect metering information for per-unit metering schemes

[…]

This takes care of the comment to CHRG-2. 

We would however support adding a sentence that identifies the need to be able to communicate the metered information appropriately as a dependency in the dependency section.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that OMA MEM agrees to this analysis and the update action items. 
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