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1 Reason for Change

An attempt to work out further details of the notification preferences.

2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Working group to review and agree on this change request.

6 Detailed Change Proposal

2.1
Normative References

	[E.164]
	“ITU-T Recommendation E.164”, “The international public telecommunication numbering plan”, Telecommunication Standardization Sector of ITU, February 2005.
URL: http://www.itu.int/rec/T-REC-E.164-200502-I/en

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™,
OMA-IOP-Process-V1_1, [Should we use the new IOP process instead?]
URL: http://www.openmobilealliance.org

	[LEMONADE_PROFILE_BIS]
	“LEMONADE profile bis”, Stephane H. Maes, Alexey Melnikov and D. Cridland,
URL: http://www.ietf.org/internet-drafts/draft-ietf-lemonade-profile-bis
[Work in Progress]

	[OMA-MEM-AD]
	Editor’s note: To be done when approved

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997,
URL: http://www.ietf.org/rfc/rfc2119.txt

	[RFC3986]
	“Uniform Resource Identifier (URI): Generic Syntax”, T. Berners-Lee, R. Fielding, L. Masinter, January 2005,
URL: http://www.ietf.org/rfc/rfc3986.txt

	[Store-Events]
	“Internet Message Store Events”, Chris Newman, Randall Gellens,
URL: http://tools.ietf.org/html/draft-ietf-lemonade-msgevent
[Work in Progress]

	[UNICODE]
	“The Unicode Standard, Version 5.0”, The Unicode Consortium. The Unicode Standard, Version 5.0.0, defined by: The Unicode Standard, Version 5.0
Boston, MA, Addison-Wesley, 2007. ISBN 0-321-48091-0
URL: http://www.unicode.org/versions/Unicode5.0.0


3.3
Abbreviations

	IP
	Internet Protocol

	ISDN
	Integrated Service Digital Network

	MDN
	Mobile Directory Number

	MSISDN
	Mobile Station International ISDN Number

	OMA
	Open Mobile Alliance


6.1
Email Event types
We differentiate client-side and server-side Email Events based on the origin of the Email Event; however out-band notifications deal with server-side Email Events only. The Email Event types are described in [Store-Events], section 4.

6.4
Notification preferences

The notification preferences contain information about each MEM Client including the means of contacting them using various protocols whenever out-band notifications are to be sent. These preferences are stored within the MEM Server. These preferences MUST include:

· The Client-ID that identifies the MEM Client. See [6.4.1].
· The list of subscribed Email Event types. See [6.4.2].
· The IncludeContent flag [a better name, anyone?]indicating whether the MEM Client desires the content of the email to be included within the notifications (when applicable). See [6.4.3].
· Preferences for each notification mechanism that is supported by the MEM Client. See [6.4.4].
· The address where the notification should be delivered. See [6.4.4.1].
· The authentication key that allows verifying the authenticity of the notification payload. [See 6.4.4.2].
· The priority indicator that tells the MEM Server which protocol to try next if the previous attempt has failed. See [6.4.4.3].
· The status field to inform the MEM Client about the status of the notification mechanism. See [6.4.4.4].
The MEM Clients are responsible for updating their own preferences, except the Client-ID and the status field. In order to avoid conflicts, each MEM Client MUST use its own Client-ID to update their notification preferences.


The exact means to store the preferences is technology-specific. See sections 13.1 for IETF-LEMONADE and 13.2 for OMA-DS. [Editor’s note: need contribution to populate those sections; update references later on].

6.4.1
Client-ID
The Client-ID identifies the MEM Client and also the preferences stored for the MEM Client, therefore it MUST be unique within the scope of the user.
If the MEM Client does not have a Client-ID, it MUST request a new one from the MEM Server whenever an Email Session is established. If the MEM Client has a Client-ID, it MUST inform the MEM Server about it whenever an Email Session is established.
In order to avoid reserving multiple Client-IDs for the same MEM Client, the MEM Client MUST store the Client-ID persistently.
The Client-ID MUST be a free-form string without any white space characters and it SHALL NOT contain characters that might break the syntax of the Email Protocol. [We might need to add ABNF notation to make it clear]
For example: 1234FEED5678BEEF
[TBD: The means to request new/exchange existing Client-ID using DS and Lemonade.]
6.4.2
Subscribed Email Event types

The MEM Client can filter the notifications it receives based on the type of an Email Event, by using a simple subscription model. The MEM Client simply lists all the Email Event types that it is interested in.
The MEM Server MUST filter the notifications based on the type of the Email Event:
all notifications carrying an Email Event of a subscribed type SHALL be passed to the MEM Client, while

all notifications carrying an Email Event of a non-subscribed type SHALL be dropped.
The list of subscribed Email Events MUST be a not case sensitive list of Email Event types [6.1] separated by a plus sign (‘+’). [We might need to add ABNF notation to make it clear]
For example: MessageNew+QuotaExceed+MessageTrash+MailboxDelete
6.4.3
IncludeContent flag
The MEM Client can request including the content of an email message within the notification by using a Boolean flag.
When the IncludeContent flag is ‘true’ and the type of the Email Event permits the email content, the MEM Server MUST include the content of an email message within the notification – according to the transcoding preferences of the MEM Client, as defined in [TBD: reference the transcoding preferences here].
When the IncludeContent flag is ‘false’ the MEM Server MUST NOT include the content of an email message within the notification.

The IncludeContent MUST be a Boolean value, taking either true or false value.

For example: true
6.4.4
Preferences for notification mechanims
The MEM Client MAY support more than one notification mechanism. It is REQUIRED to define settings for each notification mechanism that the MEM Client desires to use – the MEM Server cannot use a notification mechanism when it is not aware of it.
The list of notification mechanisms can be found in [6.3].
For example: SMS
6.4.4.1
Address
The address designates the location of the MEM Client where it can be contacted to deliver the notification payload.
MEM Clients using cellular networks will want to use MSISDN/MDN, while MEM Clients using internet will want to use user info with host name/IP address and port number. This presents a problem because most MEM Clients cannot discover their own address without external help. To solve this problem, [TBD: add mechanism to discover the address].
[add text on UPNP/NAT support (if any)]
In order to use a notification mechanism, the address MUST be set – and it SHOULD be updated it whenever it changes. The address MUST be a string containing either:

an international public telecommunication number [E.164] including the international prefix ‘+’, or
an authority as defined in section 3.2 of [RFC3986], where the user information MAY be omitted.
MSISDN example: +358112223333
Host name example: mydevice.useful-service.tel:1234
IP version 4 example: 100.100.100.100:1234
IP version 6 example: [::FEED:BEEF]:1234
6.4.4.2
Authentication key
The MEM Client can store an authentication key to the notification preferences. The authentication key is added to every single notification payload [6.2]. The purpose of the authentication key is to allow the MEM Client to isolate fake notifications and their source by verify the authentication key in the notifications.
The MEM Client MAY store a new authentication key to the preferences whenever it is needed.

If the authentication key is a valid string (not empy/null), the MEM Server MUST include the authentication key in each notification sent using the related notification mechanism.
The MEM Client SHOULD compare the received authentication key with the one it has stored in the preferences. If they match, the MEM Client SHOULD treat the notification valid, otherwise the MEM Client SHOULD drop the notification without processing it any further.

When the MEM Client encounters a host that is consistently sending fake notifications, the MEM Client MAY block all incoming/outgoing communications with the host. The MEM Client MAY notify the user and/or an appropriate authority about a host that feeds wrong information, however these mechanisms are not in the scope of this specification.
The MEM Client MAY disable usage of the authentication key by setting the authentication key to an empty/null string.
The authentication key MUST be a free-form string without any white space characters and it SHALL NOT contain characters that might break the syntax of the Email Protocol. [We might need to add ABNF notation to make it clear]

For example: l1A2m3E4s5T6r7I8n9G0
6.4.4.3
Priority indicator
The MEM Client MAY setup any number of notification mechanisms. Since it is a good idea to conserve resources on the MEM Server, it is desired to choose only one notification mechanism. In order to make such decision the the MEM Server needs to know which notification mechanism is preferred by the MEM Client. This is achieved by assigning a specific priority indicator to each mechanism, and by doing so, setting up a ranked list.

The priority indicator MUST be a positive decimal integer number and the smaller the number, the higher the priority; therefore ‘1’ indicates the highest possible priority. It is NOT REQUIRED to use a continuous priority list, meaning that the priority list does not have to start with ‘1’ and there might be empty slots in the list.
The priority indicator MUST be unique within the scope of the MEM Client, meaning that it is not possible to assign the same priority twice. This implies that inserting a new entry to a continuous priority list requires first shifting the list, then inserting the new entry to the empty slot.
Whenever a notification needs to be sent, the MEM Server MUST take into account the notification priority defined by the MEM Client and use the highest priority mechanism that is available. See availability in [6.4.4.4].
For example: 10
6.4.4.4
Status
In order to provide efficient notification, it is important to track the status of the notification mechanisms. It allows the MEM Server to quickly choose the first available notification mechanism according to the priority preferences [6.4.4.3] of the MEM Client.
The status is tracked by the MEM Server, and whenever it changes, the updated value is stored in the preferences. This allows the MEM Client to find out that there is something wrong with its notification mechanisms and that adjustments are needed.
The status MUST be a string consisting of two fields: an operational code [any better name?] and a counter, separated by a colon (‘:’). The operational code MUST take either one of the code defined in [Table 1.]. The counter MUST be a decimal integer number.
	Operational code
	Description

	NA
	This status code MUST be used when the MEM Server is not able to track the status of the notification mechanism for some reason – for example, because it is not supported, or because it is not applicable.

Counter: Not applicable.

	ON
	This status code MUST be used when the MEM Server finds the notification mechanism operational and has no problem communicating using the mechanism.

Counter: Not applicable.

	OFF
	This status code MUST be used when the MEM Server finds the notification mechanism non-operational and unable to communicating using the mechanism at all.

Counter: total number of attempts made.

	ERROR
	This status code MUST be used when the MEM Server found the notification mechanism operational earlier, however the last attempt to communicate have failed.

Counter: number of failures since last success.


Table 1: Operational codes for fotification mechanisms
When the operation code is ‘ERROR’ and the number of failures increases above 5, the MEM Server SHOULD change the operational code of the notification mechanism to ‘OFF’.
The MEM Server SHOULD NOT use a notification mechanism when the related operational code is ‘OFF’.
For example: ERROR:4
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