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1 Reason for Change

The Mobile Email Enabler (MEM) needs to support Notification mechanisms
This contribution is a proposal for notification mechanisms using SMS.

Some specifications are more specifics for DS profile.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Orange recommends that the MWG-MEM SWG discuss the contribution and implement this CR on the OMA-TS-Mobile_Email-V1_0-20080625-D.doc
6 Detailed Change Proposal

Change 1:  Update SMS sub-section
6.3.3 SMS
Out-of-band notification mechanism can be done via SMS. 
In this solution, the outband notification service (e.g. SMS-C) alerts the device by sending an SMS message with the reference of the message that triggers the synchronisation.

To identify the OMA MEM Client application, the outband notification service retrieves client identification. 
The message that is aimed to wake up the client is nested in a WAP Push Message. This following clarifies how the Wap Push Message is encoded.
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6.3.3.1 WDP Headers

Please refer to [WAPWDP] for more details about the WDP protocol.
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	Field Name
	Lenght
	Description
	Value

	Headers-len
	8xbits
	Complete length of the WDP headers
	0x06

	IEIDa


	8xbits
	Information Element  Identifier Data. Shall be set to 0x05, which is the identifier for the ports number.
	0x05

	IEIDLa


	8xbits
	Information Element  Identifier Data Length: Length of the source and destination ports in the WDP headers
	0x04

	Dest Port
	16xbits
	The destination port value in hexa. SHALL be fixed to 0x0B 0x84 (2948 in decimal, which is the reserved port for WAP Push)
	0x0B 0x84

	Src Port 
	16xbits
	the source port value in hexa
	0x0B 0x84


6.3.3.2 WSP Headers

Please, refer to [WAPWSP] for more details about the WSP protocol.
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	Field Name
	Lenght
	Description
	Value

	TID
	8xbits
	Transaction ID 
	0x01

	PDU Type
	8xbits
	Type of the PDU: Push PDU 
	0x06

	Headers len
	8xbits
	Complete length of the headers
	0x03

	cttype


	8xbits
	Content-Type 

Content-Type = "application/vnd.syncml.ds.notification"

(0x4E encoded in its multi octets form) Refers to [OMNACTTYPE]. 
	0xCE

	ID of the 

X-Wap-Application-Id header


	8xbits
	ID of the X-Wap-Application-ID header:

0x2F encoded in its multi octets form

Refers to [WAPWSP]
	0xAF

	App-ID


	8xbits
	Value of the X-Wap-Application-ID header. In this case: SyncML PUSH Application
 ID
(0x05 encoded in its multi octets form)

Refers to [OMNAAPPID]
	0x85


6.3.3.3 PDU: SAN Message

The PDU of the message shall contain the SAN Message. Please refer to [SAN] for more information about how to build a SAN message.
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6.3.3.3.1 Digest

The digest contains the MD5 Digest value on 128bits. The <digest> field specifies the MD5 Digest authentication.

· Let H = MD5 hashing function.

· Let Digest = output of the MD5 hashing function.

· Let B64 = base64 encoding function.

Digest = H(B64(H(server-identifier:password)):nonce:B64(H(notification)))

Where server-identifier is a server identifier for the server account, password is the password of the account the user holds with the server and nonce is a nonce previously installed onto the device via the appropriate mechanism for the usage type.

The length of the MD5 Digest is 128 bits. The server MUST send the digest to prevent any Denial of Service (DoS) by replay attacks.

Please refers to [SAN:7.1.2] for complete information about how building this field.

6.3.3.3.2 Notification-hdr
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	Field Name
	Lenght
	Description
	Value

	version
	10xbits
	Protocol version. Shall be "1.2"
Refers to [SAN:7.1.6]
	0000001100

	Ui-mode
	2xbits
	User Interaction Mode. Shall be set to "background mode". Refers to [SAN:7.1.7]
	01

	initiator
	1xbit
	Initiator of the Notification. Shall be set to server. Refers to [SAN:7.1.8]
	1

	Future-use


	27xbits
	The <future-use> field is reserved for possible use in future versions of the specifications. The reserved space is 27 bits long

and the bit value for bits not yet in use MUST be “0”.
	27 bits value "0"

	Session-id


	16xbits
	Session identifier.
	0000000000000001

	Server-identifier-length


	8xbits
	Specifies the length of the <server-identifier> field in bytes. Refers to [SAN:7.1.11] to get further details
	

	Server-identifier
	<Server-identifier-length> bytes
	The <server-identifier> field specifies an identifier of the server from which the notification package is originated.

 Refers to [SAN:7.1.12] to get further details
	


6.3.3.3.3 Notification Body

The notification body is specific to the DS protocol. Please, refer to [DSPROTO:12] for more details about the Server Alerted Sync.
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	Field Name
	Lenght
	Description
	Value

	Num-syncs
	4xbits
	The <num-syncs> field is used to specify the number of data stores that are to be synchronized.

Refer to [DSPROTO:12.4.7] for more details. In our case, as we only need to synchronize emails, this field shall be set to 1.
	0001

	Future use
	4xbits
	The <future-use> field is reserved for future use for OMA Data Synchronization. The reserved space is 4 bits long and the

value for bits not yet in use MUST be “0”.
	0000

	Sync-type
	4xbits
	The <sync-type> field specifies the synchronization type the server is requesting the client to start. Shall be set to 6 (‘two-way sync by server’). Refers to [DSPROTO:12.4.11] for more details about the <Sync-type> field.
	0110

	Future-use
	4xbits
	The <future-use> field is reserved for future use for OMA Data Synchronization. The reserved space is 4 bits long and the

value for bits not yet in use MUST be “0”.
	0000

	Content-Type
	24xbit
	The <content-type> field specifies the MIME media content type of data object that the server instructs the device to

synchronize. In our case, it is email, so the value must be 0x0306. Refers to [OMNACTTYPE] for list of well known content-type and to [DSPROTO:12.4.13 for more information about the <Content-Type> field
	0x306

	Server-uri-length


	8xbits
	Length of the Server-Uri value. This field is variable. Shall be set by the service that build the message. Refers to [DSPROTO:12.4.14] for more information about the <Server-uri-length> field.
	Variable, in order to simplify implementation the length should not exceeded 80 characters

The value will be between 0x00 and 0x50

	Server-URI
	<Server-uri-length>*bytes
	The <server-URI> field specifies the relative URI of the server data store. This field is variable. This relative URI SHALL use the following pattern: 

./email?uid=(EMAILADDRESS)

· "./email?uid=" is fixed

· " EMAILADDRESS" is the email address of the email account to synchronize. 

The following is a example of Server-URI field to use:

./email?uid=user@company.org
. 
	Variable, in order to simplify implementation the length should not exceeded 80 characters = 80 bytes

The following template shall be used:

0x2E 0x2F 0x65 0x6D 0x61 0x69 0x6C 0x3F 0x75 0x69 0x64 0x3D(EMAILADDRESS)
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�Il va y avoir des conflits avec le paragraphe "OMA OTA Push car la notif SMS c'est du wap push





�C'est la partie vraiment spécifique à DS
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