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10Figure 1 - Logical architecture for OMA MEM enabler.


12Figure 2 – MEM Client notification handling
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1. Scope

Editor’s note: To be done.

MEM-3/4 – Events and notifications

MEM-5 – management

I0’ – client capabilities, provisioning, charging and related

Possible bindings for MEM-1/2

2. References

2.1 Normative References

	[E.164]
	“ITU-T Recommendation E.164”, “The international public telecommunication numbering plan”, Telecommunication Standardization Sector of ITU, February 2005.
URL: http://www.itu.int/rec/T-REC-E.164-200502-I/en

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™,
OMA-IOP-Process-V1_1, [Should we use the new IOP process instead?]
URL: http://www.openmobilealliance.org

	[Lemonade Profile bis]
	“Lemonade Profile bis”, Stephane H. Maes, Alexey Melnikov and Dave Cridland,
URL: http://www.ietf.org/internet-drafts/draft-ietf-lemonade-profile-bis
[Work in Progress]

	[MEM AD]
	“Mobile Email Architecture”, Version 1.1, Open Mobile Alliance™,
OMA-AD-Mobile_Email-V1_0_0-20070614-D
URL: http://www.openmobilealliance.org

	[MEM RD]
	“Mobile Email Requirements”, Version 1.0, Open Mobile Alliance™,
OMA-RD-MobileEmail-V1_0-20051018-C
URL: http://www.openmobilealliance.org

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997,
URL: http://www.ietf.org/rfc/rfc2119.txt

	[RFC3986]
	“Uniform Resource Identifier (URI): Generic Syntax”, T. Berners-Lee, R. Fielding, L. Masinter, January 2005,
URL: http://www.ietf.org/rfc/rfc3986.txt

	[Store-Events]
	“Internet Message Store Events”, Chris Newman, Randall Gellens,
URL: http://tools.ietf.org/html/draft-ietf-lemonade-msgevent
[Work in Progress]

	[UNICODE]
	“The Unicode Standard, Version 5.0”, The Unicode Consortium. The Unicode Standard, Version 5.0.0, defined by: The Unicode Standard, Version 5.0
Boston, MA, Addison-Wesley, 2007. ISBN 0-321-48091-0
URL: http://www.unicode.org/versions/Unicode5.0.0


2.2 Informative References

	
	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Email Event
	Change to the status of an email (e.g. read/unread, moved, flagged, deleted, etc…) that results, for example, from performing an operation on an email message. The event may be considered as server or client side events depending on where the change took place. A new email is also considered as an event.

	MEM Alignment
	The process and mechanisms by which the MEM Client is updated to an appropriate view of the MEM Server and the MEM Server is updated to an appropriate view of the MEM Client where appropriate view means a subset of the corresponding data filtered based on configuration and user preferences.


3.3 Abbreviations

	IETF
	Internet Engineering Task Force

	IMAP
	Internet Message Access Protocol

	IP
	Internet Protocol

	ISDN
	Integrated Service Digital Network

	MDN
	Mobile Directory Number

	MSISDN
	Mobile Station International ISDN Number

	OMA
	Open Mobile Alliance

	SMTP
	Simple Mail Transfer Protocol


4. Introduction

Provide framework, irrelevant of underlying technologies.

Editor’s note: To be done.

This should include introduction on MEM enabler, references to RD and AD and a summary of the MEM AD as well as the logical architecture for the Lemonade realization (consistent with or extracted from the MEM AD).

5. Architecture Overview 
The Mobile Email (MEM) Enabler aims to support efficient access to email from a mobile device.  Email may be personal email provided by an email service provider or corporate email.

The MEM logical architecture illustrated in Figure 1 is composed by some components and protocol.
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Figure 1 - Logical architecture for OMA MEM enabler.

· MEM Client: Embedded Client for devices that enable synchronisation of email using MEM protocol. The client also supports notification.

· MEM Server: Synchronisation server supporting MEM protocol that enables direct synchronisation with the Email Server. MEM Server supports filtering, notification, email.

· Outband Notification Enabler: allows the notification of the MEM Client that an event has occurred at the Email Server via channels other than the MEM Protocol such as: SMS, MMS, WAP Push, SIP Push, etc

· Others Enablers: stand for any enabler utilized by the MEM Server or the MEM Client to support additional MEM functionality, e.g. outband notifications, provisioning/device management etc

· MEM Protocol: allows the exchange of messages between the MEM Client and MEM Server that includes control of mobile operations, notifications, etc.

· Email server: provides the user email data storage access (Mail Store) and means of email submission (Message Transfer Agent).

· Any Managing Entity: management of MEM Server settings (globally and per account).

6. Out-band notifications

While the MEM Client is not connected to the MEM Server (e.g. offline), the MEM Server informs the MEM Client about Email Events using out-band notifications. This is achieved by sending a specific payload to the MEM Client using a particular notification mechanism according to the notification preferences of the MEM Client. The Email Events are described in section 6.1; the payload is described in section 6.2; the notification mechanisms are described in section 6.3; the notification preferences are described in section 6.4.

The MEM Server MUST use the notification preferences [6.4] to identify the list of MEM Clients that are candidates for a out-band notification, and refine this list based on the following requirements (the order is not significant):

· The MEM Server MUST refine the list of candidates based on the online state of the MEM Clients:

· The MEM Server MUST NOT send out-band notifications to online MEM Clients.

· The MEM Server MUST send out-band notifications to offline MEM Clients.

· The MEM Server MUST refine the list of candidates using the type of the Email Event:

· The MEM Server MUST NOT send out-band notifications to MEM Clients that are not interested in the Email Event.

· The MEM Server MUST send out-band notifications to MEM Clients that are interested in the Email Event.

Once list of the MEM Clients to be notified have been finalised, the MEM Server MUST create the notification payload [6.2] and send it to each MEM Client on the list, using the appropriate notification mechanism individually selected for each MEM Client. The MEM Server MUST take into account the characteristics and the capabilities of the notification mechanism when it is creating the payload.

If the MEM Server is able to detect an error in the notification mechanism, it SHOULD update the status field [6.4] related to the notification mechanism used and attempt to resend the same – if necessary, adjusted – payload using a lower priority notification mechanism.

When the MEM Client receives an out-band notification it SHOULD verify that it is valid using the authentication key stored in the notification preferences [6.4]. [Editor’s note; authentication key is an open issue, fix section 6.4 first!] The MEM Client MUST ignore out-band notifications containing invalid authentication key. Next, the MEM Client MUST verify the sequence identifier. [Editor’s note; need contribution on handling delayed/lost notifications – use the diagram below as a starting point for discussions] 
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Figure 2 – MEM Client notification handling

6.1 Email Event types
We differentiate client-side and server-side Email Events based on the origin of the Email Event; however out-band notifications deal with server-side Email Events only. The Email Event types are described in [Store-Events], section 4. These Email Event types are used for in-band notifications as well. [Open issue here, check back later!]
6.2 Payload

The payload is basically a description of the Email Event that took place. The payload is not limited to describing one Email Event; it MAY include two or more Email Event descriptions. To describe an Email Event, the following details MUST be included in the payload:

· Mailbox identifier – to indicate where the Email Event took place.

· Event type – to indicate what kind of event took place. See section 6.1.

· Event-specific parameters – to provide more details of the event (when available). The event-specific parameters are described in [Store-Events], section 5.

· Sequence identifier – to detect lost and delayed notifications.

· Authentication key stored in the notification preferences – to validate the notification.

The exact format of the payload is TBD in a future CR.

6.3 Notification mechanisms
The notification mechanism has only one purpose: to deliver the payload to the MEM Client. The OMA MEM Enabler does not require reliable notification mechanism since the payload includes information that is sufficient to identify that a notification has been lost or delayed. However, it is possible to indicate failures and prioritize certain mechanisms over other notification mechanisms.

The available notification mechanisms are described in the following sub-sections. The MEM Client MAY support any of these mechanisms, however in order to use them, the MEM Client MUST store its notification preferences on the MEM Server. See notification preferences in section 6.4.

6.3.1 SMS

6.3.2 MMS

6.4 Notification preferences

The notification preferences contain information about each MEM Client including the means of contacting them using various protocols whenever out-band notifications are to be sent. Each MEM Client maintains its own set of notification preferences. These preferences are stored within the MEM Server. Each set of preferences MUST include:

· One and exactly one Client-ID that identifies the MEM Client. It MUST be unique within the scope of the user. See [6.4.1].
· One and exactly one list of subscribed Email Event types. See [6.4.2].
· One and exactly one IncludeEmailContent flag [a better name, anyone?] indicating whether the MEM Client desires the content of the email to be included within the notifications (when applicable). See [6.4.3].
· One or more preferences for each notification mechanism that is supported by the MEM Client. See [6.4.4].
· 
· 
· The priority indicator that tells the MEM Server which protocol to try next if the previous attempt has failed. See [6.4.4.2].
· 
The MEM Clients are responsible for updating their own preferences, except the ClientID, since that is persistent. In order to avoid conflicts, each MEM Client MUST use its own Client-ID to update their notification preferences. [Add something about managing/fetching the preferences.]

The exact means to store the preferences is technology-specific. See sections 0 for According to the [MEM AD], in order to facilitate a mobile email service, the MEM-1 and MEM-2 interfaces MUST be provided for the MEM Protocol. This specification offers service providers two alternatives for MEM Protocol. Service providers should taken into account that none of these technologies provide all the requirements defined in the [MEM RD].
IETF Lemonade
 and 13.2 for OMA-DS. [Editor’s note: need contribution to populate those sections; update references later on].
Client-ID

The Client-ID identifies the MEM Client. It also allows for storing client-specific preferences at the MEM Server. The Client-ID MUST be unique.

If the MEM Client does not have a Client-ID, it MUST request a new one from the MEM Server during initial Email Service setup. If the MEM Client has a Client-ID, it MUST inform the MEM Server about it whenever an Email Session is established.

In order to avoid reserving multiple Client-IDs for the same MEM Client, the MEM Client MUST store the Client-ID persistently. The MEM Server MUST store the Client-ID persistently as well.

The Client-ID MUST be a free-form string without any white space characters and it SHALL NOT contain characters that might break the syntax of the Email Protocol. [Addd ABNF notation to make it clear/or add a reference]

For example: 1234FEED5678BEEF
[TBD: The means to request new/exchange existing Client-ID using DS and Lemonade.]

Subscribed Email Event types

In order to instruct the MEM Server to filter the notifications, a preference needs to be set. This preference is the list of subscribed Email Event types. The list contains all allowed Email Event types that the MEM Client will receive, while the non-listed Email Events will be discarded by the MEM Server.

The MEM Server MUST filter the notifications based on the type of the Email Event that has occurred:

· all notifications carrying an Email Event of a subscribed type SHALL be passed to the MEM Client, while

· all notifications carrying an Email Event of a non-subscribed type SHALL be discarded.

The list of subscribed Email Events MUST be a non-case sensitive list of Email Event types [6.1] separated by a plus sign (‘+’). [We might need to add ABNF notation to make it clear] [ADD ABNF]

The following example will ensure that the new messages, quota exceeded, message deleted and mailbox deleted events are conveyed to the MEM Client: MessageNew+QuotaExceed+MessageTrash+MailboxDelete
IncludeEmailContent flag

The MEM Client can request including the content of an email message within the notification by using a Boolean flag.

When the IncludeEmailContent flag is ‘true’ and the type of the Email Event permits the email content, the MEM Server MUST include the content of the email message within the notification – according to the following preferences [TBD: list all releavant preferences, also the notification protocol might limit the size, too! SMS is out of the question for delivering content(?)].

When the IncludeEmailContent flag is ‘false’ the MEM Server MUST NOT include the content of the email message within the notification.

The IncludeEmailContent MUST be a Boolean value, taking either true or false value. [ADD ABNF]

For example: true
[It seems that we all agree that the user has to be able to set some sort upper limit, the only question is: how? Should we add new parameter IncludeEmailContentSize? Separate transcoding parameter set? Open issue – resolve in other contributions.]
Preferences for notification mechanisms

The MEM Client MAY support more than one out-band notification mechanism. It is REQUIRED to define settings for each out-band notification mechanism that the MEM Client desires to use.

The list of notification mechanisms can be found in [6.3].

For example: SMS
Address

[We do not include address for now, somebody will have to come up with an IC about mobility management – a way to track the address of the MEM Client – so that it does not need to be stored and maintained as a preference.]
Priority indicator
The MEM Client MAY configure any number of outband notification mechanisms. Since it is a good idea to conserve resources on the MEM Server, it is desired to choose only one notification mechanism. In order to make such decision the MEM Server needs to know which notification mechanism is preferred by the MEM Client. This is achieved by assigning a specific priority indicator to each mechanism, and by doing so, setting up a ranked list.

The priority indicator MUST be a positive decimal integer number and the smaller the number, the higher the priority; therefore ‘1’ indicates the highest possible priority.

The priority indicator MUST be unique within the scope of all notification preferences of the MEM Client, meaning that it is not possible to assign the same priority twice.

Whenever a notification needs to be sent, the MEM Server MUST take into account the notification priority defined by the MEM Client and use the highest priority mechanism that is available.

For example: 10
7. MEM Server management interface

8. Client capability information

9. Client configuration

9.1 Provisioning

9.2 Life cycle management of parameters

9.3 Client revocation

10. MEM Client installation over the air

11. Content transcoding

11.1 Generic Unicode for Header Fields

In order to guarantee the integrity and readability of the information, it is the best to convert the email to generic Unicode (See [UNICODE]) on the MEM Server before it is sent to the MEM Client. All MEM Server implementation SHALL support this function. However, considering the overhead for such conversion, users can set preferences on the MEM server to switch on/off this MEM Server side trans-coding for email header (or/and body) freely.
The following standard operations will be performed in MEM server when MEM Client requests an email.

· MEM Server transcodes the email headers from original charset to generic Unicode;

· MEM Server sends the transcoded headers to the MEM Client;
· MEM Client displays the transcoded headers.
(Nevertheless whether the MEM Client displays the right content depends on the capability of the mobile device.)
12. Charging

13. Bindings for MEM Protocol


According to the [MEM AD], in order to facilitate a mobile email service, the MEM-1 and MEM-2 interfaces MUST be provided for the MEM Protocol. This specification offers service providers two alternatives for MEM Protocol. Service providers should taken into account that none of these technologies provide all the requirements defined in the [MEM RD].
13.1 IETF Lemonade
The Lemonade working group in IETF has defined Lemonade Profile bis [Lemonade Profile bis]. The Lemonade Profile bis extends the SMTP and the IMAP protocols using a large number of protocol extensions in order to facilitate email features that cover the majority of the OMA MEM requirements defined in the [MEM RD]. The IETF Lemonade Profile bis specification also allows a wide range of deployment models – see Appendix C in [MEM AD]. Regardless of the employed deployment model however, The MEM Protocol, the MEM-1 and MEM-2 interfaces MUST be always in place.

MEM Protocol

If the IETF Lemonade Profile bis is used, the MEM Protocol MUST be based on IMAP and SMTP, as defined in [Lemonade Profile bis]. Lemonade Profile bis offers some flexibility for the MEM Client and the MEM Server – meaning that some extensions are optional. The following optional extensions in Lemonade Profile bis are REQUIRED by the OMA MEM Enabler:

TBD - evaluate, then define (if any)
In order to declare support for, and to use the OMA MEM features, the MEM Client and the MEM Server MUST advertise and agree to use the following capability: X-OMA-MEM-V10 (the capability string is not case sensitive) whenever a new IMAP or SMTP connection is established. This capability agreement differentiates an OMA MEM compliant MEM Server from a pure Lemonade Profile-based server, and it ensures full compliance with the behaviour described in this specification.

The MEM Client MUST establish new IMAP and SMTP connections with the MEM Server as defined in [Lemonade Profile bis] over the MEM-2 interface. It is the MEM Client’s responsibility to manage the established IMAP and SMTP connections. The MEM Server MUST communicate with the MEM Client using IMAP and SMTP as defined in [Lemonade Profile bis] over the MEM-1 interface.

MEM-1 interface

The MEM Client MUST implement the MEM-1 interface. The MEM-1 interface is used by the MEM Server to communicate with the MEM Client while the MEM Client is connected to the MEM Server; therefore the MEM-1 interface is only usable while this connection exists.

While the MEM Client is not connected to the MEM Server, the MEM Server MAY send Out-band Notifications to the MEM Client provided the MEM Client set up such preferences – see [6].

MEM-2 interface

The MEM Server MUST implement the MEM-2 interface. The MEM-2 interface is used by the MEM Client to communicate with the MEM Server while the MEM Client is connected to the MEM Server; therefore the MEM-2 interface is only usable while this connection exists.

13.2 OMA-DS

The OMA Data Synchronisation is a transport and data format agnostic synchronisation protocol. Potentially any object can be synchronised (e.g. calendars, contact lists, file directories, emails, etc.).
DS 1.2.1 includes the definition of an email object and specific mechanisms to ease email synchronisation. It is designed for non persistent connection environments.

The DS protocol is appropriate for mobile networks, resulting in reduced service latency, network usage and memory requirements on phones, as well as battery consumption.
DS can be used for email synchronisation. The transport layer could then be the OMA DS client, launched from the email client for communication/synchronisation purposes.
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Figure 3 – OMA DS Architecture

Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version 


A.2 Draft/Candidate Version 1.0 History

	Document Identifier
	Date
	Sections
	Description

	Draft Versions

OMA-TS-MEM_Lemonade-V1_0
	29 Jan 2006
	All
	Proposed as Initial Baseline as part of OMA-MEM-2006-0012-TS_Lemonade_Realization_input.

	
	05 Mar 2006
	All
	Updated proposal for a baseline as part of OMA-MEM-2006-0012R02-TS_Lemonade_Realization_input

	
	09 May 2006
	All
	First agreed baseline based on OMA-MEM-2006-0012R02-TS_Lemonade_Realization_input (See OMA-MEM-2006-0076-MINUTES_03Apr2006Wed-Thu).

	OMA-TS-Mobile_Email-V1_0
	05 Jan 2007
	
	Document name changed to OMA-TS-Mobile_Email-V1_0. New title: “Technical Specifications for Mobile Email”.

	
	10 Jan 2007
	All
	CR# OMA-MEM-2006-0157R01 incorporated.

	
	25 Sep 2007
	5
	OMA-MEM-2007-0006-CR_Architecture_overview incorporated

	OMA-TS-Mobile_Email-V1_0
	19 Oct 2007
	All
	Editorial changes:

· Updated Figure 1 from the approved AD.

· Consolidated reference formatting

Added the following change requests:

· OMA-MEM-2007-0008R04-CR_OMA_DS_binding

· OMA-MEM-2007-0018R05-CR_for_TS_Generic_Unicode_for_Mail_Header_Fields

· OMA-MEM-2007-0031R02-CR_Notifications

	OMA-TS-Mobile_Email-V1_0
	30 Jan 2008
	All
	Editorial changes:

· Date changed from 2007 to 2008 in footer and LA.

Added the following change requests:

· OMA-MEM-2007-0057R02-CR_Notification_Preferences
· OMA-MEM-2007-0059R02-CR_Lemonade_binding_init


Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].

B.1 SCR for XYZ Client

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-C-001
	Something mandatory
	Section x.y
	M
	(XYZ-C-001 OR XYZ-C-003) AND
 XYZ-C-002

	XYZ-C-002
	Something optional
	Section x.y
	O
	

	XYZ-C-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MCF

	XYZ-C-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OCF


B.2 SCR for XYZ Server

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-S-001
	Something mandatory
	Section x.y
	M
	XYZ-S-001 OR XYZ-S-002 OR XYZ-S-003

	XYZ-S-002
	Something optional
	Section x.y
	O
	

	XYZ-S-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MSF

	XYZ-S-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OSF


Appendix C. <Additional Information>

C.1 App Headers

<More text>

C.1.1 More Headers

<More text>

C.1.1.1 More Headers

<More text>

C.1.2 More Headers
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