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1 Reason for Contribution

MMS CTR only unnsufficiently specifies the behaviour of MMS client and server for the situations when an MM1_submit.REQ is lost, or an MM1_submit.RES ist lost, or an MM1_submit.REQ is duplicated.

2 Summary of Contribution

This document analysis the situations when an MM1_submit.REQ is lost, or an MM1_submit:RES ist lost, or an MM1_submit.REQ is duplicated. It gives the reasonning for the CR in OMA-MMSG-2004-0287

3 Detailed Proposal

3.1 Submission failures

MM submission is protected by lower layers (TCP).
It can happen that the lower layer connection between MMS Client and MMS server is interrupted and:

(f1)
The MM1-submit.REQ has not been successfully transferred and not been received by the Server

(f2)
The MM1-submit.REQ has been successfully transferred and has been received by the Server, but the MM1-submit.RES has been successfully transferred and received by the Client.

It can also hapen that 

(f3)
in an overload situation an MM1_submit.REQ is not handled in the Server (e.g., buffer overflow). 
The Client may be able to identify case (f1) in the majority of cases – lower layers could indicate successful or unsuccessful transmission – but there is probably no requirement to the client to be able to do that, and there would still remain some cases where (f1) cannot be distinguished from (f2) (missing acknowledgement for the last lower layer frame) and (f3). Also, the client cannot distinguish (f2) from (f3).

The client will in general only diagnose that

(f)
The MM1-submit.REQ has not been responded by an MM1_submit.RES.

The CTR foresees that when (f) occurs, the Client may repeat the submission with the same transaction identifier (TI).
However the specification is unsufficient.

3.2 Consequences of duplicated MM due to unrecognised submission repetition

If the Client repeats submission in case (f1), there are no problems even if the Server does not implement the functions to detect submission repetition. 

If the Client repeats submission in case (f2) and the Server does not implement the functions to detect submission repetition, the main bad consequence is that the user is charged twice. With the current charging mechanisms, his mainly affects the originator, but could in the case of a roaming recipient also affect the recipient.

3.3 Probability of transmission failure (cases (f1) and (f2))
The general probability of transmission failures for MMS submission is low. However iIt is important to realise that by nature of cellular networks, there are always areas in the cellular network and time periods where/when the radio channel is bad, so that the probability of transmission failures is high.

It can be assumed that (f1) is much more probable than (f2).

3.4 Probability of network overload and therefore untreated submissions
This probability depends on the network dimensioning and on the traffic. It can vary considerably between networks.
3.5 Transaction Identifier

The TI can be used to identify an MM submission from one client. The TI in an MM1_submit.REQ is repeated in the MM1_submit.RES. 

ENC defines
Transaction-id-value = Text-string

CTR section 6.1:

The transaction identifier is created and used by the originating MMS Client and it is unique within the send transaction only.

CTR section 6.1.1 specifies the field within the M-Send.req:

	X-Mms-Transaction-ID
	Transaction-id-value
	Mandatory.

A unique identifier for the PDU. This transaction ID identifies the M-Send.req and the corresponding reply only.


CTR section 6.1.2 specifies the field within the M-Send.conf

	X-Mms-Transaction-ID
	Transaction-id-value
	Mandatory. 

This transaction ID identifies the M-Send.conf and the corresponding M-Send.req only.


3GPP TS 23.140, section 8.1.3.3:

Transaction Identification: The originator MMS User Agent shall provide an unambiguous transaction identification within a request. The response shall unambiguously refer to the corresponding request using the same transaction identification.  
and in section 8.1.3.4 (tables 5 and 6):
	Transaction ID
	Mandatory
	The identification of the MM1_submit.REQ/MM1_submit.RES pair.


All that is not very clear. 
Evidently, there should be the requirement that two different submissions from the same originator shall have different TI. It should also be required that a large range of different TI is used before a TI is re-used. These requirements seem not to be clearly specified.
Another point is that the TI is text (with unspecified length. It would have been more efficient to have a fixed length field and/or a structured field with a flag indicating repeated submission. But this is too late for a change.
A third point is that the server can only discover repeated submission by identifying that both originator and TI are duplicated. This is also not clearly indicated, and it is not specified which identification of the originator to use. 
3.7 Mechanism in the Server
With the current specification, if the Server implements the function to detect repeated submission (the specification says ‘SHOULD’), it has to store a history of used TI for each originator, and to compare for each MM from an originator wheter the TI occurs in the history. There is nothing specified to limit the history. Also, there is uncertainty how fast the Client re-uses TIs.
The CR proposes the following: 

· When the Client diagnoses (f), it considers the MM as pending.

· To add a requirement that for the Client, there should never be more than one MM pending; in other words, if an MM is pending and another MM is to be submitted, the Client either defers the new submission or abandons the pending submission
With that, the Server can restrict the history to one T!.
Also, the network should be protected from 

· the Client too fast repeting submission
For that the CR introduces a requirement.
Still, the repetition detecton function in the server may be considered as ‘too expensive’ for the limited gain to detect the rather rare case of submission duplication.

Alternative approach: The alternative method is evidently to cover duplicated submission in charging:
(a) to apply some benevolence in charging when there is some doubt that a submission was repeated and/or
(b) to record the TI in the CDR and to detect duplicated duplicated submission during CDR analysis.

Note that for interoperator MMS there would be duplicated MM4 forwarding, and interoperator charging would be affected. Also the recipient might receive duplicated MM.

3.8 Conclusion
The CR in OMA-MMSG-2004-287 contains some elements to improve and simplify the handling of submission failure / repeated submission / submission duplication. The author doubts whether the text in square brackets in this CR is necessary.
It is not evident whether it is worth while to go for a ‘perfect’ solution in the server, as it requires increased processing in the server for each MM to discover the rare case of duplications. Maybe it is better to cover the issue in charging.
In any case, 3GPP SA5 (and the adequate 3GPP2 group) should be asked to include the TI in the CDRs at least for MM1 submission.
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