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1 Reason for Contribution

This contribution addresses comment AD 001 of the MMS 1_3 Consistency Review MMS V1_3-20050422 about application addressing security issues.

2 Summary of Contribution

Application Addressing functionality has been incorporated to MMS 1.3 without any security mechanisms. This security failure can be exploited by a malicious application and MM payload leaving MMS mobile users vulnerable to this type of attacks. Our recommendation is to remove this feature from MMS 1.3 specs until the correct security mechanisms are defined and implemented.

3 Detailed Proposal

A new feature, Application Addressing, has been introduced in MMS v1.3, which allows non-MMS applications to communicate directly with each other using MMS protocols as a transport link. The new feature has been introduced without defining and incorporating any security mechanisms. Mobile terminals and Mobile users are not protected against threats that may arise from the misuse of this functionality.

The security threat resides in the two main facts:

· A malicious application can be registered with a valid Application ID in the terminal, and then an attacker can send an MM with a malicious application payload to exploit this security vulnerability.

· A legitimate application can receive a malicious MM, which contains a malicious payload that can exploit possible application vulnerabilities, e.g. buffer overflows, etc.

Based on these problems, we find completely unacceptable to allow this new feature – Application Addressing – in MMS 1.3 specifications without the correct security mechanisms. 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

None

5 Recommendation

To remove this functionality from MMS 1.3 until a feasible security solution is developed. This feature can always be added to the next MMS Release with full understanding of the threats and possible solutions. 

Note: Three CRs have been written and ready for submission upon agreement by MMSG. These CRs remove the application addressing functionality from the AD, CTR and ENC specifications.
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