OMA-MMSG-2005-0152R01-comments-on-doc-0151[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Input Contribution

OMA-MMSG-2005-0152R01-comments-on-doc-0151
Input Contribution



Input Contribution

	Title:
	comments-on-doc-0151
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA-MWG-MMSG

	Submission Date:
	10-May-2005

	Source:
	Sony Ericsson, Nokia, Infineon

	Contact:
	Andreas Schmidt  (Infineon)  andreas.schmidt.sal@infineon.com

	Attachments:
	n/a
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	Replaces:
	n/a


1 Reason for Contribution

This contribution provides some comments on doc #0151 in which potential security threads with the application addressing feature in OMA MMS V1_3 are described by Vodafone and O2.

The black text in the following sections was copied from doc #0151.
The co-signing companies’ comments were added with change bars switched on.

2 Summary of Contribution

Application Addressing functionality has been incorporated to MMS 1.3 without any security mechanisms. This security failure can be exploited by a malicious application and MM payload leaving MMS mobile users vulnerable to this type of attacks. Our recommendation is to remove this feature from MMS 1.3 specs until the correct security mechanisms are defined and implemented.
OMA MMS V1_3 builds a suite of specifications for an OMA messaging enabler based on the MMS requirements and MMS service behaviour description as defined by 3GPP and 3GPP2. As the name implies the focus is on messaging protocols, security mechanisms are outside the scope of OMA MMS V1_3. The application addressing functionality is an optional feature defined by 3GPP based on market needs expressed by a variety of application developers, such the Java Community. In OMA the AD-MMS describes the MMSA interface between an application and an MMS Client and at the same time outlines a registration process that is required when an application is to be installed on a device. 
Upon an application’s installation many different pieces of information may be exchanged between an application and an MMS Client in either way comprising authentication data e.g., to restrict the type(s) of application(s) for installation on a device. In order to ensure enough flexibility neither the format nor the content of data exchanged upon registration was defined. This was not carelessness; it was rather done intentionally. There was agreement in all groups that the details of the registration process don’t need to be standardized. Proprietary solutions negotiated between an application developer and a handset manufacturer are deemed to serve better here. In the past it was common understanding in 3GPP, 3GPP2 and OMA-MWG-MMSG that all details related to this registration process are outside the scope of MMS specifications. Why did this suddenly change for Vodafone and O2? It is important to emphasize that the potential threats mentioned above (if they exist) are not specific to MMS; they may appear in any other environment (e.g., download) as well.
3 Detailed Proposal

A new feature, Application Addressing, has been introduced in MMS v1.3, which allows non-MMS applications to communicate directly with each other using MMS protocols as a transport link. The new feature has been introduced without defining and incorporating any security mechanisms. Mobile terminals and Mobile users are not protected against threats that may arise from the misuse of this functionality.

The security threat resides in the two main facts:

· A malicious application can be registered with a valid Application ID in the terminal, and then an attacker can send an MM with a malicious application payload to exploit this security vulnerability.

· A legitimate application can receive a malicious MM, which contains a malicious payload that can exploit possible application vulnerabilities, e.g. buffer overflows, etc.

Based on these problems, we find completely unacceptable to allow this new feature – Application Addressing – in MMS 1.3 specifications without the correct security mechanisms. 
The assumptions made here are not quite correct:
1.) Upon an application’s installation many different pieces of information may be exchanged between these two entities in either way as part of the registration process. This information may comprise authentication data aiming at restricting the type(s) of application(s) to be installed on a mobile device.
2.) Once the MMS Client in the mobile terminal receives an MM it checks the Applic-ID with the currently registered applications. In order to convey the data to the application it takes into consideration also the details (for example: amount and format of data, encoding details, security mechanism, authentication aspects, etc.) negotiated between these two entities as part of the registration process.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

None

5 Recommendation

To remove this functionality from MMS 1.3 until a feasible security solution is developed. This feature can always be added to the next MMS Release with full understanding of the threats and possible solutions. 

Note: Three CRs have been written and ready for submission upon agreement by MMSG. These CRs remove the application addressing functionality from the AD, CTR and ENC specifications.

The removal of the application addressing functionality from MMS V1_3 is not really an option. Doing so would send very bad political signals to 3GPP and 3GPP2, especially under the light of the actual stage of the MMS transfer into OMA. The OMA would be ill-advised to take the removal of the application addressing feature into account as proposed by Vodafone and O2. In order not to damage its reputation OMA should do all it can to guarantee compliance with 3GPP MMS Rel-6 and the 3GPP2 equivalent. From the very beginning on this has been one of the main objectives of OMA MMS V1_3. This is clearly documented in OMA WID-0080 and has been confirmed later several times.
It is also not quite correct that the removal of this feature would help to get OMA MMS V1_3 approved as a Candidate in a timely manner, because such a substantial change at this late point in time exceeds the mandate of the Consistency Review by far and would lead straight on to a 2nd round of a Consistency Review that will take some time.
Furthermore, it is highly questionable whether the primary objective of a Consistency Review which is – as the name implies – restricted to identifying inconsistencies (= editorial and technical contradictions) in the specifications that build an Enabler Release is met with doc #0151. The Consistency Review MUST NOT be misused to introduce any new or to delete any disliked functionality at a very late point in the approval chain.

The Application Addressing functionality in particular has been thoroughly and openly discussed for two years now, first in 3GPP and 3GPP2 and then in OMA-MWG-MMSG. It seems very strange that concerns are brought into OMA at this very late point in time.
To put it all in a nutshell:

1) The potential threats described by Vodafone and O2 may exist indeed in very rare cases. All three committees 3GPP, 3GPP2 and OMA-MWG-MMSG were aware of this while standardizing the MMS protocol enhancements for this feature over the last two years. But there was common understanding that these potential threads are not specific to MMS.
2) The objective of OMA-MWG-MMSG was to enhance the MMS protocols based on the MMS requirements and the MMS service behaviour descriptions received from 3GPP and 3GPP2 to enable this functionality. Solutions to possible security issues of general nature are outside the scope of MMS protocols.
3) OMA’s reputation would suffer significantly if the application addressing feature is removed from OMA MMS V1_3, since in this case OMA MMS V1_3 would not comply with 3GPP’s and 3GPP2’s MMS requirements and MMS service behaviour descriptions anymore. Therefore, the co-signing companies’ are strongly against removing the application addressing functionality from OMA MMS V1_3.
4) A removal of the application addressing feature would also be a slap in the face of those committees that asked for this feature to be standardized, such as the Java Community. It is anticipated that especially the Java Community eagerly awaits OMA MMS V1_3 to be approved.
5) The co-signing companies propose to add a warning to the OMA-AD-MMS instead about potential security threads that may exceptionally exist when not all options of the application registration process are fully used upon installation of an application on a mobile device.










NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2004 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20040917]

© 2004 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 3 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20040917]

