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1 Reason for Change

This CR proposes some additional requirements for the implementation of the application ID mechanism in order to greatly reduce the potential security risks that were identified during the consistency review of MMS v1.3.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

None

5 Recommendation
It is recommended that MMSG considers the proposed changes and approves the same for the MMS Conformance Document 1.3.

6 Detailed Change Proposal

19 Transporting Application Data

An MMS Proxy-Relay supporting the Application ID feature SHALL  be configurable, so that the MMS Proxy-Relay can reject all or any incoming MM targeting an application with a specific Application ID.  

The following additional security related requirements apply to an MMS Client, if it supports the mechanism for transporting application data as defined in [TS23140] and [XS0016200].

· Activation/De-activation of the MMSA interface:

The MMS Client SHALL be configurable, so that the user or the Network Operator can enable or disable and the Network Operator can lock the MMSA interface (Interface between the MMS Client and an application).

In the “disabled” state, the MMS Client SHALL NOT submit any MM with Application Data Header(s), and SHALL NOT handover any data of an MM received with Application data Header(s) to any application via the MMSA interface.

In the “enabled” state the MMS Client SHALL be able to submit any MM with Application Data Header(s), and handover any data of an MM received with Application data Header(s) to applications via the MMSA interface.

In the “locked” state, the MMS Client SHALL behave as in the “disabled” state. In addition, the user SHALL NOT have the possibility to modify the activation state of the MMSA interface

The default state SHALL be “disable”.

Examples of configuration methods for MMSA interface are:

· Pre-configuration at manufacturing phase.

· Configuration via Over The Air Provisioning.

· Configuration via Device Management.

· Configuration via (U)SIM. 

· Configuration via user menu (not applicable when in “locked” state)

If the user manually activates the MMSA interface via user menu, then he or she SHOULD be warned about potential security risks.

· User confirmation for activation on a per application basis:

When the MMSA interface is in enabled state, the user SHALL be asked for confirmation every time a new application registers its application ID with the MMS Client (upon installation or first usage). Only when confirmed, the MMSA interface should be activated for the concerned Application ID.
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