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1 Reason for Change

The behaviour of the Client and the Proxy/Relay is not strictly defined for some error situations. This fact leads to an undefined behaviour of the MMS Client and the MMS Proxy Relay which may lead to unwanted network load and waste of bandwidth.

To avoid this, References are added to the CTR specification which are pointing to definition of the retry behaviour defined in the ENC specification
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

A related CR (OMA-MMSG-2005-0216-Introduction-of-retry-scheme-ENC.doc) introduces a new section in the MMS encapsulation Specification which defines a retry behaviour of the MMS Client. This CR introduces references in the CTR Specification to this new section.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To review and approve the additions to the CTR specification
6 Detailed Change Proposal

7. MMS Client Transactions

This section is normative.  It describes MMS transactions at the application layer.  For normative information about MMS PDU binding to the underlying transport, please refer to section 8.  The PDUs and header fields referred to in the following SHALL comply with the definitions in [MMSENCAPS].

7.1 MMS Client Sending Message to MMS Proxy-Relay

The process for a client to send a message is built on top of the M-Send transaction.  It provides the mechanism for the MMS Client to submit an MM to the MMS Proxy-Relay and to get back information in response.  The following figure gives an example of this transaction.
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Figure 11: Example MMS Send Transaction

7.1.1 Transaction Flow

The MMS Client that wishes to send an MM SHALL include the MM in an M-Send.req and submit the resulting PDU to the MMS Proxy-Relay that supports the specific MMS Client.

The MMS Client SHALL compose a fresh transaction ID for the submitted PDU.  This transaction ID is used by the MMS Client and MMS Proxy-Relay to provide linkage between the originated M-Send.req and the response M-Send.conf PDUs.  The value used for the transaction ID is determined by the MMS Client. The MMS Client is expected to use a big range of transaction ID values before re-using a transaction ID. No interpretation of the transaction ID is expected from the MMS Proxy-Relay except of the comparison whether two transaction ID from the same originator are equal.

Upon receipt of the M-Send.req PDU, the MMS Proxy-Relay SHALL respond with an M-Send.conf PDU.  This response PDU SHALL provide a status code for the requested operation.  If the MMS Proxy-Relay is willing to accept the request to send the message, the status SHALL be ‘ok’ and the PDU SHALL include a message-ID that MAY be used for following activities that need to refer to the specific sent MM (e.g. delivery reports).

If MMBox functionality is supported by the MMS Client and the MMS Client wishes to retain a copy of the MM in the MMBox parallel to sending the MM to its destinations, then this SHALL be indicated by using the optional M-Send.req header fields.  If the MMS Proxy-Relay supports MMBox functionality then it SHALL store the MM in the MMBox with a MM State of “Sent”, unless a MM State is specified by the MMS Client, and SHALL supply a [RFC2396] compliant URI that indicates the location of the saved MM in the MMBox.

7.1.2 Error Considerations

Various error cases may exist.  These include network faults, server faults and service faults.  For network faults (e.g. server not available) or server faults (e.g. bad path) the MMS Proxy-Relay SHALL send an error indication that relates to the transport layer error that was detected.  These errors MAY be recoverable (e.g. MMS Proxy-Relay down temporarily) or may be more permanent in nature. If the MMS Proxy-Relay does not provide an M-Send.req PDU (for what ever reason) the MMS Client SHOULD be able to recover. Further strategies for recovery are beyond the scope of this document to address. If the client supports retry mechanism, the retry of this Transaction SHALL be done according to [MMSENCAPS].
Service errors are different.  In these cases the MMS Proxy-Relay actually received the M-Send.req PDU and responds with an M-Send.conf PDU with the appropriate error code. If the MMS Client requested that the submitted MM be stored in the MMBox then this operation (of storing the MM) SHOULD be completed regardless of the success or failure of the sending of the MM to its destinations.

While an M-Send.conf PDU specifying the transaction ID that was used in the M-Send.req PDU is not received by the MMS Client, the MMS Client considers the MM as pending. The MMS Client ceases to consider an MM as pending in each of the following cases:

(1)
The MMS Client receives an  M-Send.conf PDU

(2)
The MMS Client abandons submission of the MM

If an MM is pending and more time has elapsed than normally necessary for the transaction, the MMS Client SHALL either 

· abandon submission of the pending MM or 

· resend the same M-Send.req PDU (including the  same transaction ID as was used for the original submission).  

The MMS Proxy-Relay SHOULD check the transaction ID for M-Send.req PDUs in order to detect and remove duplicate M-Send.req PDUs. The MMS Proxy-Relay SHALL respond to every M-Send.req PDU with an M-Send.conf PDU even if it is duplicated. 

If the MMS Proxy-Relay checks the transaction ID for M-Send.req PDUs in order to detect and remove duplicate M-Send.req PDUs it SHOULD follow one or both of the following procedures: 

(1) The MMS Proxy-Relay does not forward the duplicate MM (on MM3, MM4, MM7), does not store the duplicate MM in the MMBox and does not initiate a notification for the duplicate MM.

(2) The MMS Proxy-Relay generates a CDR for the duplicate MM including the transaction-ID so that the billing system can discover this duplication.

7.2 MMS Proxy-Relay Sending Notification to MMS Client

To inform an MMS Client that an MM is available and for it to return back information, a set of asynchronous PDUs, M-Notification.ind and M-NotifyResp.ind, are utilized.  This provides the mechanism for the MMS Proxy-Relay to notify the MMS Client with certain factors about the new MM.  This will let the MMS Client retrieve the MM.
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Figure 12: Example MMS Notification Transaction

7.2.1 Transaction Flow

The MMS Proxy-Relay SHALL utilise the M-Notification.ind PDU when it needs to inform the MMS Client that a message is available for delivery.

The information conveyed SHALL include an [RFC2396] compliant URI that will be used to actually retrieve the MM in a subsequent operation by the MMS Client.  Additional information about the message (e.g. message size, expiry, recommended retrieval mode) may be used by the MMS Client to determine its behaviour.  For example, the MMS Client may defer the retrieval of the MM until after a user confirmation if manual retrieval is recommended or if it exceeds a size threshold.  It should be noted that this additional information may have changed from when the M-Notification.ind PDU was sent to the MMS Client, and when the MMS Client requests delivery of the MM.

The MMS Proxy-Relay SHALL compose a transaction ID for the notification PDU.  This transaction ID is used by the MMS Client and MMS Proxy-Relay to provide linkage between the originated M-Notification.ind and the response M-NotifyResp.ind PDUs.  The value used for the transaction ID is determined by the MMS Proxy-Relay and no interpretation is expected by the MMS Client.

Upon receipt of the M-Notification.ind PDU, the MMS Client SHALL respond with an M‑NotifyResp.ind PDU to the MMS Proxy-Relay that supports the specific MMS Client.

The M-NotifyResp.ind response PDU SHALL provide a message retrieval status code.  The status ‘retrieved’ SHALL be used only if the MMS Client has successfully retrieved the MM prior to sending the NotifyResp.ind response PDU.

7.3 MMS Client Retrieving Message from MMS Proxy-Relay

The operation for retrieval of the MM by the MMS Client from the MMS Proxy-Relay is built upon the normal WSP/HTTP GET functionality. Therefore, no new operation is actually defined. The message type for the PDU returned from the MMS Proxy-Relay to the MMS Client is M-retrieve.conf.

Delivery of the MM MAY be either before or after the M-NotifyResp.ind PDU, depending on immediate retrieval or deferred retrieval of MM respectively. The MMS Proxy-Relay MAY therefore decide to request an acknowledgement from the MMS Client to confirm successful retrieval in case of deferred retrieval. These variations are shown in the 2 following figures  .
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Figure 13: Example MMS Retrieval Transaction without Acknowledgement
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Figure 14: Example MMS Retrieval Transaction with Acknowledgement

7.3.1 Transaction Flow

The MMS Client SHALL initiate the retrieval activity by utilizing the URI that was delivered to it in the M­Notification.ind PDU using the normal WSP/HTTP GET method operation.

The response PDU M-retrieve.conf, if successful, contains the MM.  This PDU SHALL include MMS header fields providing additional information.  This response PDU MAY provide a status code for the requested retrieval operation.

Depending on the MMS Proxy-Relay needs, the M-retrieve.conf response that it provides MAY request an acknowledgement to be generated by the MMS Client. The MMS Proxy-Relay MAY make this request based on whether or not it needs to provide a delivery notice back to the originator of the MM. Alternatively, it MAY make that request based upon an expectation that it would then be able to delete the MM from its own store. This decision is not a part of this transaction.

The MMS Proxy-Relay SHALL make this request for acknowledgement by including a transaction ID in the M-retrieve.conf PDU.  This transaction ID is used by the MMS Client and MMS Proxy-Relay to provide linkage between the originated M-retrieve.conf and the response M-Acknowledge.ind PDUs. The value used for the transaction ID is determined by the MMS Proxy-Relay and no interpretation is expected by the MMS Client.

If an acknowledgement is requested, the MMS Client SHALL respond with an M-Acknowledge.ind PDU to the MMS Proxy-Relay that supports the specific MMS Client.  The M-Acknowledge.ind PDU confirms successful message retrieval to the MMS Proxy Relay.

7.3.2 Error Considerations

If the URI can not be resolved, a network or server fault MAY be returned.  For example, if the MMS Server deletes the MM from the store, making the requested MM unavailable, it is expected that the WSP/HTTP request will generate a ‘Data Not Available’ status code (e.g. 404).  In this case, the lower level error would be returned.

Service/application level errors are different. In these cases, the MMS Proxy-Relay actually received the WSP/HTTP GET message and responds with an M-retrieve.conf PDU with the appropriate error code. The MMS Proxy-Relay SHALL not include the transaction ID in the M-retrieve.conf PDU for these error cases.

If the MMS Proxy-Relay does not provide the M-retrieve.conf PDU or the lower protocol layer error message the MMS Client SHOULD be able to recover.

7.3.3 Clarifications

To some readers it may not appear consistent that the WSP/HTTP GET message is shown in 0and 0as this message belongs to a different protocol layer than the MMS PDUs.  However, the figures are consistent in that they define the MMS Client Transactions in terms of the packets sent “across the wire” between peer entities (and not in terms of primitives, which are defined between layers in a protocol stack).  The appearance of WSP/HTTP GET in the diagrams is not to be taken as a recommendation to bypass the implementation of layered protocols.

7.4 MMS Client Sending Forward Request to MMS Proxy-Relay

The M-Forward transaction enables an MMS Client to request forwarding of an MM located at the MMS Proxy‑Relay and to get back information in response.  The following figure gives an example of this transaction.
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Figure 15: Example MMS Forward Transaction

7.4.1 Transaction Flow

Support of the MMS forward transaction is OPTIONAL for MMS Proxy-Relay and MMS Client.  The following description applies when both entities support the forward transaction.

The MMS Client that intends to forward an MM located at the MMS Proxy-Relay SHALL send an M-Forward.req PDU to the MMS Proxy-Relay that supports the specific MMS Client.  The message SHALL contain the URI of the MM to be forwarded which was conveyed to the MMS Client as part of the M-Notification.ind PDU.  Additionally the M-Forward.req PDU SHALL contain the address of one or more recipients that the MM should be forwarded to.

The MMS Client SHALL compose a transaction ID and include it in the M-Forward.req PDU.  This transaction ID is used by the MMS Client and MMS Proxy-Relay to provide linkage between the originated M-Forward.req PDU and the corresponding M-Forward.conf PDU.  The value used for the transaction ID is determined by the MMS Client and no interpretation is expected by the MMS Proxy-Relay.

After reception of the M-Forward.req PDU, the MMS Proxy-Relay SHALL respond with an M-Forward.conf PDU.  This response PDU SHALL provide a status code for the requested operation.  If the MMS Proxy-Relay is willing to accept the request to forward the MM, the status SHALL be ‘ok‘ and the PDU SHALL include a message-ID that MAY be used for following activities that need to refer to the specific message forwarded (e.g. delivery reports).

If MMBox functionality is supported by the MMS Client and the MMS Client wishes to retain a copy of the MM in the MMBox parallel to forwarding the MM to its destinations, then this SHALL be indicated by using the optional M-Forward.req header fields.  If the MMS Proxy-Relay supports MMBox functionality then it SHALL store the MM in the MMBox with a MM State of “Forwarded”, unless a MM State is specified by the MMS Client, and SHALL supply a [RFC2396] compliant URI that indicates the location of the saved MM in the MMBox

The MMS forward transaction is logically independent to both the MMS notification transaction and the MMS retrieval transaction, i.e., the MMS Client SHALL react to an M-Notification.ind PDU by sending an M‑NotifyResp.ind PDU before, during or after an optional MMS forward transaction.  Furthermore the MMS Client MAY also react to an M-Notification.ind PDU by initiating a retrieval operation.  This additional operation on the MM may be supported by the MMS Client and/or the MMS Proxy-Relay.

7.4.2 Error Considerations

Various error cases may exist.  These include network faults, server faults and service faults.  For network faults (e.g. server not available) or server faults (e.g. bad path) the MMS Client SHALL receive an error indication that relates to the transport layer error that was detected.  These errors MAY be recoverable (e.g. MMS Proxy-Relay down temporarily) or may be more permanent in nature. If the MMS Proxy-Relay does not provide the M-forward.conf PDU or the lower protocol layer error message the MMS Client should be able to recover. Further strategies for recovery are beyond the scope of this document to address. If the client supports retry mechanism, the retry of this Transaction SHALL be done according to [MMSENCAPS].
Service errors are different.  In these cases the MMS Proxy-Relay actually received the M-Forward.req PDU and responds with either an M-Forward.conf PDU if it does support MMS forward transactions, or an M‑Send.conf PDU if it does not support MMS forward transactions; in either case the appropriate error code SHALL be included in the response. If the MMS Client requested that the submitted MM be stored in the MMBox then this operation (of storing the MM) SHOULD be completed regardless of the success or failure of the forwarding of the MM to its destinations.

7.5 MMS Proxy-Relay Sending Delivery Reports to MMS Client

To permit the originating MMS Client to know when a message delivery has occurred the M-Delivery.ind PDU has been defined to provide that information.  The M-Delivery.ind PDU originates at the MMS Proxy-Relay providing information to the MMS Client about the MM that was delivered.  There is no associated response or acknowledgment PDU.  The following figure shows an example of this transaction.
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Figure 16: Example Delivery Report

7.5.1 Transaction Flow

The M-Delivery.ind PDU SHALL be sent by the MMS Proxy-Relay to the MMS Client to convey information about the status of a particular MM delivery that was performed.  The MM is identified by the message-ID that was generated when the original message was submitted or forwarded.  It also provides addressing information of the originally targeted entity.

If an MM was addressed to multiple entities, multiple M-Delivery.ind PDUs SHOULD be expected to be returned, one for each addressed entity.

7.5.2 Error Considerations

The M-Delivery.ind PDU is generated when the MMS Proxy-Relay is satisfied that it has sufficient information to declare that the MM was delivered or other status can be declared.  As such, there may be cases where the MMS Proxy-Relay makes a decision about the delivery status that may be incorrect (e.g. timer expiry may generate an expiry notice but target MMS Client may actually retrieve MM if the read occurred before the MM was deleted).

There is no associated response or acknowledgment PDU defined for the M-Delivery.ind PDU.  The success rate for transmittal of the M-Delivery.ind PDU is dependent upon the quality of service provided by the transport service(s) utilized.

7.5.3 Other Issues

A target MMS Client may, within an M-NotifyResp.ind PDU or an M-Acknowledge.ind PDU, request denial of an originator’s request for delivery notification.  Therefore, an MMS Client SHOULD NOT expect to receive all the delivery reports that it may have requested.

7.6 Read Reports

There are two ways of handling Read Reports, either in the form of an MM or in the form of a PDU designed for that purpose. If the MMS Client is of higher version than 1.0 and if it supports read reporting it MUST also support the handling of Read Report PDUs.

7.6.1 Multimedia Message Read Report

When the originating MMS Client requests a Read Report for an MM, the receiving MMS Client MAY send a Read Report back to it.  This report MAY be sent and delivered as a regular MM using the mechanisms described in this section.

To permit a user to determine that an MM is a Read Report, a few fields can be used to provide that information:

· The subject field should be copied from the original, prepending a ‘Read:’ to the text.

· The Message-ID of the original message is available and should be included in the message body.

· The body of the message may provide information about the read action or status.

The following is an example of a Read Report MM.  It is in response to an MM that user A had sent to user B:

From:
B

To:
A

Sent:
Friday, January 21, 2000 1:50 PM

Subject:
Read: My Message

Your message

      To:

B

      Subject:
My Message

      Message-ID:
<200002211806.MAA26265@mail1.domain.com>

      Sent:
1/21/2000 1:29 PM

was read on 1/21/2000 1:50 PM.

7.6.2 PDU Read Report

When the originating MMS Client requests a Read Report for an MM, the receiving MMS Client MAY send a Read Report back to it.  This report MAY be sent in the form of a PDU and delivered using the mechanisms described in this section.

The M-read-rec.ind PDU originates at the recipient MMS Client and is sent via the recipient MMS Proxy-Relay to the originating MMS Proxy-Relay. Upon receiving the M-read-rec.ind, the originating MMS Proxy-Relay forwards an M-read-orig.ind PDU to the originating MMS Client. The 2 following figures  outline the transaction flow.
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Figure 17: Read Report transaction flow on the recipient side
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Figure 18: Read Report transaction flow on the originating side

7.6.3 Transaction Flow

If supported by a receiving MMS Client a Read Report to an MM marked with the Read-Report flag MAY be sent in the form of a new MM, in the form of a PDU or not sent at all.

5.2.1.1 Multimedia Message Read Report Transaction Flow

When the Read Report is sent in the form of a regular MM the report SHALL be sent using the normal M-Send operation as it is just another MM origination.  As such, it SHALL be delivered using the normal delivery methods.  Due to the nature of the MM, the Message-Class header field SHALL have the value ‘Auto’, the Read-Report flag MUST NOT be set, and the Delivery-Report flag MUST NOT be set in a Read Report MM.

The MMS Client receiving a Read Report MM will see it as a new MM.  The interpretation as a Read Report is done by context.  In cases where the original MM had multiple addresses, the MMS Client SHOULD expect that multiple Read Reports will be returned.

5.2.1.2 PDU Read Report Transaction Flow

When the Read Report is handled by PDUs and the recipient MMS Client wishes to send a Read Report a M-read-rec.ind MUST be sent to the recipient Proxy-Relay from the recipient MMS Client. The recipient Proxy-Relay then forwards the M-read-rec.ind information to the originating Proxy-Relay, that transaction is however out of scope for the WAP Forum specifications. 

To handle backward compatibility, the originating Proxy-Relay MAY keep a record of what version of M-Send.req the originating MMS Client used for submitting the corresponding MM. If that version number is 1.0 the originating Proxy-Relay MAY transform the M-read-rec.ind information into an MM. If a Read Report is sent as an MM, it MUST follow the rules described in sections 6.6.1 and 6.6.3.1.

If the originating Proxy-Relay is aware of that the originating MMS Client is of higher version than 1.0 or is unaware of the MMS Client version, it MUST forward a Read Report in the form of a M-read-orig.ind PDU upon receiving the M-read-rec.ind information. 

In cases where the original message had multiple addresses, the MMS Client SHOULD expect that multiple Read Report PDUs will be returned.
7.6.4 Error Considerations

Origination and delivery of a Read Report MM is as for a normal MM and does not require additional error considerations.

7.6.5 Other Issues

Since the handling of Read Reports is an optional capability of the recipient MMS Client and the recipient MMS Client may in any case choose not to send a Read Report, an originating MMS Client SHOULD NOT depend upon receiving a Read Report in all cases.

If the originating MMS Proxy-Relay does not track the version number of the originating MMS Client , the originating MMS Client may not receive a Read Report it can understand.  In this case the MMS Client shall notify the MMS Proxy-Relay according to the regular procedures used when an MMS Client receives a PDU it does not understand (as described in section 6.12 of [MMSENCAPS]).  Upon receiving this compatibility problem information, the MMS Proxy-Relay MAY create an MM Read Report as described in sections 6.6.1 and 6.6.3.1 and send it to the originating MMS Client.

Due to backward compatibility a Read Report may always come in the form of an MM since there is no mandated or standardized function to transform a Read Report MM into a Read Report PDU.

7.7  MMS Proxy-Relay Sending Cancel Request to MMS Client

The M-Cancel transaction enables an MMS Proxy-Relay to request cancelling an MM located at the MMS Client and to get back information in response.  The following figure gives an example of this transaction.
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Figure 19: Example M-Cancel Transaction

7.7.1 Transaction Flow

Support of the M-Cancel transaction is OPTIONAL for both MMS Proxy-Relay and MMS Client. The following description applies when both entities support the M-Cancel transaction.

The MMS Proxy-Relay SHALL utilise the M-Cancel.req PDU when it needs to request the MMS Client to cancel a message. The PDU SHALL contain the reference of the MM (i.e. cancel ID) to be cancelled.

The MMS Proxy-Relay SHALL compose a transaction ID for the cancel PDU.  This transaction ID is used by the MMS Client and MMS Proxy-Relay to provide linkage between the originated M-Cancel.req and the response M-Cancel.conf PDUs.  The value used for the transaction ID is determined by the MMS Proxy-Relay and no interpretation is expected by the MMS Client.

Upon receipt of the M-Cancel.req PDU, the MMS Client SHALL respond with an M‑Cancel.conf PDU to the MMS Proxy-Relay that supports the specific MMS Client. 

7.8 MMS Client Deleting a MM from the MMS Proxy Relay

The M-Delete transaction allows a MMS Client to delete a MM from the MMS Proxy Relay.  The following figure illustrates an example transaction interchange.
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Figure 20: Example MMS Delete from MMS Proxy Relay Transaction

7.8.1 Transaction Flow

Support for this transaction is OPTIONAL for both the MMS Client and the MMS Proxy-Relay.  The following description assumes that both the MMS Client and the MMS Proxy-Relay support the transaction.

When the MMS Client wishes to delete (one or more) MM that is stored in the MMS Proxy-Relay it SHALL generate a M-Delete.req PDU and transfer it to the MMS Proxy-Relay.  The PDU SHALL include aone or more URI that uniquely identifyies the MM(s) to be deleted. This URI SHOULD be one that was received in a prior notification transaction.

The MMS Client SHALL compose a transaction ID and include it in the M-Delete.req PDU.  This transaction ID is used by the MMS Client and MMS Proxy-Relay to provide linkage between the originated M-Delete.req PDU and the corresponding M-Delete.conf PDU.  The value used for the transaction ID is determined by the MMS Client and no interpretation is expected by the MMS Proxy-Relay.

After accepting the M-Delete.req, the MMS Proxy-Relay SHALL respond with a M-Delete.conf PDU that SHALL indicate the status of the completion of the request.   If the request was not successful for any of the requested URI then the MMS Proxy-Relay SHALL include the URI that failed in the M-Delete.conf PDU.

7.8.2 Error Considerations

Various error cases may exist.  These include network faults, server faults and service faults.  For network faults (e.g. server not available) or server faults (e.g. bad path) the MMS Client SHALL receive an error indication that relates to the transport layer error that was detected.  These errors MAY be recoverable (e.g. MMS Proxy-Relay down temporarily) or may be more permanent in nature.  Strategies for recovery are beyond the scope of this document to address. If the client supports retry mechanism, the retry of this Transaction SHALL be done according to [MMSENCAPS].
Service errors are different.  In these cases, e.g. MM not found, the MMS Proxy-Relay actually received the M-Delete.req PDU and responds with either an M-Delete.conf PDU if it does support the delete transactions, the appropriate error code SHALL be included in the response.

7.9 MMS Client Sending Request to Store or Update a MM in MMBox to MMS Proxy-Relay

The M-Mbox-Store.req transaction enables an MMS Client to request that the MMS Proxy-Relay either transfer an MM from the temporary storage to the MMBox or update the MM State or MM Flags of an MM already in the MMBox.  The following figure gives an example of this transaction.
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Figure 21: Example MMS Mbox-StoreTransaction

7.9.1 Transaction Flow

Support of the MMBox Store and Update transaction is OPTIONAL for both the MMS Proxy-Relay and the MMS Client.  The following description applies when both entities support this functionality.

The transaction may be used in two situations.  

In the first case, the MMS Client received notification that an MM has arrived and it has not been stored in the MMBox.  The notification includes a URI that identifies the MM.  The MMS Client that wishes to store this MM into the MMBox SHALL send an M-Mbox-Store.req PDU to the MMS Proxy-Relay.  The message SHALL contain the URI, from the notification.  Additionally, the MMS Client MAY indicate, in the M-Mbox-Store.req, an MM State or MM Flags to be stored together with the MM.

In the second case, the MMS Client has a URI that identifies an MM that is already in the MMBox.  If the MMSClient wishes to change the MM State or MM Flags associated with the MM, the MMS Client SHALL send a M-Mbox-Store.req PDU to the MMS Proxy-Relay.  The MMS Client SHALL include the URI that identifies the MM in the message together with the new MM State or MM Flags values.

The MMS Client SHALL compose a transaction ID and include it in the M-Mbox-Store.req PDU.  This transaction ID is used by the MMS Client and MMS Proxy-Relay to provide linkage between the originated M-Mbox-Store.req PDU and the corresponding M-Mbox-Store.conf PDU.  The value used for the transaction ID is determined by the MMS Client and no interpretation is expected by the MMS Proxy-Relay.

After reception of the M-Mbox-Store.req PDU, the MMS Proxy-Relay SHALL identify the MM indicated by the Content-Location and store the MM into the MMBox together with the MM State and MM Flags that were included in the PDU.  If no MM State is included then the MMS Proxy-Relay SHALL store the MM with a MM State of “New”.

The MMS Proxy-Relay SHALL respond with an M-Mbox-Store.conf PDU.  This response PDU SHALL include an [RFC2396] compliant URI that may be used to uniquely reference the MM in the MMBox for subsequent MMS operations.  In addition, the response PDU SHALL include a status code for the requested operation.  If the MMS Proxy-Relay is willing to accept the request and can locate the MM, the status SHALL be “Success”.

7.9.2 Error Considerations

Various error cases may exist.  These include network faults, server faults and service faults.  For network faults (e.g. server not available) or server faults (e.g. bad path) the MMS Client SHALL receive an error indication that relates to the transport layer error that was detected.  These errors MAY be recoverable (e.g. MMS Proxy-Relay down temporarily) or may be more permanent in nature. If the MMS Proxy-Relay does not provide the M-store.conf PDU or the lower protocol layer error message the MMS Client SHOULD be able to recover. Further strategies for recovery are beyond the scope of this document to address. If the client supports retry mechanism, the retry of this Transaction SHALL be done according to [MMSENCAPS].
Service errors are different.  In these cases, e.g. MMBox full, the MMS Proxy-Relay actually received the M-Mbox-Store.req PDU and responds with either an M-Mbox-Store.conf PDU if it does support MMBox transactions, or an M‑Send.conf PDU if it does not support MMBox transactions; in either case the appropriate error code SHALL be included in the response.

7.10 MMS Client Requesting Information about MM in MMBox from MMS Proxy-Relay

The M-Mbox-View transaction enables an MMS Client to request information about one or more MMs that are currently stored in the MMBox.   The following figure illustrates this transaction.  It should be noted that the response PDU from the MMS Proxy-Relay to the MMS Client may include multipart content of M-Retrieve.conf header PDUs.
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Figure 22: Example MMS Mbox-View Transaction

7.10.1 Transaction Flow

Support for this transaction is OPTIONAL for both the MMS Client and the MMS Proxy-Relay.  The following description assumes that the transaction is supported by both the MMS Client and the MMS Proxy-Relay.

When the MMS Client wishes to obtain information concerning MMs that are stored in the MMBox, the MMS Client SHALL generate a M-Mbox-View.req message.  This PDU MAY identify the (one or more) MM that the information is requested for.  The identification of the MM MAY be either of the following –

· A URI that was obtained from a previous notification or store transaction

· A filtering criteria based on the MM State or MM Flags associated with the MM in the MMBox

In addition, the MMS Client MAY specify a range of the selected MM to be returned.

In addition to the selection criteria, the MMS Client MAY specify a list of Information Elements to return for the selected MM.  The list of Information Elements MAY include an indication to retrieve the contents of the selected MM as part of the view of the MMBox.

The MMS Client SHALL compose a transaction ID and include it in the M-Mbox-View.req PDU.  This transaction ID is used by the MMS Client and MMS Proxy-Relay to provide linkage between the originated M-Mbox-View.req PDU and the corresponding M-Mbox-View.conf PDU.  The value used for the transaction ID is determined by the MMS Client and no interpretation is expected by the MMS Proxy-Relay.

After receiving the request the MMS Proxy-Relay SHALL select all MM that match the selection criteria in the MMBox and establish an order between the selected MM.  If the M-Mbox-View.req included Start and Limit fields then the MMS Proxy-Relay SHALL select only those selected MM that fall in the range indicated according to the order that was established.  The MMS Proxy-Relay SHALL generate a M-Mbox-View.conf PDU that includes in the header fields the selection criteria that were used to select the MM as well as the MMBox totals and quota information if requested as part of the M-Mbox-View.req PDU.  In addition, the MMS Proxy-Relay SHALL add as content the set of selected MM information-elements and content (if requested) each encoded as a separate part in a multipart.mixed encoded content of the M-Mbox-View.conf PDU.

7.10.2 Error Considerations

Various error cases may exist.  These include network faults, server faults and service faults.  For network faults (e.g. server not available) or server faults (e.g. bad path) the MMS Client SHALL receive an error indication that relates to the transport layer error that was detected.  These errors MAY be recoverable (e.g. MMS Proxy-Relay down temporarily) or may be more permanent in nature.  If the MMS Proxy-Relay does not provide the M-Mbox-View.conf PDU or the lower protocol layer error message the MMS Client SHOULD be able to recover. Further strategies for recovery are beyond the scope of this document to address. If the client supports retry mechanism, the retry of this Transaction SHALL be done according to [MMSENCAPS].
Service errors are different.  In these cases, e.g. MM not found, the MMS Proxy-Relay actually received the M-Mbox-View.req PDU and responds with either an M-Mbox-View.conf PDU if it does support MMBox transactions, or an M‑Send.conf PDU if it does not support MMBox transactions; in either case the appropriate error code SHALL be included in the response.

7.11 MMS Client uploading a MM to the MMBox

The M-Mbox-Upload transaction allows an MMS Client to upload an MM, currently stored in the MMS Terminal, to the MMS Proxy-Relay for storage in the MMBox.  The following figure illustrates an example of this transaction.
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Figure 23: Example MMS Upload to MMBox Transaction

7.11.1 Transaction Flow

Support for this transaction is OPTIONAL for both the MMS Client and the MMS Proxy-Relay.  The following description assumes that the transaction is supported by both the MMS Client and the MMS Proxy-Relay.

When the MMS Client has MM content, resident on MMS Terminal, that it wishes to store in the MMBox, the MMS Client SHALL compose a M-Mbox-Upload.req PDU.  The PDU SHALL include the actual content to be stored.

The MMS Client SHALL compose a transaction ID and include it in the M-Mbox-Upload.req PDU.  This transaction ID is used by the MMS Client and MMS Proxy-Relay to provide linkage between the originated M-Mbox-Upload.req PDU and the corresponding M-Mbox-Upload.conf PDU.  The value used for the transaction ID is determined by the MMS Client and no interpretation is expected by the MMS Proxy-Relay.

After acceptance of the request, the MMS Proxy-Relay SHALL store the contents and the associated information in the MMBox.   If no MM State was provided by the MMS Client then the MMS Proxy-Relay SHALL set the MM State of the stored MM to “Draft”.  The MMS Proxy-Relay SHALL respond with a M-Mbox-Upload.conf PDU and SHALL include a URI that defines the location of the stored MM and MAY be used to reference the MM.

7.11.2 Error Considerations

Various error cases may exist.  These include network faults, server faults and service faults.  For network faults (e.g. server not available) or server faults (e.g. bad path) the MMS Client SHALL receive an error indication that relates to the transport layer error that was detected.  These errors MAY be recoverable (e.g. MMS Proxy-Relay down temporarily) or may be more permanent in nature. If the MMS Proxy-Relay does not provide the M-Mbox-Upload.conf PDU or the lower protocol layer error message the MMS Client SHOULD be able to recover. Further strategies for recovery are beyond the scope of this document to address. If the client supports retry mechanism, the retry of this Transaction SHALL be done according to [MMSENCAPS].
Service errors are different.  In these cases, e.g. MMBox full, the MMS Proxy-Relay actually received the M-Mbox-Upload.req PDU and responds with either an M-Mbox-Upload.conf PDU if it does support MMBox transactions, or an M‑Send.conf PDU if it does not support MMBox transactions; in either case the appropriate error code SHALL be included in the response.

7.12 MMS Client Deleting a MM from the MMBox

The M-Mbox-Delete transaction allows a MMS Client to delete a MM from the MMBox.  The following figure illustrates an example transaction interchange.
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Figure 24: Example MMS Delete from MMBox Transaction

7.12.1 Transaction Flow

Support for this transaction is OPTIONAL for both the MMS Client and the MMS Proxy-Relay.  The following description assumes that both the MMS Client and the MMS Proxy-Relay support the transaction.

When the MMS Client wishes to delete (one or more) MM that is stored in the MMBox it SHALL generate a M-Mbox-Delete.req PDU and transfer it to the MMS Proxy-Relay.  The PDU SHALL include a URI that uniquely identifies the MM to be deleted.  This URI SHOULD be one that was received in a prior notification, storing, or viewing transaction.

The MMS Client SHALL compose a transaction ID and include it in the M-Mbox-Delete.req PDU.  This transaction ID is used by the MMS Client and MMS Proxy-Relay to provide linkage between the originated M-Mbox-Delete.req PDU and the corresponding M-Mbox-Delete.conf PDU.  The value used for the transaction ID is determined by the MMS Client and no interpretation is expected by the MMS Proxy-Relay.

After accepting the M-Mbox-Delete.req, the MMS Proxy-Relay SHALL respond with a M-Mbox-Delete.conf PDU that SHALL indicate the status of the completion of the request.   If the request was not successful for any of the requested URI then the MMS Proxy-Relay SHALL include the URI that failed in the M-Mbox-Delete.conf PDU.

7.12.2 Error Considerations

Various error cases may exist.  These include network faults, server faults and service faults.  For network faults (e.g. server not available) or server faults (e.g. bad path) the MMS Client SHALL receive an error indication that relates to the transport layer error that was detected.  These errors MAY be recoverable (e.g. MMS Proxy-Relay down temporarily) or may be more permanent in nature. If the MMS Proxy-Relay does not provide the M-Mbox-Delete.conf PDU or the lower protocol layer error message the MMS Client SHOULD be able to recover. Further strategies for recovery are beyond the scope of this document to address. If the client supports retry mechanism, the retry of this Transaction SHALL be done according to [MMSENCAPS].
Service errors are different.  In these cases, e.g. MM not found, the MMS Proxy-Relay actually received the M-Mbox-Delete.req PDU and responds with either an M-Mbox-Delete.conf PDU if it does support MMBox transactions, or an M‑Send.conf PDU if it does not support MMBox transactions; in either case the appropriate error code SHALL be included in the response.

7.13 Maintaining the MM State and MM Flags

7.13.1 MM State

The MM State of a MM that is stored in the MMBox SHALL be maintained by the MMS Proxy-Relay but MAY be overridden by the MMS Client.  When the MMS Client does not intervene, the MMS Proxy-Relay SHALL set the MM State as follows:

· When the MM is stored in the MMBox as a result of the M-Send request the MM State SHALL be set to “Sent”.

· When the MM is stored in the MMBox as a result of the M-Forward request, the MM State SHALL be set to “Forwarded”.

· When the MM is stored in the MMBox as a result of the M-Mbox-Store request, the MM State SHALL be set to “New”.

· When the MM is stored in the MMBox as a result of the M-Mbox-Upload request, the MM State SHALL be set to “Draft”.

· After the MM is successfully retrieved from the MMBox as a result of the WSP/HTTP GET request, the MM State SHOULD be changed to “Retrieved”.
These are the only values that the MM State SHALL have.

7.13.2 MM Flags

The MM Flags value SHALL be maintained by the MMS Client.  The MMS Proxy-Relay SHALL store the value of this field together with the stored MM.  The MMS Proxy-Relay SHALL only attach significance to the value of the MM Flags for filtering of MM in the M-Mbox-View transaction. 

7.14 Security Considerations

At present, the end-to-end security aspects of the MMSm PDUs are dependent upon the security provided by the transport service(s) utilized.  The use of MMS with transport layer hop-by-hop security protocols is described in section 8.3.2.

When the MMS Proxy-Relay in an M-Notification.ind PDU identifies a new MM to the MMS Client using the https URI scheme, the MMS Client SHALL use a secure transport for a subsequent retrieval operation, or indicate an error to the user.
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