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1 Reason for Contribution

This input contribution indicates why the proposal stated in document: “OMA-MMSG-2006-0014-LS-to-3GPP-TSG-CT-and-3GPP2-TSG-X-on-clarification-on-HTTP-response-when-reporting-a-SOAP-error-on-M” will not resolved the identified SOAP-HTTP error-response problem. 

2 Summary of Contribution

CR #0014 not only fails to resolve the problem but it aggravates it further by introducing a contradiction on 3GPP specifications and between 3GPP [TS 23.140] and SOAP 1.1 specs that will lead to further interoperability problems.

3 Detailed Proposal

This proposal details the contradictions or problems introduced by CR 0014 in 3GPP [TS 23.140] specs. 

In the “Reason for change”, CR 0014 indicates:

“The  current version of 23.140 is ambiguous with respect to the HTTP response code that is to be returned in the case of a SOAP error on MM7. One can interpret that the HTTP package shall return a 200, while others that it shall return 500.”

From Vodafone point of view, the mentioned version doesn’t contain any ambiguity with respect to the HTTP response but rather a mistake in the example of section 8.7.9.4 MM7_deliver.RES, [TS 23.140] specifications. 

The first line of the example: deliver response message when the response returns an application error code, indicates:

 



HTTP/1.1 200 OK 

When in reality it should indicate:





HTTP/1.1 500 Internal Server Error

In the “Consequences if not approved” section, CR 0014 indicates:

“Inconsistent implementations on commercial products. Interoperability problems for the operator.”

CR #0014 will not only resolve this problem but will introduced further interoperability issues, as indicated in the analysis below.

Each of the changes proposed for CR #0014 are analysed in the following lines:

CHANGE  N1 (Major):

“The SOAP fault shall be either (configurable by the operator on a VAS/VASP basis): 
a) bound to an HTTP 200 "OK" response; or 
b) bound to an HTTP 500 "Internal Server Error" response.”

Problems with this approach:

1/ This new statement could be seen in contradiction with existing requirements, i.e.:

· the first requirement of section 8.7.8, and

· the requirement of section 8.7.8.3.

8.7.8 Implementation of the MM7 Abstract Message, [TS 23.1240]
“The interface between a VASP and the MMS Relay/Server, over the MM7 reference point, shall be realised using SOAP 1.1 [68] as the formatting language. The VASP and the MMS Relay/Server shall be able to play dual roles of sender and receiver of SOAP messages. HTTP [48] shall be used as the transport protocol of the SOAP messages. The SOAP message shall bind to the HTTP request/response model by providing SOAP request parameters in the body of the HTTP POST request and the SOAP response in the body of the corresponding HTTP response.”
Here indicates that SOAP 1.1 protocol will be used as interface between VASP and MMS Relay/Server.

8.7.8.3 Status Reporting, [TS 23140]
…

“request processing errors (status codes in the range 2xxx-9xxx) shall be reported as a SOAP Fault as defined in [68].  The SOAP fault shall include the faultcode [68], faultstring[68], and detail[68] elements.  The detail element shall include the status elements described below and in Table 70. The SOAP detail element shall include VASPErrorRsp or RSErrorRsp element as direct child elements. VASPErrorRsp element shall be included if the SOAP Fault is generated by the VASP and RSErrorRsp element shall be sent if the SOAP Fault is generated by the MMS Relay/Server.  Errors relating to the TransactionID shall be reported as a SOAP Fault. The faultcode shall be “Client.TransactionID” and the faultstring shall be used to indicate the human-readable description of the error.  No detail element shall appear. 
Here indicates that request processing errors shall be reported as SOAP Faults as indicated in SOAP 1.1

The note, [68], refers to “Simple Object Access Protocol (SOAP) 1.1 document, which in its section  6.2 SOAP HTTP Response states:

“In case of a SOAP error while processing the request, the SOAP HTTP server MUST issue an HTTP 500 "Internal Server Error" response and include a SOAP message in the response containing a SOAP Fault element (see section 4.4) indicating the SOAP processing error.”

This statement indicates clearly that SOAP HTTP server MUST issue an HTTP 500 “Internal Server Error” in the case of SOAP error. 

In addition, SOAP Fault elements indicated in section 4.4 of the SOAP 1.specifications are: faultcode, faultstring and detail, which are indicated in the 8.7.8.3 of 3GPP requirement and in the example given in the deliver response message, section 8.7.9.4 of the same document. This clearly indicates that 3GPP is using SOAP 1.1 formats and procedures to report SOAP faults.

However, both statements: SOAP section 6.2 and the new requirement are in contradiction with each other. The CR introduces this contradiction by allowing two possible SOAP HTTPP fault values at the same time that [TS 23.140] mandates the support of SOAP 1.1, where only one value is mandated. 

2/ This proposal will standardise a problem rather than a solution.

The problem has been identified as a mistake in the value of an example in the 3GPP specs. 

The solution proposed doesn’t rectify the error but standardises the use of an incorrect value without resolving the contradiction introduced between 3GPP [TS 23.140] and SOAP 1.1 specifications.

SOAP-HTTP developers do use both (SOAP 1.1 and 3GPP) specifications to develop their designs, as both specs are mandatory.

CR #0014, does not resolve but will introduce IOP problems as the SOAP-HTTP developers will not be able to resolve this IOP problem by consulting the specifications as the specs are in contradiction. This will result the standardisation of the problem rather than its solution.

3/ This solution doesn’t resolve the problem when MMS Relay/Servers or/and VASPs/VAS are in a cluster.

The architecture of multiple VASPs/VAS interfacing multiple MMS Relay/Servers, under the same MMS environment, is implementation dependent. 

In this scenario it is not possible to guarantee that VAS/VASPs and MMS Relay/Server interface with each other using the same SOAP fault configuration. The mismatch of SOAP fault configuration values will lead to interoperability problems.

The solution proposed is not scalable, as it disallows mixing in a cluster MMS Relay/Servers or VAS/VASPs with different SOAP fault configurations. 

4/ SOAP-HTTP developers cannot guarantee interoperability implementations.

SOAP-HTTP developers implementing VAS services are not aware the type of SOAP fault configuration of the originator MMS Relay/Server and vice versa, MMS Relay/Servers are not aware of the SOAP fault configuration of the originator VAS/VASP. As we have seen this will lead to IOP problems.

In addition, SOAP-HTTP developers could develop VAS applications for two different Network Operators that use different SOAP fault error values. This could lead to increase the number of interoperability problems. 

Also, SOAP-HTTP developers can interpret the new requirement in CR  #0014 as an indication that their VAS implementation can use or support either HTTP 200 or HTTP 500 as SOAP fault values. This could lead to possible IOP problems even if a network operator configures all its MMS Relay/Servers with the same SOAP fault value.

All the above scenarios are possible and all of them will lead to IOP problems.

CHANAGE N2, (minor).

This change is introduced in an informative section.

5/ Contradiction of examples.

Example given in 8.7.9.4, depicture below: 

When the operator did set the configuration to report a SOAP error with HTTP 200 "OK" response, the
 deliver response message will look like this (with an application error code): 
HTTP/1.1  200 OK

Content-Type: text/xml; charset="utf-8"
Content-Length: nnnn

<?xml version="1.0"?>

<env:Envelope xmlns:env="http://schemas.xmlsoap.org/soap/envelope/"> 

      <env:Header>



<mm7:TransactionID xmlns:mm7="http://www.3gpp.org/ftp/Specs/archive/23_series/23.140/schema/REL-6-MM7-1-4" env:mustUnderstand="1">




vas00324-dlvr



</mm7:TransactionID>


</env:Header>


<env:Body>


   <env:Fault>




<faultcode>env:Client</faultcode>




<faultstring>Client error</faultstring>




<detail>


<VASPErrorRsp xmlns="http://www.3gpp.org/ftp/Specs/archive/23_series/23.140/schema/REL-6-MM7-1-4">






<MM7Version>6.7.0</MM7Version>






<Status>







<StatusCode>4006</StatusCode>







<StatusText>Service Unavailable</StatusText>







<Details>








<app:Reason xmlns:app="http://vendor.example.com/MM7Extension">Location not covered in service</app:Reason> 







</Details>






</Status>





</ VASPErrorRsp>




</detail>



</env:Fault>


</env:Body>

</env:Envelope>

Contradicts a similar example given in SOAP 1.1, example 9, depictured below:

Example 9 Similar to Example 2 but Failing to honor Mandatory Header

HTTP/1.1 500 Internal Server Error
Content-Type: text/xml; charset="utf-8"
Content-Length: nnnn

<SOAP-ENV:Envelope
  xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/">
   <SOAP-ENV:Body>
       <SOAP-ENV:Fault>
           <faultcode>SOAP-ENV:MustUnderstand</faultcode>
           <faultstring>SOAP Must Understand Error</faultstring>
       </SOAP-ENV:Fault>
   </SOAP-ENV:Body>
</SOAP-ENV:Envelope>

This is one example more of the confusion that CR #0014 will introduce among SOAP HTTP developers.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Based on the above analysis the author recommends to look for other solutions that can resolve this problem without introducing interoperability issues. 

It is recommended to compare CR #0014 with the alternative proposed by document MMSG-2005-0252 presented by Orange on this topic. Document #0252 resolves this issue without introducing any interoperability problem. Therefore, we strongly recommend the support of - HTTP 500  Internal Server Error  - in the case of SOAP fault as a resolution to this problem.
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