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1 Reason for Change

S-CAB-2011-A058: to bring S-CAB AD CR with flow in appendix for the reject case in reactive authorization
R01: Clarifies in reject case that black list in XDM preferences can be used, etc.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The recommendation to the group is to agree to the proposed edits contained in the change section below. 
In addition, action item A058 can be closed. 
6 Detailed Change Proposal

Action item is from the CC meeting minutes of August 11th: 
· OMA-COM-CAB-2011-0224R02-CR_S_CAB_AD_edit
Tom/Alcatel-Lucent introduced the contribution

Comments:
Detailed changes from R01 are documented in the CR.

Gyubong asked for clarification on Fig 8 step 7 and Tom explained how CAB Client 2 is allowed to perform retrieval by setting the access permission. Gyubong also asked about the “reject” use case and Tom explained it is a different flow which is not covered in this CR. Tom volunteered to bring in this new flow in future meeting.

· OMA-COM-CAB-2011-0224R02-CR_S_CAB_AD_edit was  agreed

The scenario below shows the case of reactive authorization, but if the S-CAB User does not want to allow another (S)CAB user access, the S-CAB User does not change the permissions. A single note is added to the current base to indicate this and not other changed are apparent to close the action item.  If this is insufficient for to close the action item, additional information should be added to the action item, and the date of the action item updated. The author will then respond.

B.4 S-PCC Reactive Authorization Flows

S-PCC Reactive Authorization Flows
Flow 1:  S-CAB Client #1 sets access permissions for contact details in the S-PCC Access Permission document, blocking access from S-CAB Client #2.
Notes:

· XDM proxies are not shown. 

· S-CAB Client #1 has up-to-date ETag for the S-PCC and supporting document.  

· The S-CAB Client #1 has a subscription to the S-PCC Request History document  
· S-CAB User #1 has set their S-PCC XDM Preferences to record authorized and unauthorized requests in the Request History document
A. Flow 1: Reactive authorization for access to S-CAB User's S-PCC
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Figure 8: Reactive authorization
· Summary: 

· Steps 1&2: S-CAB Client #1 sets S-PCC access permissions. By assumption the settings do not allow S-CAB Client #2 to access, search, or subscribe to the S-PCC document of S-CAB Client #1. 

· Steps 3&4: S-CAB Client #2 attempts to access, search, or subscribe to the S-PCC document of S-CAB Client #1. The request fails.  

· Steps 5&6: S-CAB Client #1 receives S-PCC Request History document change notification containing the failed attempt of S-CAB Client #2 (e.g., result is “unauthorized”for a read attempt due to an access permission rule did not include an “<allow-retrieve>” element). 

· Steps 7&8: S-CAB Client #1 sets the permissions to allow access to S-CAB Client #2 (e.g., includes “<allow-retrieve>” element applicable to the requesting S-CAB User).

S-CAB Client #1 sends an indication (shown as a message) to S-CAB Client 2 that the access permissions have been adjusted to allow access to S-CAB Client #2.  

· Steps 9&10: S-CAB Client #2 is able to access, search, or subscribe to the S-PCC document of S-CAB Client #1 S-PCC document, and the request succeeds.
Note:  If S-CAB User #1 does not want to provide access to S-CAB User #2, then S-CAB User #1 does not change the access permissions.  Furthermore, S-CAB User #1 can permanently block S-CAB User #2 via use of a blacklist associated with Request History in the S-PCC XDM Preferences.  
B. Flow 2: Automatic authorization for access to S-CAB User's S-PCC

S-CAB Client #1 sets access permissions for contact details in the S-PCC Access Permission document that allows S-CAB Client #2 to establish an XDM document change subscription to the S-PCC document

Notes:

· XDM proxies are not shown. 

· S-CAB Client #1 has up-to-date ETag for the S-PCC and supporting document.  

· The S-CAB Client #1 has a subscription to the S-PCC Request History document  
· S-CAB User #1 has set their S-PCC XDM Preferences to record authorized and unauthorized requests in the Request History document
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Figure 9: Automatic authorization
· Summary: 

· Steps 1&2: S-CAB Client #1 sets S-PCC access permissions. By assumption the settings do not allow S-CAB Client #2 to access, search, or subscribe to the S-PCC document of S-CAB Client #1. 

· Steps 3&4: S-CAB Client #2 requests a document change subscription to the S-PCC document of S-CAB Client #1. The request succeeds because S-CAB Client #2 has been preauthorized.  

· Steps 5&6: S-CAB Client #1 receives S-PCC Request History document change notification containing the successful subscription of S-CAB Client #2. 
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