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1 Reason for Change

The S-CAB Contact Status functionality based on Presence 2.0 is removed due to security issues and concerns.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The recommendation to the group is to agree to the proposed edits contained in the change section below. 
6 Detailed Change Proposal

Among other things, the Presence 2.0 specification supports
1. Subscription, publication, and notification of presence state based on [RFC3265], [RFC3856] and [RFC3903]

2. View-sharing for Watchers, based on [IETF-ViewShare].

The latter allows the presence status sent to a watcher to be shared with other watchers. The reference is:
[IETF-ViewShare] IETF draft-ietf-simple-view-sharing-02 “Optimizing Federated Presence with View Sharing”, J. Rosenberg et al., Nov 3 2008,  URL: http://www.ietf.org/internet-drafts/draft-ietf-simple-view-sharing-02.txt    Note: IETF Draft work in progress
S-CAB AD annex “B.8 S-CAB Capability Flows” and “Figure 16: S-CAB Server subscribes to CAB Capability” contains the following step:
Step 5: The S-CAB server (XDM Agent) updates the S-CAB XDMS, by updating the “contact type” (S-CAB/non-S-CAB) of the corresponding contact in the address book of all the users with that specific contact.

This is exactly the case to which [IETF-ViewShare] addresses. If this is not the case in the S-CAB AD (some other mechanism is being assumed), it becomes important to state so, and then state how Presence 2.0 is used in the S-CAB AD.

Generally, the [IETF-ViewShare] draft specifies a mechanism for a network application to subscribe to the presence status of a Presentity and distribute that status to other watchers, avoiding the need for individual presence subscriptions from the other watchers. To achieve this goal while protecting a presentity’s privacy, the draft specifies protocol and an associated architecture.  
While this draft is referenced in the Presence 2.0 specification, which is in turn referenced in the S-CAB AD, view-sharing mechanisms of this draft are not incorporated into the S-CAB architecture. At a minimum, the use of this draft in the S-CAB AD is not aligned with the Presence 2.0 specification. 

Unfortunately, the problem is worse:  The IETF draft abandoned [IETF-ViewShare] and it cannot be deemed as “work in progress”.  Worse still, there was no IETF security review all the while this draft is about security. A read of the draft reveals clarifications would be needed for the draft to support interoperable implementations (Alcatel-Lucent is not staffing this draft).  Also note: Cisco's Statement about IPR claimed in draft-rosenberg-simple-view-sharing-00.  
To summarize, [IETF-ViewShare] mechanisms are not incorporated into the S-CAB AD, the draft has been abandoned by the IETF and is not “work in progress”, and no IETF security review exists.  The S-CAB Contact Status functionality based on Presence 2.0 support for view-sharing poses a security threat to S-CAB User privacy.  And, because the public tends to hold Service Providers responsible for network lapses in user privacy after leaks occur and stories have been broadcast worldwide, Service Providers should also be concerned.  In the event of such problems, OMA specifications, and notably OMA process, would certainly be examined. 
The situation is that the use of the Presence 2.0 mechanism for S-CAB Contact Capability is not mandated in the S-CAB AD.  The Presence 2.0 reference is informative in the S-CAB AD whereas the [IETF-ViewShare] draft itself in Presence 2.0 is normative.  
Based on a straightforward reading of the S-CAB AD, a Service Provider could be lulled into falsely believing the Presence 2.0 mechanisms used for the S-CAB Capability Status function involve proven and well-reviewed security; in fact, we realize the situation is the exact opposite: This function has unknown correctness and security, and is currently not well aligned with Presence 2.0 and the [IETF-ViewShare] draft, which has been abandoned in the IETF.  

For the above reasons, text involving Presence 2.0 is deleted from the S-CAB AD in the change sections below. Note that only the Presence 2.0 entities, flows, supporting references, etc., are being removed. 

Change 1:  Remove the material below indicated with deletion revision control

2.2 Informative References

	[OMA DICT]
	“Dictionary for OMA Specifications”, Version 2.7, Open Mobile Alliance™,
OMA-ORG-Dictionary-V2_7, URL:http://www.openmobilealliance.org/

	[OMA DM SEC]
	“OMA Device Management Security”, Version 1.2, Open Mobile Alliance™, URL:http://www.openmobilealliance.org/

	
	

	[RFC5261]
	IETF RFC 5261 " An Extensible Markup Language (XML) Patch Operations Framework Utilizing XML Path Language (XPath) Selectors", J. Urpalainen,  September 2008,                                                                                    URL: http://tools.ietf.org/rfc/rfc5261.txt

	[RFC5875]
	IETF RFC 5875 "An Extensible Markup Language (XML) Configuration Access Protocol (XCAP) Diff Event Package", J. Urpalainen,  D. Willis, May 2010,                                                                                    URL: http://tools.ietf.org/rfc/rfc5875.txt


Change 2:  Remove the material below indicated with deletion revision control
5.3.1.2 S-CAB Server

The S-CAB Server is a network entity that supports an XDM Agent as described in subclauses 5.3.1.13 of [OMA XDM AD],  and SHALL support the following functions:

· The S-CAB Contact Subscription Function performs the following:

· Generates subscriptions either directly or via the XDM Enabler Subscription Proxy [OMA XDM AD] to S-CAB User S-PCC documents based on the served S-CAB User’s subscription list in the served S-CAB User Preferences document; 
· Supports subscription filters as defined in [OMA XDM AD], and  stored in the S-CAB User Preferences document;

· Receives document change notifications from subscribed S-PCC documents and updates the S-CAB User’s S-AB  document, or stores the received document change notifications in standard XDM change format [RFC5874] in the S-CAB User’s S-AB  document for later S-CAB User confirmation, in accordance with S-CAB User Preferences, and in accordance with the user’s S-AB  document Access Permissions;

· Receives catch-up XDM document changes via XDCP response in standard XDM change format [RFC5874] from subscribed S-PCC XDMS relative to the current S-PCC document version the S-CAB Server possesses;
· Writes multiple document changes via XDCP request in standard XDM change format [RFC5874] via XDCP request to the S-PCC and S-AB documents relative to the current XDM Document version; and,

· Receives validation correction hints via XDCP response in standard XDM change format [RFC5874] in XDM document change form [from the  S-AB XDMS;
Editor’s Note: Addition of the above the bullet is subject to the XDM 2.2 release;
· The S-CAB Interworking Function performs the following:

· Imports contact information on a one-time basis or a periodic basis from non-S-CAB systems according to S-CAB User requests conveyed via XDCP request. 
· Subscribes to change events in 3rd Party non CAB systems according to S-CAB User requests conveyed via XDCP request;   
· Perform format adaptation between XML-based information of the S-PCC and S-AB documents and 3rd Party non CAB system formats, or changes in 3rd Party non CAB system contact information to XDM change format [RFC5874], and generates XDM version information (“ETag”);

· Based on S-CAB User Preferences,  updates the S-CAB User's S-PCC and S-AB documents with imported and externally synchronized contact information, or stores standard XDM change format [RFC5874] changes to 3rd Party nonCAB system contact information (including S-CAB User’s own Profile and externally stored contacts’ information) for later CAB  User confirmation into the S-CAB Users S-PCC or S-AB document, and in accordance with S-PCC and S-AB Access Permissions;

· Exports contact information from S-CAB User S-PCC and S-AB documents on a one-time basis, a periodic basis, or a document change basis towards 3rd Party non-CAB systems based on S-CAB User requests conveyed via XDCP request, and in accordance with S-PCC and S-AB document Access Permissions;

· Performs Contact Search towards non-CAB Systems based on S-CAB User requests conveyed via the XDM-5i;

· Receives catch-up XDM document changes via XDCP response in standard XDM change format [RFC5874] from the S-PCC and S-AB XDM Server relative to the current S-PCC and S-AB document version the S-CAB Server possesses;
· Writes document changes via XDCP request in standard XDM change format [RFC5874] to the S-PCC and S-AB documents relative to the current XDM Document version; and,

· Receives validation correction hints via XDCP response in XDM document change form [RFC5874] from the S-PCC and S-AB XDMS.
Editor’s Note: Addition of the above the bullet is subject to the XDM 2.2 release; 
· The S-CAB Contact Share Function performs the following:

· Processes 3rd Party non CAB system Contact Share information based on XDM Document Forwarding requests via the XDM-4i and XDM-8i interfaces;

· Receives catch-up XDM document changes in standard XDM change format [RFC5874] from the S-PCC and S-AB XDM Server relative to the current S-PCC and S-AB document version the S-CAB Server possesses;
· Writes multiple document changes in standard XDM change format [RFC5874] via XDCP request to the S-PCC and S-AB documents relative to the current XDM Document version;

· Receives validation correction hints in standard XDM change format [RFC5874] in XDM document change form from the S-PCC and S-AB XDMS;
Editor’s Note: Addition of the above the bullet is subject to the XDM 2.2 release; 
· Perform format adaptation between  S-PCC and S-AB document and non-CAB 3rd Party System formats;
· Delivers to 3rd Party non CAB systems using the CPM Interworking Selection Function (ISF) [reference needed]; and; 
· Delivers Contact Shared data to external recipients in 3rd Party non CAB Systems.
· S-CAB Server populates the S-CAB capability of a contact in the Contact Status. While several mechanisms are possible to determine the S-CAB capability of other users, such as: one time Contact Subscription, contact search, none is mandated by this specification. 


· 
· 

· The XDM Agent Function as described in subclauses 5.3.1.13 of [OMA XDM AD] performs the following:

· Acts as a supporting entity for interactions with S-CAB XDMS(s) via XDM-4i, XDM-8.2i, XDM-7i, and SIC-2 interfaces.

· 
· 
Change 3:  Remove the material below indicated with deletion revision control
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Change 4:  Remove the material below indicated with deletion revision control
Appendix C. S-CAB Architecture Showing XDM Components (Informative)

The following architecture diagram is informative and provides additional details to the normative AD diagram of Figure 1, illustrating the internal logical functions within S-CAB entities, interactions to and from non-S-CAB entities, and subcomponents of the XDM Enabler.
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 Figure 17: S-CAB Architecture Showing XDM Components (Informative)
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