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1 Reason for Contribution

OMA DM WG needs to be able to give guidance to all the different parties that want to define Management Objects. This proposal gives frames how to define Application Connectivity Management Object which maybe is the most important part from the application configuration management point of view – to set the initial parameters so that the application can start functioning. Also, this proposal makes it easier to transfer the parameters from initial provisioning (Client Provisioning) to the continuous management (Device Management) side.

2 Summary of Contribution

This proposal set frames for Application Connectivity Management Object as well as proposes the way Management Objects should be standardized.

3 Detailed Proposal

1. Structure Template for Application Connectivity Management Object

The following figure gives a structural template to all the application connectivity related management objects. This template should be used as a structural template whenever an application connectivity management object is defined. Also, the defined namespace should be followed. 

So, following two rules exists:

1. Standardized management objects derived from the Application Connectivity Management Object template MUST use the node names and object sub-structure specified by the template for standardized connectivity functions specified in the template.

2. When a connectivity function to be standardized in a management object, due to its nature, does not correspond to the well defined meaning in the template, new node names and node sub-structure MAY be created to reflect the unique function.

This interpretation of the use of the template leaves flexibility for unusual account objects to use different node names to describe functions that, due to their nature, do not lend themselves well to corresponding elements in the template. But it reserves the standardized names to describe only the standardized functions so we don’t overload names with different meaning in different account objects.

Note: Only the nodes that are meaningful for the Application Connectivity Management Object are used when standard object is defined, others are discarded.
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Figure 1. Structural Template for Application Connectivity Management Object

2. Application Connectivity Parameters

The purpose of the parameters for Application Connectivity Management Object is as follows:

· AppID - The AppID identifies the type of the application service available at the described application service access point. The value is expected to be globally unique. 

· ProviderID - The ProviderID parameter provides an identifier for the application service access point. 

· Name - The Name indicates a logical, user readable, identity (property) of the Application. 

· AAccept - The AAccept parameter lists the content types that the server is able to receive from the client. The value is a string containing a comma-separated list of content type specifiers. 

· AProtocol - The AProtocol indicates the application protocol versions supported by the server.

· PrefConRef – The PrefConRef indicates the preferred linkage to connectivity parameters (proxy or network access point). It is enough for the DM client to support only this parameter, in case only single linkage to connectivity parameters is allowed.

· ToConRef/<X> – The ToConRef interior node is used to allow application to refer to a collection of connectivity definitions. Several connectivity parameters may be listed for a give application under this interior node.

· ConRef – The ConRef indicates the linkage to connectivity parameters.

· PrefAddr - The PrefAddr node may be used to provide the address of the application server. The value can be an absolute URI [RFC2396], an IPv4 address [RFC791] represented in decimal format with dots as delimiters, or a fully qualified Internet domain name (i.e. hostname as defined in section 3.2.2 of [RFC2396]). The presence of this parameter is equivalent to including an AppAddr node containing only the Addr parameter with the same value. It is enough for the DM client to support this parameter, in case only single address can be defined (absolute URI, an IPv4 address, or a fully qualified Internet domain name).

· AppAddr/<X> - The AppAddr interior node is used to allow multiple addresses to be defined for application. Several Addresses may be listed for a give application under this interior node.

· Addr - The Addr node can hold addresses of different kinds, for example, an IP address or an SME number. The type of address in the field can be determined on the AddrType node. If the parameter AddrType is not defined or if no value is given, then the parameter Addr can contain the same type of values as the PrefAddr node defined above.

· AddrType - The AddrType indicates the format and interpretation of the Addr parameter. 

· Port/<X> - The Port interior node is used to allow multiple port numbers to be defined to the given application.

· PortNbr - The PORTNBR parameter contains the value of the port number.

· Service/<X> - The Service interior node is used to allow multiple services to be defined to the given application.

· Service - The Service parameter specifies which service is available behind this particular port number. 

· AppAuth/<X> - The AppAuth interior node is a container for authentication information to be used with the application service access point. 

· AAuthLevel - The AAuthLevel node tells how the provided authentication credentials are to be applied. If the parameter is not present or if no value is given, then authentication at the application protocol level is implied.

· AAuthType - The AAuthType node indicates the authentication method used by the application. 

· AAuthName - The AAuthName node indicates the id (plaintext). The format and use of this parameter depends on AAuthLevel and AAuthType. 

· AAuthSecret - The AAuthSecret node indicates the authentication secret. The format and use of this parameter depend on AAuthLevel and AAuthType. 

· AAuthData -  The AAuthData provides additional authentication parameters. The format and use of this parameter depend on AAuthLevel and AAuthType. 

· Resource/<X> - The Resource interior node is a container for available resources and their access parameters within the Application. The resources could be, for example, synchronisable databases or mailboxes.

· URI - The URI parameter specifies the value used to identify the resource in the application protocol.

· Name - The Name indicates a user readable identity of the Resource.

· AAccept - The definition of this parameter is the same as above except that it defines the content types that the server is able to accept when the client is accessing this particular Resource. 

· AAuthType - The definition of this parameter is the same as for the AAuthType defined in the AppAuth except that the authentication parameters are used only when the client accesses the Resource. 

· AAuthName - The AAuthName node indicates the id (plaintext). The format and use of this parameter depends on AAuthLevel and AAuthType. 

· AAuthSecret - The AAuthSecret node indicates the authentication secret. The format and use of this parameter depend on AAuthLevel and AAuthType. 

· AAuthData -  The AAuthData provides additional authentication parameters. The format and use of this parameter depend on AAuthLevel and AAuthType.

· Ext – The Ext node is an interior node where the vendor specific information about this particular application is being placed (vendor meaning application vendor, device vendor, OS vendor etc.). Usually the vendor extension is identified by vendor specific name under the ext node. The tree structure under the vendor identified is not defined and can therefore include un-standardized sub-tree.

3. Application Management Object Definition

The below figure proposes how the management objects are being defined and standardized.
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Figure 2. Management Object Building Blocks

Application MO Account can exists anywhere in the Management Tree i.e. this document does not mandate the Management Object structure. The Application Management Object is being built from different blocks:

· Account based Value-Added Parameters – These parameters contain information that is relevant for single application account and can be agreed among all the vendors. In case there parameters are standardized it helps the creation of the management object. This category excludes the parameters that applications usually have only once e.g. UI related parameters.

· Application Connectivity Parameters – These parameters contains the necessary information for applications to start functioning. The structure to these parameters is being defined above in Section 1 and 2. 

· Vendor Extensions – Vendor may choose to offer additional management options for the Application Account including parameters that cannot be standardized. All those parameters are placed under Ext node.
4 Intellectual Property Rights Considerations

Nokia may own patents or patent applications relating to technology described in a document which Nokia has contributed in connection with the OMA standard discussions.  In relation to that standard incorporating such technology, which is or may be adopted, Nokia hereby agrees to make licences available under applicable Nokia patents or patent claims on fair, reasonable and  non-discriminatory terms, to all members and non-members granting reciprocal terms, to the extent such patents are technically essential to comply with that standard.

If this contribution is included in an approved OMA Device Management Standard and Microsoft has patent rights that are essential to implement such Standard, Microsoft is prepared to grant a license to the necessary claims of Microsoft patent rights, to the extent that such claims are required to implement that Standard, on reasonable and non-discriminatory terms and conditions.

5 Recommendation

Nokia and Microsoft recommend that OMA DM agrees the proposed structural template for Application Connectivity Management Object and assures and verifies that all the Application Connectivity Management Object proposals and specifications comply with this proposal.
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