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1 Reason for Contribution

The DM group has reviewed at the Laguna Beach meeting (January 2004) an input dealing with gap analysis [OMA-DM-2003-0213-Gap_Analysis_Issues.doc & OMA_DM_Gapfill_Recommendations.xls] expressing some recommendations concerning the DM roadmap. The DM group members had to review it and if necessary comment it before the Los Angeles Meeting (feb. 2004). This contribution provides the comments of Gemplus.

2 Summary of Contribution

Two companies (Sony-Ericsson and AWS) presented gap analyses at the Tampere DM ad hoc meeting in October.  These analyses were discussed within the DM Working Group and the results presented to the Requirements Working Group at the London Plenary in November (OMA-DM-2003-0175), with the conclusion that only about half of the requirements in the DM Requirements Document are satisfied by the current enabler release (v1.1.2).

In addition to this, an audit of the current enabler release was performed by the Security Working Group and presented to the DM WG at the London OMA plenary as document OMA-DM-2003-0183.  This audit identified a number of security holes that need to be filled.

AWS provided to the DM group for review at Laguna Beach DM meeting an input document and a spreadsheet which were an update to the AWS gap analysis presented at the Tampere meeting, in which specific actions that need to be taken to fulfill the requirements of the RD were identified.  These actions took the form of either modifications to existing specifications or creation of new specifications.  AWS recommended that these actions be incorporated into a DM roadmap plan. 

Decision of the DM group at Laguna Beach was to let DM group member to review and comment the AWS Laguna Beach input before the Los Angeles DM meeting, and this contribution specifically provides the Gemplus comments on the smart card aspects.

3 Detailed Comments

The Gemplus comments are based on the of the OMA_DM_GapFill_Recommendations.xls document presented by David K. Smith (AWS) in Laguna Beach (06 Jan. 2004). Only the Smart Card-related item have been considered. The chapter organization and numbers as well as item numbers have been kept from the initial AWS Laguna Beach document. The only addition by Gemplus deals with the last column labeled “Gemplus Comments”.

	Requirements taken from OMA-REQ-DevMngmt-V1_0-20030724-C, Chapter 6
	Status
	Enabler Reference
	Gemplus Comment

	1.1.1.6                   Smart card security
	
	
	

	1. Provisioning data on smart card SHALL be protected against unauthorized modification. (UC 5.1.3)
	nf
	None
	Gemplus DMSmartCard proposal deals with this requirement

	2. It SHALL NOT be possible for the Smart Card to reveal any secret keys it holds (UC 5.1.3)
	??
	None
	Written as it is, this requirement should not be kept.

	1.1.4               Usability
	
	
	

	1. If user confirmation is indicated by smart card data, the Device SHALL ask for user confirmation before incorporation of provisioning data (stored on smart card). 
	nf
	None
	It seems necessary to modify these 2 req in order to clearly describe all the cases :

- Indicator with user confirmation set

- Indicator with user confirmation not set

- No indicator.

	2. If user confirmation is not indicated by smart card data, the Device MUST NOT ask for user confirmation before incorporation of provisioning data (stored on smart card). (UC 5.1.3)
	nf
	None
	Create new DM Client/Server Functionality Spec 

AND new DMSmartCard Spec

	3. If indicated by smart card data, the Device SHALL establish the connection to Device Management Server autonomously. (UC 5.1.3)
	nf
	None
	Partly addressed in the current Gemplus DMSmartCard proposal 

May need a Device DM User Agent spec

Create new DM Client/Server Functionality Spec 

AND new DMSmartCard Spec

	1.3              System Elements
	
	
	

	1.3.1               Device
	
	
	

	10. The Device SHALL be capable of detecting the presence of provisioning data on an installed, activated Smart Card. (Use Case 5.1.3)
	nf
	None
	Gemplus DMSmartCard proposal deals with this requirement

+ Create new DM Client/Server Functionality Spec 

	11. The Device SHALL be capable of autonomously establishing a data link with the Device Management Server, using connectivity information stored on the Smart Card. (Use Case 5.1.3)
	nf
	None
	Gemplus DMSmartCard proposal deals with this requirement

+ Create new DM Client/Server Functionality Spec

	12. The Device SHALL be capable of participating in a mutual authentication with the Device Management Server, using authentication credentials (e.g., a challenge response) stored on or derived from the Smart Card. (Use Case 5.1.3, 5.4.1)
	pf
	DMSecurity 5.3
	Gemplus DMSmartCard proposal deals with this requirement (OMA-DM-2003-0171)

+ Create new DM Client/Server Functionality Spec

	13. Device SHALL retrieve and incorporate relevant configuration data stored on the smart card into the Device's DM structure. (UC 5.1.3)
	nf
	None
	Gemplus DMSmartCard proposal deals with this requirement

+ Create new DM Client/Server Functionality Spec

	1.3.2               Smart Card
	
	
	

	1. The Smart Card SHALL be capable of storing Management Objects (e.g., network address(es)). (Use Case 5.1.3)
	nf
	None
	Gemplus DMSmartCard proposal deals with this requirement

	2. The Smart Card SHALL be able to securely store authentication parameters, such keys, encryption mechanisms, etc. (Use Case 5.4.1)
	nf
	None
	Gemplus DMSmartCard proposal deals with this requirement (OMA-DM-2003-0171)

	3. The smart card MAY store data allowing the establishment of a secure connection to the Device Management Server (UC 5.1.4).
	nf
	None
	Gemplus DMSmartCard proposal deals with this requirement, but Gemplus proposes to replace “secure connection” in the text by “connection with mutual authentication”

	4. Device Management Server SHALL be capable of manipulating a Device’s Management object (Use Case 5.1.3)
	f
	Enabler 1.1.2
	This requirement is not specific to the Smart Card therefore it should be removed from this section

	5. The data tree for containing Device management objects on the Smart Card SHALL be capable of being modified (i.e., nodes or data fields added or deleted), read from, and/or written to.  (Use Case  5.1.3)
	nf
	None
	Next Gemplus DMSmartCard proposal will deal with this requirement

	6.  The Device Management Server SHALL be capable of manipulating a Management object resident on a Smart Card 
	nf
	None
	Next Gemplus DMSmartCard proposal will deal with this requirement

	(Use Case 5.1.3)
	
	
	

	7. Smart card SHALL provide mechanism that allows efficient detection of its DM structure. (UC 5.1.3)
	nf
	None
	Gemplus DMSmartCard proposal deals with this requirement

	8. If the Smart Card is present, the Smart Card MAY be used to ensure authenticity, integrity and non-repudiation of session between Device and DMS. (Use Case 5.4.1)
	nf
	None
	Gemplus DMSmartCard proposal deals with this requirement excepting the following case :”Non-repudiation of session between device and DMS”.

	9. The Smart Card MAY be used to store data in a secure fashion. (Use Case 5.4.1)
	nf
	None
	Gemplus DMSmartCard proposal deals with this requirement

	1.3.2.1                   Interface to Device Management Servers
	
	
	

	1. The Device Management Server SHALL be able to establish a data link with a Smart Card installed in a Device. (Use Case 5.1.3)
	nf
	None
	Presently not fulfilled by Gemplus DMSmartCard proposal. May be dealt by future proposal

	1.3.4               Overall Device Management Server
	
	
	

	4. The Device Management Server SHALL be capable of querying the Smart Card for information about Device properties, configuration, and capabilities. (Use Case 5.1.3)
	nf
	None
	Clarification needed. The Smart Card may access the device properties, configuration and capabilities, however, the value added is not clear compared to direct access by the server.

	6. The Device Management Server SHALL be capable of manipulating a Management Object resident on a Smart Card’. (Use Case 5.1.3)
	nf
	None
	See previously : 5 and 6 of 1.3.2.

	8. The Device Management Server SHALL be capable of add/deleting/editing the values of the Management Object present on a Smart Card. (Use Case 5.1.3)
	nf
	None
	See previously : 5 and 6 of 1.3.2.

	1.3.4.3                   Interface to External
	
	
	

	1. Device Management Server SHALL provide an interface for receiving subscriber data remotely, which is needed to identify the Device or smart card of new subscriber. (UC 5.1.3)
	nf
	None
	No comment


4 Intellectual Property Rights Considerations

None

5 Recommendation

We recommend that the Device Management Working Group consider these comments and eventually accept to consider them as addition to the gap analysis that will be agreed by the DM group. 

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2004 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20030824]

© 2003 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 3 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20030824]

