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1 Reason for Contribution

Nokia comments to the OMA-DM-2003-0183 as requested in Laguna Niguel OMA DM meeting.

2 Summary of Contribution

The contribution lists comments to Security WG contribution OMA-DM-2003-0183 as well as some additional security requirements that should be taken into case when modifying the existing DM requirements.

3 Detailed Proposal

· Chapter 6.1.1.1-5 mentions initial trust relationship as something that is achieved OTA. Whereas a bootstrap is necessary and may take place over the air, we feel that the initial trust relationship should not be a part of an OTA transaction but rather should be based on physical procedures. We recommend that the requirements document reflects such a requirement.

Physical security is the safest way, but also other methods shall be provided.

· According to 6.1.1.4-3, integrity protection must be provided by the link between software originators and the device management server. We recommend enhancing this requirement to request content authentication (proof of origin) of software (or any other content) that is received by the device management server. The device management server must assure the content was not tampered with, and was received from a trusted source, before pushing it to client devices. This, to our opinion, should be done on a content-basis rather than on a transport basis. 

· The requirement in 6.2-5 allows different authorities to control different data sets and applications. This feature requires direct robust authentication between the originator of the device management object and the policy enforcement module on the device. In this case we feel it shall be mandated that authentication is performed by separate credentials for the various origins. Using a single authentication credential and an ACL necessarily leads to a single point of trust and thus leads to a single point of authority that needs to “approve” every package.

Agree. It should be possible to separate Device Management Content Source from Device Management Server. There should be general mechanism to allow management by some Device Management server but set rule that some part of the content must be from trusted source. One example of this kind of use case is Application Management. Device Management server is responsible of management task but Application itself must be signed by some trusted source.

· Chapter 6.3.1-9 requires the device to acknowledge the receipt and installation of information. This confirmation shall be done using a receipt that is protected from forgery and from replay. We must assume that at times the device management mechanism can be used for service revocation. 

 The receipt shall provide also non-repudiation.

· Chapter 6.3.1.2-4 requires that device management servers support HTTPS. We recommend requiring the support of strong mutual authentication and tunnelling, not necessarily by HTTPS. 

· Similarly, according to 6.3.4.1-4 the server must support HTTPS. Perhaps this requirement should be replaced with a more general requirement to support a strong authentication and tunnelling protocol. The same comment applies also to 6.3.4.2-3. 

HTTPS-based solution could be mandatory but other methods shall be also possible, including methods that support message-passing mechanism including store and forward type solutions.

· Chapter 6.3.3 discusses the PC agent. Although it was not explicitly stated, it seems as by following the requirement in 6.3.3-1 the PC is formed as the root of trust for the domain it controls. If the PC runs a software-only application then it must be assured that a compromise of the PC application cannot result in the compromise of any component outside that domain. Also, the possible modifications to the device through a PC interface must be such that cannot cause malfunctioning of the device. That is unless the PC functions as a mere gateway and the device management objects are verified by the device itself to have been originated by the device management server. 

The role of a PC must be solved so it need not be the root of trust if not wanted so.

· In 6.3.4-29 we feel that the “SHOULD” should be replaced by a “SHALL”. The device management server shall be able to verify the validity of the software originator, etc. 
The requirement shall cover also other data exchanges than the one in the mentioned use case.
Recommended additional requirements

· In chapters 6.1.1.2 and 6.1.1.4 authentication and integrity protection are required, respectively. Also, in chapter 6.1.1.5 confidentiality is required in some circumstances. In order to assure robustness against some attacks and easier deployment, a requirement shall be added that forces the three features to be provided utilizing the same credentials. This requirement is an implementation guideline but is a direct derivative of the requirement for robustness.

Agreed, if related to trust relationship between same parties.

Nokia proposal on additional requirements and changes to the current technology:

· In 6.1.4 User confirmation is discussed. It shall be possible to configure user confirmation status independent where ever local configuration is maintained – not only in smart card case.

·  It should be possible to control local (Device UI or some application in Device) management access.

· To make possible protection of Administrators content from other Administrators (read and modify), the permission to change child node ACL value, if Administrator has permission to change nodes ACL value, should be taken away. If Administrator has delete right in node ACL, it should be able to delete all child nodes (if dynamic nodes) or clear all child nodes (if static nodes).

4 Intellectual Property Rights Considerations

Nokia may own patents or patent applications relating to technology described in a document which Nokia has contributed in connection with the OMA standard discussions.  In relation to that standard incorporating such technology, which is or may be adopted, Nokia hereby agrees to make licences available under applicable Nokia patents or patent claims on fair, reasonable and  non-discriminatory terms, to all members and non-members granting reciprocal terms, to the extent such patents are technically essential to comply with that standard.

5 Recommendation

OMA DM should include the proposed comments to the list of comments going to be sent back to the Security WG as well as include the modified and additional requirements to the DM Requirements document.
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