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1 Reason for Contribution

Current specifications include how to map Device Management account information to the management tree. Also, network access point can be mapped at some level. However this level of mapping is not enough and more detailed mapping needs to be specified. This is because 

· DM functionality can be installed during the device lifecycle,

· no overlapping or redundant information in device,

· it enables the mass configuration functionality using Client Provisioning, when additional parameters can be provided by Device Management and

· allows the potential future usage of Client Provisioning

2 Summary of Contribution

The detailed proposal specifies the detailed mapping how Client Provisioning messages can be transferred to the management tree and can be continuously managed using Device Management mechanisms.

3 Detailed Proposal

1. Mapping Provisioning Content Data to the Management Tree

Client Provisioning is designed to provision the initial configuration information to devices, when Device Management is designed to subsequently add, update, delete and retrieve all kind of data. The purpose of this chapter is to describe how to map the Client Provisioning [PROVARCH] information to the Device Management [ERELDDM] management tree in a way that later management for the provisioned parameters is possible in case both Client Provisioning and Device Management are supported by the client device. 

1.1 Parameter Mapping

When devices receive Client Provisioning message the device can create a management object for that information to the management tree in order to enable the continuous management. Management object can have two different types of name space identifiers (Property Name described in Section 7 in [DMTND]) - One where the name is fixed already in the DDF [DMTND] and another where the name is dynamic separating the instances of the child nodes (See Figure 1). 
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Figure 1: Example Management Object and Name Identifiers

The name identifiers for fixed nodes are already given in the management object DDF. Also, the parameter mapping between Client Provisioning parameters and Management Object parameters MAY be specified in the Management Object specification. In addition a general rule that should be followed to map fixed name information between Client Provisioning APPLICATION characteristic and standardized Application Connectivity Management Object template structure is given in Chapter 2.

The client device gives the name identifiers for dynamic nodes that are separating the instances of the child nodes. It is recommended that a numeric order is being followed starting from ‘1’ and increase by one every time. In case there is priority specified in the Provisioning Content document the rank MUST reflect that.

There is a possibility that client indicates the newly created node identifier to the server before the server performs any management action. This is possible by using the Event Alerts going to be specified. 

1.2 Device Management, Access Point and Proxy Information

Devices supporting both Client Provisioning and Device Management MUST be able to map w7 (Device Management account) and NAPDEF (if supported) and PROXY (if supported) characteristics information to the management tree. The mapping of or the fixed nodes is specified in the w7, NAP and Proxy management object specifications. Client device gives the names for the dynamic nodes as described in Section 1.1.

In case w7 APPLICATION characteristic is not part of the provisioning message the information provisioned MUST NOT be mapped to the management tree.
1.3 Other Client Provisioning information

Devices supporting both Client Provisioning and Device Management MAY decide to map other information provisioned in the Client Provisioning message to the management tree. A general mapping is described in Section X, but in case a specific mechanism is described in the Management Object document that SHOULD be followed.

1.4 Management Object Location in the Management Tree 

Newly created management object location in the management tree is decided by client device. However, it MUST be placed following the published DDF of the management tree so that the server is able to know where to find the provisioned information.

1.5 Management Object Access Rights

All provisioning information mapped from the Provisioning Content [PROVCONT] document to management tree MUST be granted Get, Replace and Delete ACL rights to the ServerID specified in the w7 APPLICATION characteristic provisioned inside Provisioning Content message.  The management authority owning the ServerID may modify this ACL in a subsequent DM session.

NOTE: Server sending provisioning information don’t know if there is other management authorities in the device that are able to take the ownership of or erase the provisioned information before the DM session takes place.

1.6 Special Behaviors

1.6.1 Smart Card Provisioning

In case Smart Card contains the provisioning information as specified in the [PROVSC] device MAY detect the removal and/or change of the Smart Card. When the Smart Card is removed and/or changed, the client device MAY remove all the provisioned management object information from the management tree. 

1.7 Summary

The following requirements for DM client are in place when it converts the provisioning content message to management tree and sets the name identifier and other attributes:

· The DM Client MUST map the fixed information to the management tree following the mapping rule described in the Management Object documents or by using the general mapping described in the Chapter 2.

· DM Client MUST assign unique name for the child node not specified in provisioning content message. If the server needs to modify the resulting management object, it can do it in a subsequent session.

· It is recommended that client give the names for the dynamic nodes in a numeric order starting from ‘1’ and increase by one every time. In case there is priority specified in the Provisioning Content document the rank MUST reflect that.

· Client device SHOULD indicate the newly created node under the management object root to the management server using the Event Alert 1224 and registered value YYY.

· Client device supporting both Client Provisioning and Device Management MUST be able to map w7, NAPDEF and Proxy information to the management tree. Other information MAY be mapped.

· In case w7 is not included to the Provisioning Content message client device MUST NOT map the information to the management tree.

· Newly created management object place in the management tree is decided by client device. However, it MUST be placed following the published DDF of the management tree.

· The DM Client MUST grant Get, Replace and Delete ACL rights to the ServerId specified in the w7 APPLICATION characteristic for the child node created under management object root in management tree. The provisioning server MAY modify this ACL in a subsequent DM session.

2. General Mapping

In the below table the Provisioning Content APPLICATION characteristic correspondence is shown to the Structure Template for Application Connectivity Management Object.

	APPLICATION CHARACTERISTIC INFORMATION
	STRUCTURE TEMPLATE FOR APPLICATION CONNECTIVITY MANAGEMENT OBJECT

	APPID
	AppID

	PROVIDER-ID
	ProviderID

	NAME
	Name

	AACCEPT
	Aaccept

	APROTOCOL
	AProtocol

	TO-PROXY
	PrefConDef, if multiple ToConRef/<X>/ConRef

	TO-NAPID
	PrefConDef, if multiple ToConRef/<X>/ConRef

	ADDR
	PrefAddr

	APPADDR/ADDR
	AppAddr/<X>/Addr

	APPADDR/ADDRTYPE
	AppAddr/<X>/AddrType

	APPADDR/PORT/PORTNBR
	AppAddr/<X>/Port/<X>/PortNbr

	APPADDR/PORT/SERVICE
	AppAddr/<X>/Port/<X>/Service/<X>/Service

	APPAUTH/AAUTHLEVEL
	AppAuth/<X>/AauthLevel

	APPAUTH/AAUTHTYPE
	AppAuth/<X>/AauthType

	APPAUTH/AAUTHNAME
	AppAuth/<X>/AauthName

	APPAUTH/AAUTHSECRET
	AppAuth/<X>/AauthSecret

	APPAUTH/AAUTHDATA
	AppAuth/<X>/AauthData

	RESOURCE/URI
	Resource/<X>/URI

	RESOURCE/NAME
	Resource/<X>/Name

	RESOURCE/AACCEPT
	Resource/<X>/AAccept

	RESOURCE/AAUTHTYPE
	Resource/<X>/AauthType

	RESOURCE/AAUTHNAME
	Resource/<X>/AauthName

	RESOURCE/AAUTHSECRET
	Resource/<X>/AauthSecret

	RESOURCE/AAUTHDATA
	Resource/<X>/AauthData

	RESOURCE/STARTPAGE
	N/A


4 Intellectual Property Rights Considerations

Nokia may own patents or patent applications relating to technology described in a document which Nokia has contributed in connection with the OMA standard discussions.  In relation to that standard incorporating such technology, which is or may be adopted, Nokia hereby agrees to make licences available under applicable Nokia patents or patent claims on fair, reasonable and non-discriminatory terms, to all members and non-members granting reciprocal terms, to the extent such patents are technically essential to comply with that standard.

5 Recommendation

OMA DM WG to review and comment the proposal. Nokia would like to see that this alignment activity could be finalized in Münich TP meeting.
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