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1 Reason for Change

The Provisioning Smart Card specification (OMA-WAP-ProvSC-V1_1, [PROVSC]) is optional in Client Provisioning version 1.1. It is convenient to make this feature mandatory for terminals compliant with the next release of CP, but only if the following conditions are met:

· The terminal supports a Smart Card and

· The Smart Card is provisioned with the configuration files defined in [PROVSC].

There are several reasons for this change:

· Provisioning based on the Smart Card is in many cases the most convenient way to configure the terminals and make them ready to use. The operator, depending on the user needs and preferences, would install in the SIM card only the needed configuration. The OTA configuration would be a necessary complement to the SIM card basic configuration.

· Configuration from the Smart Card could imply a significant saving for the operators in air time and calls to the Customer Care.

· The bootstrap operation would be easier and more secure than using OTA mechanisms. This would also be valid for the DM bootstrap and would be in line with the security recommendations made by SEC.

· The Client Provisioning specification, now under the responsibility of the DM group, should comply as much as possible with the DM Requirements document since it performs part of the Device Management functions. There are several requirements stating that the device shall support the configuration data stored in the Smart Card.

· Increase the interoperability. If this feature is not mandatory in the CP enabler, Smart Cards provisioned with configuration information will not work in several CP compliant terminals.

2 Impact on Backward Compatibility

It is not expected any backward compatibility problem, other than that current implementations in terminals may not comply with the new release incorporating the modifications proposed here.

3 Impact on Other Specifications

The changes described here may affect to the Client Provisioning Interoperability Specifications.

4 Intellectual Property Rights

None.

5 Recommendation

It is reccommended that OMA DM WG approve to incorporate the modifications described here in the next release of Client Provisioning specification.

6 Detailed Change Proposal

The intended modifications can be summarized as follows:

· If the terminal supports a Smart Card (SIM, UICC, etc) and it is provisioned with the configuration files defined in [PROVSC], then the terminal MUST support the Client part of the Provisioning Smart Card specification.

· It is not mandatory for the Smart Card to be provisioned with the [PROVSC] files (as it is in the current version).

· In addition, the terminal SHALL support the Over The Air configuration mechanism defined in Client Provisioning specification.

Changes needed in OMA-ERELD-ClientProvisioning-v1_1-20021115-C:

6. Minimum Functionality Description for Client

Provisioning 1.1

This is an informative section. It describes the functionality that is delivered with the Client Provisioning specifications and their internal mandatory requirements.

The Client Provisioning specifications define how initial configuration parameters can be delivered to a WAP client from a bootstrap server that is part of the provisioning infrastructure. The mandatory functionality covers basic network transport connectivity information: parameters for network access points and the proxies that are to be used. The network access point parameters define also which network bearers are supposed be used, but clients are not required to support any particular bearers. The mandatory ACCESS characteristic can be used to provide rules that control how the WAP client will access the network either through proxies or directly through network access points. As an option, it is possible to use the APPLICATION characteristic to deliver application protocol configuration information related to e.g. the multimedia messaging service. The optional functionality also includes the possibility to define proxies and network access points that may be used only in specific mobile networks or countries. The configuration information is represented using provisioning documents formatted according to [PROVCONT].

The provisioning documents are delivered as binary XML documents [WBXML] using the UTF-8 [RFC2279] character set. These documents are delivered over the air using a bootstrap protocol [PROVBOOT]. The details of the bootstrap protocol, especially the security mechanisms, depend on the network technology, but the basic mechanism uses connectionless WAP push [PUSHOTA]. The specifications also define mandatory security mechanisms that can be used with all network technologies. The provisioning documents can also be delivered using WIM, SIM, UICC or R-UIM cards. This is a mandatory feature for those devices having access to any of these Smart Cards [PROVSC].  

The specifications cover also how the WAP client is required to interpret the received provisioning documents. There are mandatory rules for how the security mechanisms are to be used and how the provisioning documents delivered through different channels must be combined. There are also mandatory rules for how to implement conflict resolution, error handling, proxy selection and parameter prioritisation when interpreting the received provisioning documents. The provisioning information received by a WAP client is expected to be stored in configuration contexts, and there is a mechanism that can be used to control how many configuration contexts may be used in the client. These aspects are covered by [PROVUAB].

7. Conformance Requirements Notation Details

This section is informative 

The tables in following chapters use the following notation:

Item:

Entry in this column MUST be a valid ScrItem according to [CREQ].

Feature/Application:

Entry in this column SHOULD be a short descriptive label to the Item in question.

Status:

Entry in this column MUST accurately reflect the architectural status of the Item in question.

M means the Item is mandatory for the class

O means the Item is optional for the class

NA means the Item is not applicable for the class

Requirement:

Expression in the column MUST be a valid Terminal Expression according to [CREQ] and it MUST accurately reflect the architectural requirement of the Item in question.
8. ERDEF for Client Provisioning V1_1 - Client Requirements

This section is normative.
The notation used in this section is described in chapter 7. A precondition is defined in order to specify that if the terminal has access to a Smart Card then the provisioning from the Smart Card is a mandatory feature.
Table 1 ERDEF for Client Provisioning V1_1 Client-side Requirements
8.1 Preconditions

	Item
	Feature / Application
	Status
	Requirement

	OMA-ERDEF-PROVISIONING-CPC-001
	The terminal supports a Smart Card
	O
	OMA-ERDEF-PROVISIONING-C002


8.2 Requirements

	Item
	Feature / Application
	Status
	Requirement

	OMA-ERDEF-PROVISIONING-C-001
	Provisioning V1_1 Client
	M
	PROVCONT:MCF AND
PROVBOOT:MCF AND PROVUAB:MCF 

	OMA-ERDEF-PROVISIONING-C-002
	Smart Card Provisioning V1_1 Client
	O
	PROVSC:MCF


9. ERDEF for Client Provisioning V1_1 - Server Requirements

This section is normative.

Table 2 ERDEF for Client Provisioning V1_1 Server-side Requirements

	Item
	Feature / Application
	Status
	Requirement

	OMA-ERDEF-PROVISIONING-S-001
	Provisioning V1_1 Server
	M
	PROVCONT:MSF
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