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1 Reason for Change

DM Notification specification v1.1.2 specifies 4 User Interaction Modes in order to give a DM server a way to make a suggestion on what a DM client should do for the best user experience. Whenever the server sends a notification, it may indicate its suggestion. One of the User Interaction Modes allows the user to decline the following DM session to occur. When the User Interaction Mode field is set to ‘11’, which means User Interaction before the management action, the device is expected to prompt the user about whether or not to accept the DM session to occur. When the user does not want the DM session to occur, he/she may choose not to accept the DM session. 

But, the specificaiton does not specify anything after the DM session is not accepted to occur. It can only be assumed that DM client will not send any SyncML DM message to let the DM server be informed about the user’s decision. The other thing that makes it worse is the fact that the specification does not specify any timeouts between DM notification message and the following DM session. Without timeouts specified in the specification and not knowing the user’s decision not to accept the DM session, the DM server may well resend the notification. Depending on the Session ID to be used, this retransmission of the same DM notification may cause a few undesired situations as follows:

· If the retransmitted DM notificaion uses the same Session ID as the previous unaccepted notification, the notification would be considered as duplicate and discarded by the DM client.

· If DM server does not use the same Session ID when it triggers the same management session several times, the user will be prompted several times for the same management session.   

This change request is intended to suggest the proper modification of the specification so that the undesired situation described above can be avoided.

2 Impact on Backward Compatibility

There may be an issue of backward compatability.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

The author of this change request is not aware of any IPR considerations.

5 Recommendation

The recommendation herein requests that the DM WG to review and approve the proposed Change Request.

6 Detailed Change Proposal
The change request consists of the modification of the two snippets from the DM Notification v1.1.2 specification. The first one is as following: 

6.2.7 User Interaction Mode 

The <ui-mode> field specifies the server recommendations whether the server wants the management session to be executed in background or show a notification to the user. A client SHOULD follow this recommendation. 

The values the User Interaction mode can have: 

· Not specified – The <not-specified> field in <user-interaction> field specifies that the server don’t have a recommendation to this element. This value is specified by using the 2 bits and the bit value for not specified action is “00”. 

· Background management action – The <background> field specifies that the server recommends the management action SHOULD be done as a background event. This value is specified by using the 2 bits and the bit value for background action is “01”. 

· Informative management action – The <informative> field specifies that the server recommends the client to display an informative notification or maybe emitting a beep sound announcing the beginning of the provisioning session to the device user. This value is specified by using the 2 bits and the bit value for informative notification is “10”. 

· User Interaction before the management action – The <user-interaction> field specifies that the server recommend the client to prompt the device user for acceptance of the offered management session before the management session takes place. If the device user does not accept the offered management session, management session MUST NOT take place. The decision made by the server on whether the offer has been declined by the device user is left as an implementation specific issue. When the server decides that the offer has been declined, and retries to alert the same management session, the Session ID in the new Trigger Message MUST be different from the one used in the previous Trigger Message. This value is specified by using the 2 bits and the bit value for user displayable notification is “11”. 

The second modification is as following.

6.2.10 Session Identifier 

The <sessionid> field specifies the identifier of the SyncML DM session associated with the SyncML Message. This value is specified by using the 16 bits in the Trigger Message. The Session ID MUST be different between different management session Trigger Messages and the Client MUST use this Session ID when it connects to the SyncML DM Server. If the server triggers the same management session several times, it is recommended the same Session ID be used. If the server retries the same management session after the device user has declined to accept the session previously, the different Session ID MUST be used. If client receives the same Session ID several times it is enough for a client to initiate only one management session. If client receives several Trigger Messages of the same Session ID, all of them are considered to be the same Trigger Messages before the management session triggered by one of them is completed,
When preparing the OMA DM Message for connection to the DM server, the binary session ID value from the trigger message, in the unsigned hexadecimal range of 1 through FFFF, SHALL be mapped to a string of hexadecimal digits (chosen from the numeric digits “0”-“9” and the upper-case letters “A”-“F”) of between one and four characters in length, inclusive, and placed in the SessionID element of the OMA DM message. Leading zeros MUST NOT be included.









[image: image1.jpg]"sOMaQa

Open Mobile Alliance



