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1 Reason for Contribution

During Test Fest #6 for OMA DM, several issues were raised during interoperability testing.  These issues need to be addressed through clarifications in the specification so that different interpretations of the specifications do not cause interoperability issues.

2 Summary of Contribution

This input is based on the initial TestFest #6 feedback and responses that were generated on the OMA DM mailing list.  I hope I was able to capture all the various responses to this mailing list thread.  After review and discussion, we should create of one or more CR’s that can be applied to the DM specifications.

3 Detailed Proposal

3.1 HMAC Use of NextNonce

Feedback from TestFest:

(DM Security document section 5.4.4)  Add/change text to indicate that nextNonce must be sent back in every message and the new nonce used for the next message.

Feedback from Frank Baumann:

The usage of HMAC authentication (and when to use a new nonce value) is indeed not very well specified in the spec. I have some questions about the feedback as I think I have a slightly different interpretation of the behaviour intended in the specification. 

I'm not sure if the 'new nonce being used each message' is correct. The generic part of the nextnonce mechanism is that a NextNonce will only be used the NEXT session, not the current one. Also my understanding of HMAC is that there is absolutely no need to change the nonce in between sessions (as SCTS behaves) due to the fact that the HMAC digest is calculated from both the nonce and the message content. As the message content MUST change for each message, the digest input changes as well, so a different digest will result for each message. This is in contrast with MD5 authentication, which would be unsecure if the nonce is not changed, as the digest would not change as well. So HMAC is not vulnerable to a "digest replay" attack. 
Feedback from Chris Ahl:

So we agree that this needs to be clearly specified.  I still think SCTS has a bug because it sends the same NextNonce in each HMAC message.  If it is going to send it every message, then the NextNonce value should be changing.  Otherwise it's a waste of bandwidth to keep sending the same NextNonce.

I believe all DM TestFest's up to this point have used the HMAC flow that I have described.  It might cause some incompatabilities with existing implementations if the HMAC NextNonce is only sent once per session.

3.2 HMAC SyncHdr Status Code

Feedback from TestFest:

Add/change text (DM security section 5.4.4) for HMAC SyncHdr status code=200 

Feedback from Frank Baumann:

BTW: agreed with the 200, this should be specified clearly in the specification. My initial interpretation of the generic authentication behaviour was that a 212 must be sent as soon as the other party is authenticated, HMAC is apparently the exception here. 

3.3 Better explanation of Challenge

Feedback from TestFest:

Add/change (DM proto, section 8 and section 9) for explanation that DM challenge in Pkg 2 MUST result in Pkg 3 containing Alert and DevInfo replace plus credentials that were challenged for.   Server did not send any commands to client so client does not challenge server

Feedback from Rakesh Kushwaha:

The Device Management Protocol (v1.1.2), section 9, authentication has following texts in paragraph 2: 

Server and client can both challenge each other if no credentials were given in the original request or the credentials were considered too weak. If the server sent no credentials or invalid credentials in Pkg2 and no commands (only Status to SyncHdr and DevInfo), the client MUST NOT challenge the server by sending back only a Status for the SyncHdr with a challenge. The client MUST end the session because the server sent no commands. 

in the case that client has a stale nonce, server will challenge the client by sending back only a status to the SyncHdr and DevInfo. Since server didn't send back a command, according to the (red-colored) text above, client MUST end the session.

Yes, agreed, DM security document section 5.3.4 gives a general guideline to avoid the situation where nonces get out of sync, but the statements quoted above does cause a lot of confusion. Actually, during the test fest, we had this same issue coming up over and over again with all the DM clients. E.g. DM clients would chose to terminate the session in the case that it received only the Status message and thus leaving the client nonces out of sync.

Feedback from Chris Ahl:

I agree that the paragraph Rakesh quoted needs modification.   My suggestion would be:

Server and client can both challenge each other if no credentials were given in the original request or the credentials were considered too weak. If the server sent no credentials or invalid credentials in Pkg2, no challenge and no commands (only Status to SyncHdr and DevInfo), the client MUST NOT challenge the server by sending back only a Status for the SyncHdr with a challenge. The client MUST end the session because the server sent no commands.  If the server challenged the client in Pkg 2, the client MUST resend the Alert and DevInfo along with the credentials requested by the server 

.  

3.4 SCTS HMAC bug

Feedback from TestFest:

SCTS DM has a bug in the server where it passes the same nextnonce value in each message.  A client can pass the HMAC test but is not really passing because the HMAC nonce is never changing during the session
Feedback from Frank Baumann:

I think that this behaviour (not changing the HMAC nonce) is perfectly ok as argued above. If a new value for NextNonce is sent it should only be used in the next session. 
The main problem IMHO is that the behaviour regarding nonce, NextNonce, challenge etc. is not clearly specified. There are multiple, equally valid interpretations on how this should work. My interpretation is just one possibility, the reason I came to this interpretation was the SCTS behaviour. 
3.5 Sequence Status Code

Feedback from TestFest:

Add/change text (DM repro section 6.5.14 Sequence) to indicate 200 status code for sequence even if some commands inside sequence failed (also make sure text shows how a UI alert that is cancelled causes all the commands after to return Not Executed)

4 Intellectual Property Rights Considerations

None

5 Recommendation

<provide a description of the intended actions to be taken by the group>
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