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1 Reason for Change

During Test Fest #6 for OMA DM, several issues were raised during interoperability testing.  These issues need to be addressed through clarifications in the specification so that different interpretations of the specifications do not cause interoperability issues.

2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights Considerations

None

5 Recommendation

OMA DM should approve this CR to help clarify the standard and aid interoperability. 

6 Detailed Change Proposal

· Change 1

Description of Change:

OMA-SyncML-DMSecurity-V1_1_2 -  section 5.4.4)  Add/change text to indicate that nextNonce MUST be sent back in every message and the new nonce used for the next message.  This is how the implementations at the previous TestFests have operated and this is viewed as the correct behavior.

Also add/change text to clarify that HMAC SyncHdr status code=200 since it MUST be revalidated each message.
NOTE: An email has been sent to the SCTS mailing list to report a bug in SCTS DM server where it uses the same NextNonce in every message.

Actual Text For Change:

6.5.14 HMAC and nonce value


A new nonce MUST be used for every message.  The new nonce will be obtained via the NextNonce value in the previous message.  In addition, since HMAC credentials MUST be verified for each message, the SyncHdr status code for an authenticated message MUST be 200.
· Change 2

Description of Change:

Add/change (DM proto, section 8 and section 9) for explanation that DM challenge in Pkg 2 MUST result in Pkg 3 containing Alert and DevInfo replace plus credentials that were challenged for.   Server did not send any commands to client so client does not challenge server

Actual Text For Change:

OMA-SyncML-DMProtocol-V1_1_2 – section 8, 3rd paragraph

When a package from server to client does not contain management operations or a challenge, the client will create a package containing only Status for SyncHdr as a response to the package received from server. In this case the entire response package MUST NOT be sent and the protocol ends. A server MUST send response packages to all client packages.

OMA-SyncML-DMProtocol-V1_1_2 – section 9, 2nd paragraph

Both SyncML DM Protocol client and server MUST be authenticated to each other. Authentication can be performed at different levels, however. If the transport level has a built-in authentication mechanism then SyncML DM Protocol-level authentication MAY be omitted. If the transport level does not have sufficiently strong authentication feature, SyncML DM Protocol-level authentication MUST be used. Server and client can both challenge each other if no credentials were given in the original request or the credentials were considered too weak.  If the server sent no credentials or invalid credentials in Pkg2, no challenge and no commands (only Status to SyncHdr and DevInfo), the client MUST NOT challenge the server by sending back only a Status for the SyncHdr with a challenge.  The client MUST end the session because the server sent no commands.  If the server challenged the client in Pkg 2, the client MUST resend the Alert and DevInfo along with the credentials requested by the server.
· Change 3

Description of Change:

Add/change text (DM repro section 6.5.14 Sequence) to indicate 200 status code for sequence even if some commands inside sequence failed (also make sure text shows how a UI alert that is cancelled causes all the commands after to return Not Executed)

Actual Text For Change:

OMA-SyncML-DMRepPro-V1_1_2 – section 6.5.14,

6.5.14 Sequence

Restrictions: The mandatory CmdID element type specifies the SyncML message-unique identifier for the command.

One or more Add, Replace, Delete, Copy, Get, Exec or Alert element types MUST be specified. These element types MUST be processed in the specified sequence.

Status code (215) Not Executed will be sent back for the commands within the Sequence whose execution was aborted.  The status code for the Sequence itself MUST be 200.
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