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1. Scope

The Enabler Test Requirements (ETR) document for the Enabler under consideration is created and maintained by the Technical Working Group (TWG) responsible for the technical specifications for the corresponding Enabler.

This ETR document covers at least those relevant requirements collected in the Requirements Document for OMA-DM   [OMADM] and the Architecture Document OMA-Inventory-of-Architectures-and-Services-V1_0-20040624-A.zip.
2. References

2.1 Normative References

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[ERELD]
	“Enabler Release Definition for Firmware Update Management Object”, Open Mobile Alliance™, OMA-DM-2004-0XXX-ERELD-FUMO-v1_0.doc, URL:http://www.openmobilealliance.org/

	[OMADM] 
	OMA Device Management, Version 1.2. Open Mobile Alliance(. URL:http://www.openmobilealliance.org

	
	


2.2 Informative References

	[OMADICT]
	“Dictionary for OMA specifications”. Open Mobile Alliance(. OMA-Dictionary-v1_0. http://www.openmobilealliance.org/

	[DLOTA]
	“Generic Content Download Over The Air Specification Version 1.0”, Open Mobile AllianceTM, OMA-Download-OTA-v1_0, http://www.openmobilealliance.org/documents.html [OMA Download v1.0 Enabler Release]

	[DMPRO] 
	“OMA Device Management Protocol, Version 1.2”. Open Mobile Alliance(. 
OMA-TS-DM-Protocol-V1_2, URL:http://www.openmobilealliance.org

	[FUMO]
	Firmware Update Management Object Draft Version v1.0


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Test fest
	Multi-lateral interoperability testing event

	
	

	
	


3.3 Abbreviations

	AD
	Architecture Document

	RD
	Requirements Document

	OMA
	Open Mobile Alliance

	FUMO
	Firmware Update Management Object

	
	


4. Introduction

The purpose of this Enabler Test Requirements document is to help guide the testing effort for the Enabler Firmware Update Management Object V 1.0, documenting those areas where testing is most important to ensure interoperability of implementations.

The Enabler under consideration comprises the following specifications:

· Firmware Update Management Object, Draft Version 1.0  - specifying how to conduct firmware updates employing Firmware Update Management Objects, as part of device management
Generally, the testing activity should aim at validating the normal working behaviour of the client/server interactions, as well as testing the error conditions whenever it is possible to set up the appropriate scenarios. The following sections provide a more detailed description of the testing requirements for Firmware Update Management Object, Draft Version 1.0.

The Firmware Update Management Object specifications provide a solution for the delivery of firmware update packages and the execution of the firmware update by an update agent in the device.  It addresses the requirements derived from the non-application software download use-case in section 5.5 of the device management requirements document [OMADM].  It specifically addresses the use-case 5.5.1 that relates to bug fixes for operational improvement.

The firmware update management object in a device comprises the following mandatory and optional nodes:
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As shown in the diagram above, not all internal nodes are mandatory.  In addition, some of the leaf nodes (parameter elements) such as PkgName, are optional.  The PkgData element is employed for OMA-DM based download while the PkgURL element is employed for alternate download mechanisms, such as download via OMA DLOTA v1.0.
The following two diagrams depict the system environment for firmware update package download and update.

The OMA DM protocol can be used directly to move a firmware update package to the device using an OMA DM “Replace” command to access a management object representing the actual firmware binary package data, as shown below.
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OMA DM can also be used to invoke an alternate download method, that uses an OMA DM “Replace” command to specify the URL of the download descriptor that describes further details concerning the firmware package, or a reference to the update package itself, along with the download protocol to be employed.





5. Test Requirements

This enabler test requirements is used to test the firmware update management object implementations in devices and device management servers.  
5.1 Enabler Test Requirements

The test requirements collected in this section are related to the Enabler Firmware Update Management Object V 1.0.

The specific functionalities that a device should be tested for would depend upon the actual mechanisms employed by the device to download an update package.  For example, a device could employ OMA DM protocol to download an update package.  Or it could employ the OMA Generic Content Download protocols.  
The following test requirements covers both the client and server conformance requirements specified in the FUMO Conformance Requirements document.
5.1.1 Mandatory Test Requirements

Mandatory test requirements are covering mandatory features/functions of an Enabler which shall always be implemented in the client/server

NOTE:  This table needs to be filled out at a level where ambiguity is not present but details are not overwhelming.

Ambiguity means that the details do not have several meanings nor have more than one possible implementation path following.

5.1.1.1 Client

	MANDATORY FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	Firmware Update Management Object
	Required to test whether FUMO structured and elements are exposed properly.

	
	Exec Command for download or update
	Required to test whether Exec command is executed properly to conduct downloads or updates.

	
	Downloading an update package 
	Required to test support for the download of an update package

	
	Updating Device
	Required to test support for the update of device using an update package

	
	Reporting ResultCode to server
	Required to test support for Alert 1226

	
	Server Initiated Firmware Update
	Required to test if DM Server can initiate Firmware Update

	
	Result Code and State
	Required to test support for the indication of final status of an operation that is invoked, and the communication of the associated ResultCode at the end of the operation (a download or an update)

	
	Failure - User Cancelled
	Required to test communication of User Cancelled event

	ERROR FLOW
	Failure – missing update packages
	Required to test client behaviour when an update package is not available

	
	Failure – incomplete download
	Required to test client behaviour when an update package is not downloaded completely

	
	Failure – Corrupted Firmware Update Package
	Required to test client behaviour when an update package that is downloaded is corrupt

	
	Failure – Firmware Update Package – Device Mismatch
	Required to test error handling when a wrong firmware update package is delivered to the device 

	
	Failure – Failed Firmware Update Package Validation
	Required to test error handling when a failure to positively validate digital signature of firmware update package occurs

	
	Failure – Firmware Update Package Not Acceptable
	Required to test error handling when the firmware update package is not acceptable

	
	Failure - Alternate Download  Authentication Failure
	Required to test error handling when the  authentication failure is encountered for alternate download  of firmware update package

	
	Failure – Request Time-Out
	Required to test error handling when the client encounters a time-out

	
	Failure - Malformed or Bad URL
	Required to test ability to flag malformed or Bad URL when they are encountered


Table 1: Applicability Table for Enabler Specific Client Mandatory Test Requirements

5.1.1.2 Server

	MANDATORY FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	Determine location of FUMO from DDF
	Required to test whether FUMO can be created / accessed as per the DDF

	
	Initiate Firmware Update
	Required to test if a server can invoke Firmware Update on device

	
	State 
	Required to test support for the persistence of state information in the management tree for a download or an  update

	
	ResultCode
	Required to test support for the determination of the success or failure of firmware update related operations

	
	
	

	ERROR FLOW
	Failure – missing update packages
	Required to test server behaviour when an update package is not available

	
	Failure – incomplete download
	Required to test server behaviour when an update package is not downloaded completely by client

	
	Failure – corrupted update package  downloaded
	Required to test server behaviour when an update package that is downloaded by client is corrupt

	
	Undefined error implying Update  Failed
	

	
	
	


Table 2: Applicability Table for Enabler Specific Server Mandatory Test Requirements

5.1.2 Optional Test Requirements

The following Optional test requirements cover optional features/functions of the Firmware Update Management Object Enabler.

5.1.2.1 Client

	OPTIONAL FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	Separate Download and Update
	Required to initiate a download of an update package first and then an update

	
	Combined Download and Update
	Required to test the combined download followed by an immediate update

	
	Elements of FUMO
	Required to test compatibility and support for optional elements of FUMO 

	
	Device Initiated Firmware Update
	Required to test support for optional device initiated firmware update feature

	
	User Initiated Firmware Update
	Required to test support for optional user initiated firmware update feature

	ERROR FLOW
	Failure of alternate download mechanism
	Required to initiate an alternate download and terminate download prematurely to test client behaviour and response

	
	Failure of OMA DM download mechanism
	Required to initiate an OMA DM  download and terminate the download prematurely to test client behaviour and response

	
	Failure - Alternate Download Server Unavailable
	Required to test error handling when the Alternate Download Server is Unavailable

	
	Failure - Client Error  – Vendor Specified
	Support for Vendor  specified errors

	
	
	


Table 3: Applicability Table for Enabler Specific Optional Client Test Requirements

5.1.2.2 Server

	OPTIONAL FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	Elements of FUMO
	Required to test compatibility and support for optional elements of FUMO

	
	ACL on firmware update node
	Required to test a server’s access rights

	
	
	

	
	
	

	
	
	

	ERROR FLOW
	Failure to initiate download of update package due to ACL
	Required to test if server’s ACL is appropriate

	
	
	

	
	
	

	
	
	

	
	
	


Table 4: Applicability Table for Enabler Specific Optional Server Test Requirements

5.2 Backwards Compatibility

This is the first release of the FUMO specifications and, consequently, there are no backwards compatibility issues.
5.3 Enabler Dependencies

This enabler has a dependency on the OMA-DM V1.2, due to its incorporation of Alert 1226 for communication of Final Notifications from a device to a DM server.
Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version –or- No previous version within OMA

	
	
	

	
	
	


A.2 Draft/Candidate Version 1.0 History

	Document Identifier
	Date
	Sections
	Description

	OMA-ETR_FUMO-V0_3-20040808-D
	08-08-2004
	
	Created ETR

	
	12 Aug 2004
	
	Updated ETR as per the instructions of the IOP-DMSYNC group

	
	25 Aug 2005
	
	Updated diagrams, Mandatory client test requirements, Optional client test requirements.

	
	17 October v205
	Sections 5.1.1.1, 5.1.1.2
	Incorporates feedback from Montreal F2F meeting.
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