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1 Reason for Change

The purpose of this document is to request the addition of security requirements to the DM requirements document, according to the requirements discussed between the SEC and DM groups. The purpose of these requirements is to assure that every DM implementation is designed in a way that protects the assets that are reliant on it.
All changes that are requested in this document are ones that were accepted during previous joint conference calls and meetings between the SEC and DM groups (please refer to: OMA-SEC-2004-0062-Minutes-of-joint-conference-calls-with-DM.
2 Impact on Backward Compatibility

Implementations that are based on previous versions of the requirements document may still be compatible with the new proposed version by the introduction of a separate transport layer security mechanism. Alternatively, applications that do not comply with the new set of requirements may be modified to comply with it.
3 Impact on Other Specifications

Specifications that present solutions for DM (DM protocols and other mechanisms) may need to be changed to accommodate the new requirements, either by change of the security mechanisms deployed or by the addition of transport layer security.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DM group is kindly asked to make the proposed additions and changes to the requirements document.
6 Detailed Change Proposal

Following are the proposed additions to the requirements document.
1. This requirement should be added to chapter 6.1.1.1 (“General Security Requirements”), as the first requirement.

“Every session MUST employ robust end-to-end security between the client and the DM server, including mutual authentication and data encryption, either by using an adequate transport layer mechanism or by implementing application level security.”
2. This requirement should be added to chapter 6.1.1.1 (“General Security Requirements”), as the second requirement.

“Security MUST be implemented using strong cryptographic functions such as block ciphers and hash functions rather than with weaker means such as CRCs. The authentication, integrity, secrecy and authorization mechanisms MUST be resistant against practical active and passive attacks that are possible by using widely available computation power.”
3. This requirement should be added to chapter 6.1.1.1 (“General Security Requirements”), as the third requirement.

“Provisioning, storage and maintenance of the credentials on servers and on devices SHALL be done securely.”
Following are proposed changes to existing requirements:
4. For the sake of conformity with 6.1.1.1, it is required to modify 6.1.1.2-1:

From: The client MUST successfully authenticate the Device Management server (Use Case 5.2.1).
To: The client and the Device Management server MUST successfully authenticate each other.
5. For the sake of conformity with 6.1.1.1, it is also required to modify 6.1.1.5-1:
From: All data communication between the Device Management Server and a Device, that is personal to the user or confidential to the owner of the information (e.g. some network operator settings) MUST be confidentiality protected.  (Use Case 5.1.1, 5.1.3, 5.4.1)
To: All data communication between the Device Management Server and a Device MUST be confidentiality protected.

6. To avoid confusion, it is recommended to remove 6.1.1.5-4:

The Data Link between the Device Management Server and the Device MAY maintain data confidentiality, where appropriate. (Use Case 5.5.1)
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