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1 Reason for Change

The CR OMA-DM-2004-0164R04-DMAcc-MO introduces two cases of confusing terminology into our specifications. Although these issues would probably not lead to incorrect implementations, they will make the specifications harder to understand.

First, in the descriptive text for each node, section 5.3.2.1 and onwards, there is a bullet point with the text "Status: Required". This seems to be a bit of CP terminology that crept in here by mistake. In DM this kind of behavior for a node is specified by the "Occurrence" and "Scope" properties of the node in the DDF.  The "Status: Required" should be removed from all sections where it is present since it is redundant in any DM specification. "Occurs" should also be changed to "Occurrence" to be in line with the DDF.

Second, the terms ServerID and ProviderID are used to describe the same thing in the DM specifications and the w7 CP specification respectively. Now, CR 164R04 changes ServerID to ProviderID in DMBoot and DMStdObj. That would be fine if the term ServerID would only be used in those two DM documents. Unfortunately the term ServerID is defined in the DMTND document and is also widely used there. I think we should change the DMStdObj and DMBoot documents back to ServerID since this is the original DM term. 

CP and DM have developed slightly different terminologies over the years and most people are OK with that since it is two different enablers. Let’s keep it this way and not get in to a situation where the terminology varies within the same enabler.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

Indirectly, the DMBoot and DMStdObj specifications are affected by this CR.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the DM WG agree to modify the previously approved CR OMA-DM-2004-0164R04-DMAcc-MO so that the inconsistent terminology is removed. The modified CR shall then be applied to it’s targeted documents.

6 Detailed Change Proposal

Changes to document OMA-SyncML-DMStdObj:
7. The SyncML DM management objects

Clients implementing SyncML DM MUST support the SyncML DM management object, SyncML DevInfo management object and the SyncML DevDetail management object. SyncML DM servers MUST support all three management objects as well.


	Management Object
	Client Support
	Server Support
	Description

	DM Account
	MUST
	MUST
	Settings for the DM client in a managed device.

	DevInfo
	MUST
	MUST
	Device information for the SyncML DM server. Sent from the client to the server.

	DevDetail
	MUST
	MUST
	General device information that benefits from standardization.


The difference between DevInfo and DevDetail is that the DevInfo parameters are needed by the management server for problem free operation of the SyncML DM protocol. The DevInfo object is sent from client to server in the beginning of every session. 

DevDetail contains other device specific parameters that benefits from being standardized and mandatory. The only difference is that these parameters are not sent from client to server automatically. Instead, these parameters are managed by servers as any other parameters and can be manipulated using SyncML DM commands.

5.3.1 The DM Account management object

The management object is used to manage settings for OMA DM (based on SyncML DM) protocol. 

Management object name: org.openmobilealliance/1.0/w7
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The DM Account Management Object
7. DM Account Management Object Parameters

Parameters are also described in Device Management Application Characteristic registration document [w7] which is used as a part of OMA Client Provisioning specifications [CPERELD]. General mapping rules of OMA Client Provisioning parameters are described in [DMBOOT]. When the DM Account parameters are derived from OMA Client Provisioning w7 document, see more information about parameter mapping in Appendix B. 

The complete DDF description of this management object can be found in Appendix A.

5. Node: /<X>

This interior node acts as a placeholder for one or more accounts or for a fixed node.

· 
· Occurrence: OneOrMore / One

· Format: Node

· Access Types: Get

· Values: N/A

5. Node: /<X>/AppID

This node specifies the application ID for device management account object.

· 
· Occurrence: One

· Format: Chr

· Access Types: Get

· Values: w7

5.3.2.3 Node: /<X>/ServerID
This node specifies a server identifier for management server used in the management session.

· 
· Occurrence: One

· Format: Chr

· Access Types: Get

· Values: <Server identifier>

5.3.2.4 Node: /<X>/Name

This node specifies user displayable name for the management server. 

· 
· Occurrence: ZeroOrOne

· Format: Chr

· Access Types: Get

· Values: <User displayable name>

5. Node: /<X>/PrefConRef

This node specifies a reference to preferred connectivity. It is expected that either a proxy or NAP MO is specified, but other, implementation-specific connectoids may be referenced. 

· 
· Occurrence: ZeroOrOne

· Format: Chr 

· Access Types: Get

· Values: URI to a management object or implementation specific identifier.

5.3.2.6 Node: /<X>/ToConRef/

The ToConRef interior node is used to allow application to refer to a collection of connectivity definitions. Several connectoids may be listed for a given application under this interior node.

· 
· Occurrence: ZeroOrOne

· Format: Node

· Access Type: Get

· Value: N/A

5.3.2.7 Node: /<X>/ToConRef/<X>

This run-time node acts as a placeholder for one or more connectivity parameters. 

· 
· Occurrence: OneOrMore

· Format: Node

· Access Type: Get

· Value: N/A

5.3.2.8 Node: /<X>/ToConRef/<X>/ConRef

The ConRef leaf indicates the linkage to connectivity parameters.

· 
· Occurrence: One

· Format: Chr

· Access Type: Get

· Value:  URI to a management object or implementation specific identifier.

5. Node: /<X>/AppAddr

This node is used to specify multiple Management Server addresses. 

· 
· Occurrence: One

· Format: Node

· Access Types: Get

· Values: N/A

5. Node: /<X>/AppAddr/<X>

This interior node acts as a placeholder for separating one or more Server Addresses. 

· 
· Occurrence: OneOrMore

· Format: Node

· Access Types: Get

· Values: N/A

5. Node: /<X>/AppAddr/<X>/Addr

This node specifies a Management Server address.

· 
· Occurrence: One

· Format: Chr

· Access Types: Get

· Values: Dependent upon AddrType.

5. Node: /<X>/AppAddr/<X>/AddrType

This node specifies a Management Server address type.

· 
· Occurrence: One

· Format: Chr

· Access Types: Get

· Values: The value can be an absolute URI [RFC2396], an IPv4 address [RFC791] or an IPv6 address [RFC2373] represented in decimal format with dots as delimiters or as a fully qualified Internet domain name.

5. Node: /<X>/AppAddr/<X>/Port

This node specifies Port information for Management Server address.

· 
· Occurrence: ZeroOrOne

· Format: Node

· Access Types: Get

· Values: N/A

5. Node: /<X>/AppAddr/<X>/Port/<X>
This interior node acts as a placeholder for separating one or more Port settings.

· 
· Occurrence: OneOrMore

· Format: Node

· Access Types: Get

· Values: N/A

5. Node: /<X>/AppAddr/<X>/Port/<X>/PortNbr
This node specifies port number.

· 
· Occurrence: One

· Format: Chr

· Access Types: Get

· Values: The port number must be a decimal number and must fit within the range of a 16 bit unsigned integer.

5. Node: /<X>/AAuthPref

This is a string-valued parameter whose possible values are the names of the various possible authentication types (AAuthType values), e.g. "syncml:auth-md5". If this node is present, the client SHOULD use this authentication type when connecting to the server. The use of this node is intended to reduce the number of round trips between client and server that would be caused by authentication challenges. If a client supports this leaf node and the value is empty, the default behaviour is to indicate the authentication mechanism negotiated in the previous session if one exists.

· 
· Occurrence: ZeroOrOne

· Format: Chr

· Access Types: Get

· Values: See AAuthTypes in section 5.3.2.20.

5.3.2.17 Node: /<X>/AppAuth

This node specifies authentication information.

· 
· Occurrence: One

· Format: Node

· Access Types: Get

· Values: N/A

5.3.2.18 Node: /<X>/AppAuth/<X>

This interior node acts as a placeholder for separating one or more authentication settings.

· 
· Occurrence: OneOrMore

· Format: Node

· Access Types: Get

· Values: N/A

5.3.2.19 Node: /<X>/AppAuth/<X>/AAuthLevel

This node specifies the authentication level.

· 
· Occurrence: One

· Format: Chr

· Access Types: Get

· Values:

	
	Status
	Interpretation

	CLCRED
	Required
	Credentials client uses to authenticate itself to the SyncML DM Server at the DM protocol level.

	SRVCRED
	Required
	Credentials server uses to authenticate itself to the SyncML DM Client at the DM protocol level.

	OBEX
	Optional
	Credentials for OBEX authentication.

NOTE: If this AauthLevel is selected only HTTP-BASIC and HTTP-DIGEST are possible AauthTypes.

	HTTP
	Optional
	Credentials for HTTP (/WSP) authentication. 

NOTE:If this AauthLevel is selected only HTTP-BASIC and HTTP-DIGEST are possible AauthTypes.


Table 1: AAuthLevel Values

5.3.2.20 Node: /<X>/AppAuth/<X>/AAuthType

This node specifies the authentication type.

· 
· Occurrence: One

· Format: Chr

· Access Types: Get

· Values:

	
	Status
	Interpretation

	HTTP-BASIC
	Required
	HTTP basic authentication done according to RFC 2617.

	HTTP-DIGEST
	Required
	HTTP digest authentication done according to RFC 2617.

	BASIC
	Required
	DM 'syncml:auth-basic' authentication as specified in " DM Security".

	DIGEST
	Required
	DM 'syncml:auth-md5' authentication as specified in " DM Security".

	HMAC
	Optional
	DM 'syncml:auth-hmac' authentication as specified in " DM Security".

	X509
	Optional
	'syncml:auth-X509' authentication done according to " Representation Protocol".

	SECUREID
	Optional
	'syncml:auth-securid' authentication done according to " Representation Protocol".

	SAFEWORD
	Optional
	'syncml:auth-safeword' authentication done according to " Representation Protocol".

	DIGIPASS
	Optional
	'syncml:auth-digipass' authentication done according to " Representation Protocol".

	TRANSPORT
	Optional
	Secure Transport authentication is used. Transport layer authentication is beyond the scope of OMA DM Security. 


Table 2: AAuthType Values

5.3.2.21 Node: /<X>/AppAuth/<X>/AAuthName

This node specifies the authentication name.

· 
· Occurrence: ZeroOrOne

· Format: Chr

· Access Types: Get

· Values: <Authentication name>

5.3.2.22 Node: /<X>/AppAuth/<X>/AAuthSecret

This node specifies the authentication secret.

· 
· Occurrence: ZeroOrOne

· Format: Chr

· Access Types: No Get

· Values: <Authentication secret>

5.3.2.23 Node: /<X>/AppAuth/<X>/AAuthData

This node specifies the authentication nonce.

· 
· Occurrence: ZeroOrOne

· Format: Chr

· Access Types: No Get

· Values: <Authentication nonce>

5. Node: /<X>/Ext/

The Ext is an interior node for where the vendor specific information about device management application is being placed (vendor meaning application vendor, device vendor, OS vendor etc.). Usually the vendor extension is identified by vendor specific name under the ext node. The tree structure under the vendor identified is not defined and can therefore include a non-standard sub-tree.

· 
· Occurrence: ZeroOrOne

· Format: Node

· Access Type:

· Value: N/A

Appendix A. SyncML/DM
(Normative)

This Appendix is Normative given the restrictions in Section Error! Reference source not found..

<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE MgmtTree PUBLIC "-//OMA//DTD SYNCML-DMDDF 1.2//EN" 

http://www.openmobilealliance.org/tech/DTD/OMA-SyncML-DMDDF-1_2.dtd>

<MgmtTree>

<VerDTD>1.2</VerDTD>

<Man>--The device manufacturer--</Man>

<Mod>--The device model--</Mod>

<Node>


<NodeName/>


<DFProperties>



<AccessType/>



<DFFormat>




<node/>



</DFFormat>




<Occurrence>




<OneOrMore/>



</Occurrence>



<DFTitle>--The Interior node--</DFTitle>


</DFProperties>


<Node>



<NodeName>AppID</NodeName>



<DFProperties>




<AccessType>





<Get/>




</AccessType>




<DFFormat>





<chr/>




</DFFormat>




<Occurrence>





<One/>




</Occurrence>




<DFTitle>Application ID for DM Account MO</DFTitle>




<DFType>





<MIME>text/plain</MIME>




</DFType>



</DFProperties>


</Node>


<Node>



<NodeName>ServerID</NodeName>



<DFProperties>




<AccessType>





<Get/>



 
</AccessType>




<DFFormat>





<chr/>




</DFFormat>




<Occurrence>





<One/>




</Occurrence>




<DFTitle>Server Identifier</DFTitle>




<DFType>





<MIME>text/plain</MIME>




</DFType>



</DFProperties>


</Node>


<Node>



<NodeName>Name</NodeName>



<DFProperties>




<AccessType>





<Get/>




</AccessType>




<DFFormat>





<chr/>




</DFFormat>




<Occurrence>





<ZeroOrOne/>




</Occurrence>




<DFTitle>Displayable name for the Management Server</DFTitle>




<DFType>





<MIME>text/plain</MIME>




</DFType>



</DFProperties>


</Node>


<Node>



<NodeName>PrefConRef</NodeName>



<DFProperties>




<AccessType>





<Get/>




</AccessType>




<DFFormat>





<chr/>




</DFFormat>





<Occurrence>





<ZeroOrOne/>




</Occurrence>




<DFTitle>Reference to preferred connectivity</DFTitle>




<DFType>





<MIME>text/plain</MIME>




</DFType>



</DFProperties>


</Node>


<Node>



<NodeName>ToConRef</NodeName>



<DFProperties>




<AccessType>





<Get/>




</AccessType>




<DFFormat>





<node/>




</DFFormat>





<Occurrence>





<ZeroOrOne/>




</Occurrence>




<DFTitle>A collection of references to connectivity definitions</DFTitle>



</DFProperties>



<Node>




<NodeName/>




<DFProperties>





<AccessType>






<Get/>





</AccessType>





<DFFormat>






<node/>





</DFFormat>





<Occurrence>






<OneOrMore/>





</Occurrence>





<DFTitle>The “name” node for one or more connectivity parameters</DFTitle>




</DFProperties>




<Node>





<NodeName>ConRef</NodeName>





<DFProperties>






<AccessType>







<Get/>






</AccessType>






<DFFormat>







<chr/>






</DFFormat>






<Occurrence>







<One/>






</Occurrence>






<DFTitle>Linkage to connectivity parameters</DFTitle>






<DFType>







<MIME>text/plain</MIME>






</DFType>





</DFProperties>




</Node>



</Node>


</Node>


<Node>



<NodeName>AppAddr</NodeName>



<DFProperties>




<AccessType>





<Get/>




</AccessType>




<DFFormat>





<node/>




</DFFormat>





<Occurrence>





<One/>




</Occurrence>




<DFTitle>A collection of all references to AppAddr objects</DFTitle>



</DFProperties>



<Node>




<NodeName/>




<DFProperties>





<AccessType>






<Get/>





</AccessType>





<DFFormat>






<node/>





</DFFormat>





<Occurrence>






<OneOrMore/>





</Occurrence>





<DFTitle>The “name” node for multiple AppAddr objects</DFTitle>




</DFProperties>




<Node>





<NodeName>Addr</NodeName>





<DFProperties>






<AccessType>







<Get/>






</AccessType>






<DFFormat>







<chr/>






</DFFormat>






<Occurrence>







<One/>






</Occurrence>






<DFTitle>Management Server Address</DFTitle>






<DFType>







<MIME>text/plain</MIME>






</DFType>





</DFProperties>




</Node>




<Node>





<NodeName>AddrType</NodeName>





<DFProperties>






<AccessType>







<Get/>






</AccessType>






<DFFormat>







<chr/>






</DFFormat>






<Occurrence>







<One/>






</Occurrence>






<DFTitle>Management Server Address Type</DFTitle>






<DFType>







<MIME>text/plain</MIME>






</DFType>





</DFProperties>




</Node>




<Node>





<NodeName>Port</NodeName>





<DFProperties>






<AccessType>







<Get/>






</AccessType>






<DFFormat>







<node/>






</DFFormat>






<Occurrence>







<ZeroOrOne/>






</Occurrence>






<DFTitle>A collection of all Port objects</DFTitle>





</DFProperties>





<Node>






<NodeName/>






<DFProperties>







<AccessType>








<Get/>







</AccessType>







<DFFormat>








<node/>







</DFFormat>







<Occurrence>








<OneOrMore/>







</Occurrence>







<DFTitle>The “name” node for a Port object</DFTitle>






</DFProperties>






<Node>







<NodeName>PortNbr</NodeName>







<DFProperties>








<AccessType>









<Get/>








</AccessType>








<DFFormat>









<chr/>








</DFFormat>








<Occurrence>









<One/>








</Occurrence>








<DFTitle>Port</DFTitle>








<DFType>









<MIME>text/plain</MIME>








</DFType>







</DFProperties>






</Node>





</Node>




</Node>



</Node>


</Node>



<Node>



<NodeName>AAuthPref</NodeName>



<DFProperties>




<AccessType>





<Get/>




</AccessType>




<DFFormat>





<chr/>




</DFFormat>




<Occurrence>





<ZeroOrOne/>




</Occurrence>




<DFTitle>Application Authentication Type preference</DFTitle>




<DFType>





<MIME>text/plain</MIME>




</DFType>



</DFProperties>


</Node>


<Node>



<NodeName>AppAuth</NodeName>



<DFProperties>




<AccessType>





<Get/>




</AccessType>




<DFFormat>





<node/>




</DFFormat>




<Occurrence>





<One/>




</Occurrence>




<DFTitle>A collection of all references to multiple Application Authentication objects</DFTitle>



</DFProperties>



<Node>




<NodeName/>




<DFProperties>





<AccessType>






<Get/>





</AccessType>





<DFFormat>






<node/>





</DFFormat>





<Occurrence>






<OneOrMore/>





</Occurrence>





<DFTitle>The “name” node for multiple Application Authentication objects</DFTitle>




</DFProperties>




<Node>





<NodeName>AAuthLevel</NodeName>





<DFProperties>






<AccessType>







<Get/>






</AccessType>






<DFFormat>







<chr/>






</DFFormat>






<Occurrence>







<One/>






</Occurrence>






<DFTitle>Application Authentication level</DFTitle>






<DFType>







<MIME>text/plain</MIME>






</DFType>





</DFProperties>




</Node>




<Node>





<NodeName>AAuthType</NodeName>





<DFProperties>






<AccessType>







<Get/>






</AccessType>






<DFFormat>







<chr/>






</DFFormat>






<Occurrence>







<One/>






</Occurrence>






<DFTitle>Application Authentication Type</DFTitle>






<DFType>







<MIME>text/plain</MIME>






</DFType>





</DFProperties>




</Node>




<Node>





<NodeName>AAuthName</NodeName>





<DFProperties>






<AccessType>







<Get/>






</AccessType>






<DFFormat>







<chr/>






</DFFormat>






<Occurrence>







<ZeroOrOne/>






</Occurrence>






<DFTitle>Application Authentication Name</DFTitle>






<DFType>







<MIME>text/plain</MIME>






</DFType>





</DFProperties>




</Node>




<Node>





<NodeName>AAuthSecret</NodeName>





<DFProperties>






<AccessType>







<!-- no GET-->






</AccessType>






<DFFormat>







<chr/>






</DFFormat>






<Occurrence>







<ZeroOrOne/>






</Occurrence>






<DFTitle>Application Authentication Secret</DFTitle>






<DFType>







<MIME>text/plain</MIME>






</DFType>





</DFProperties>




</Node>




<Node>





<NodeName>AAuthData</NodeName>





<DFProperties>






<AccessType>







<!-- no GET-->






</AccessType>






<DFFormat>







<chr/>






</DFFormat>






<Occurrence>







<ZeroOrOne/>






</Occurrence>






<DFTitle>Application Authentication Data</DFTitle>






<DFType>







<MIME>text/plain</MIME>






</DFType>





</DFProperties>




</Node>



</Node>


</Node>

</Node>
</MgmtTree>

Appendix B. Mapping of Device Management parameters
In the below table the Device Management Account Management Object and Device Management Provisioning Content Application characteristic (w7) parameter correspondence is shown.

	DEVICE MANAGEMENT ACCOUNT MANAGEMENT OBJECT
	DM PROVISIONING CONTENT APPLICATION CHARACTERISTIC (w7)

	AppID
	APPID

	ServerID
	PROVIDER-ID

	Name
	NAME

	PrefConRef, if multiple ToConRef/<X>/ConRef
	TO-PROXY

	PrefConRef, if multiple ToConRef/<X>/ConRef
	TO-NAPID

	AppAddr/<X>/Addr
	APPADDR/ADDR

	AppAddr/<X>/AddrType
	APPADDR/ADDRTYPE

	AppAddr/<X>/Port/<X>/PortNbr
	APPADDR/PORT/PORTNBR

	AauthPref
	N/A

	AppAuth/<X>/AAuthLevel
	APPAUTH/AAUTHLEVEL

	AppAuth/<X>/AAuthType
	APPAUTH/AAUTHTYPE

	AppAuth/<X>/AAuthName
	APPAUTH/AAUTHNAME

	AppAuth/<X>/AAuthSecret
	APPAUTH/AAUTHSECRET

	AppAuth/<X>/AAuthData
	APPAUTH/AAUTHDATA


The following diagram shows how information from the provisioning content and the w7 characteristic are mapped to the management tree.
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Requirements for DM client when it converts the w7 APPLICATION characteristic to the management tree:

· DM Client MUST assign a unique name for the <X> (DMAcc Interior node) as specified in Section 5.3.2 in [DMBOOT]. Management server can modify this node name in some subsequent DM session. 

· The DM Client MUST grant Get, Replace and Delete ACL rights to the specified ServerId for the <X> (DMAcc Interior node) as specified in Section 5.3.4 in [DMBOOT].  The provisioning server may modify this ACL to provide broader access in a subsequent DM session.
The values of each leaf in the DMAcc object is derived from the w7 APPLICATION characteristic as follows:

· AppID – takes the value of the APPLICATION/APPID = w7.

· ServerID – takes the value of APPLICATION/PROVIDER-ID

· Name – takes the value of APPLICATION/NAME

· PrefConRef – client assigned reference to connectoid, e.g. Connectivity MO or connection information maintained outside of the management tree, for example as specified within PXLOGICAL and NAPDEF. 

· ToConRef/<X>/ConRef - client assigned name, MO pointer or may be left empty by the DM client to use connection information maintained outside of the management tree, for example as specified within PXLOGICAL and NAPDEF. 

· AppAddr/<X>/Addr – takes the value of APPLICATION/APPADDR/ADDR

· AppAddr/<X>/AddrType - takes the value of APPLICATION/APPADDR/ADDRTYPE

· AppAddr/<X>/Port/<X>/PortNbr – takes the value of APPLICATION/APPADDR/PORT/PORTNBR

· AppAuth/<X>/AAuthLevel – takes the value of APPLICATION/APPAUTH/AAUTHLEVEL

· AppAuth/<X>/AAuthType – takes the value of APPLICATION/APPAUTH/AAUTHTYPE

· AppAuth/<X>/AAuthName – takes the value of APPLICATION/APPAUTH/AAUTHNAME

· AppAuth/<X>/AAuthSecret – takes the value of APPLICATION/APPAUTH/AAUTHSECRET

· AppAuth/<X>/AAuthData – takes the value of APPLICATION/APPAUTH/AAUTHDATA

Changes to document OMA-SyncML-DMBOOT: (NOTE that the changes have been made on top of the approved OMA-DM-2004-0087R02-CR_Alignment change request on DMBOOT)

5.2 Bootstrap profiles

SyncML DM has been designed to meet the management requirements of many different types of devices. For some of these device types there already exists a bootstrap or provisioning mechanism. In these cases SyncML DM leverages the existing mechanisms so that backwards compatibility and simple deployment can be achieved. To define how different kinds of devices can be bootstrapped and to specify how SyncML DM leverages existing standards this document introduces the concept of bootstrap profiles. Each profile defines its own security, transport and data format. Support for any particular profile is OPTIONAL.

Currently two profiles are planned, but as interest in SyncML DM grows and usage of it increases more profiles can be added. The two profiles are:

OMA Client Provisioning

This profile specifies alignment of two existing enablers – OMA Client Provisioning [ELREDCP] and OMA Device Management [ELREDDM]. The profile defines how the information provisioned using OMA Client Provisioning can be transferred to the management tree specified in the OMA Device Management. In this profile least the mapping of w7 (DM account) information to the management tree needs to be supported, but other provisioning information can also be mapped to the management tree. It is RECOMMENDED to use this profile

5.3 OMA Client Provisioning Profile

OMA Client Provisioning enabler [ELREDCP] is designed to provision the initial configuration information to devices, when OMA Device Management enabler [ELREDDM] is designed to subsequently add, update, delete and retrieve all kind of data. The purpose of this chapter is to describe how to map the Client Provisioning information to the Device Management management tree in a way that later management for the provisioned parameters is possible in case both Client Provisioning and Device Management enablers are supported by the client device. 

The content of the Bootstrap message is based on the OMA Provisioning Content Specification [PROVCONT]. In order to enable the usage of the OMA Provisioning Content Specification within the OMA Device Management Framework, the DM application registration document w7 is released by DM group to provide information how the APPLICATION characteristic in OMA Provisioning content [PROVCONT] is used to provision OMA Device Management enabler [ERELDDM] parameters.

5.3.1 Transports

Bootstrapping using OMA Client Provisioning profile is done as defined in the OMA Provisioning Bootstrap specification [PROVBOOT].

5 Mapping Characteristic Data to the Management Tree

When device receives Client Provisioning document the device creates a management object for that information to the management tree in order to enable the subsequent management. Management object can have two different types of name space identifiers (Property Name described in Section 7 in [DMTND]) - One where the name is already given in the DDF [DMTND] and another where the name is dynamic separating the instances of the child nodes (See Figure 1). 

Figure 1: Example Management Object and Name Identifiers

The name identifiers for named nodes are already given in the management object DDF. Also, the parameter mapping between Client Provisioning parameters and Management Object parameters MAY be specified in the Management Object specification. In addition a general rule that SHOULD be followed to map named information between Client Provisioning APPLICATION characteristic and standardized Application Connectivity Management Object template structure is given in Appendix C.

The client device gives the name identifiers for dynamic nodes that are separating the instances of the child nodes. It is recommended that a numeric order is being followed starting from ‘1’ and increase by one every time. In case there is priority specified in the Provisioning Content document the rank SHOULD reflect that.

5.3.3 Management Object Location in the Management Tree

Newly created management object location in the management tree is decided by client device. However, it MUST be placed following the published DDF of the management tree so that the server is able to know where to find the provisioned information.

5.3.4 Management Object Access Rights

All provisioning information mapped from the Provisioning Content [PROVCONT] document to management tree MUST be granted Get, Replace and Delete ACL rights to the ServerID specified in the w7 APPLICATION characteristic provisioned inside Provisioning Content message.  The management authority owning the ServerID may modify this ACL in a subsequent DM session.

In case w7 APPLICATION characteristic is not part of the provisioning message client device receiving the message and mapping the information to the DM management tree MUST NOT give the access rights to these parameters to the improper management authority.

5.3.5 Special Behaviors

5. Smart Card Provisioning

In case Smart Card contains the provisioning information as specified in the [PROVSC] device SHOULD detect the removal and/or change of the Smart Card. When the Smart Card is removed and/or changed, the client device SHOULD remove all the provisioned management object information from the management tree. 

5.3.6 Device Management, Access Point and Proxy Information

Devices supporting both Client Provisioning and Device Management MUST be able to map w7 (Device Management account) and NAPDEF (if supported) and PROXY (if supported) characteristics information to the management tree. The mapping of the named nodes is specified in the w7 [DMSTDOBJ], NAP and Proxy management object specifications. 

In case device supports the management objects specified in [DMSTDOBJ] a mapping is described in Appendix B in [DMSTDOBJ] .

Client device MUST give the names for the dynamic nodes as described in Section 5.3.2.
Appendix C: General Mapping

In the below table the Provisioning Content APPLICATION characteristic correspondence is shown to the Structure Template for Application Connectivity Management Object.

	APPLICATION CHARACTERISTIC INFORMATION
	STRUCTURE TEMPLATE FOR APPLICATION CONNECTIVITY MANAGEMENT OBJECT

	APPID
	AppID

	PROVIDER-ID
	ServerID

	NAME
	Name

	AACCEPT
	Aaccept

	APROTOCOL
	Aprotocol

	TO-PROXY
	PrefConDef, if multiple ToConRef/<X>/ConRef

	TO-NAPID
	PrefConDef, if multiple ToConRef/<X>/ConRef

	ADDR
	PrefAddr

	APPADDR/ADDR
	AppAddr/<X>/Addr

	APPADDR/ADDRTYPE
	AppAddr/<X>/AddrType

	APPADDR/PORT/PORTNBR
	AppAddr/<X>/Port/<X>/PortNbr

	APPADDR/PORT/SERVICE
	AppAddr/<X>/Port/<X>/Service/<X>/Service

	APPAUTH/AAUTHLEVEL
	AppAuth/<X>/AauthLevel

	APPAUTH/AAUTHTYPE
	AppAuth/<X>/AauthType

	APPAUTH/AAUTHNAME
	AppAuth/<X>/AauthName

	APPAUTH/AAUTHSECRET
	AppAuth/<X>/AauthSecret

	APPAUTH/AAUTHDATA
	AppAuth/<X>/AauthData

	RESOURCE/URI
	Resource/<X>/URI

	RESOURCE/NAME
	Resource/<X>/Name

	RESOURCE/AACCEPT
	Resource/<X>/AAccept

	RESOURCE/AAUTHTYPE
	Resource/<X>/AauthType

	RESOURCE/AAUTHNAME
	Resource/<X>/AauthName

	RESOURCE/AAUTHSECRET
	Resource/<X>/AauthSecret

	RESOURCE/AAUTHDATA
	Resource/<X>/AauthData

	RESOURCE/STARTPAGE
	N/A
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