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1. Scope

The scope of this specification is to describe the smart card management objects whose utilization is described in the SyncML DM smart card specification. 

2. References

2.1 Normative References

	[DMSCSPEC]
	“DM Smart Card Specification”, Open Mobile Alliance™, OMA‑SmartCard-V1_0_0, http://www.openmobilealliance.org/ftp/PD/OMA-SmartCard-V1_0_0-20040622-D.zipURL:  


	[IOPPROC]
	

	[DMSTDOBJ]
	“SyncML Device Management Standardized Objects”, Open Mobile Alliance™, OMA-SyncML-DMStdObj-V1_1_2-20030508-D, Version 1.1.2

	
	

	
	


2.2 Informative References

	
	

	
	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	
	

	
	

	
	


3.3 Abbreviations

	MCC
	Mobile Country Code

	MNC
	Mobile Network Code

	OMA
	Open Mobile Alliance

	
	

	
	


4. Introduction

As an element inserted in mobile devices (mandatory element at least in GSM and UMTS), the smart card enables a device to connect and authenticate a subscriber to a mobile network. It acts as a secure storage area able to achieve processing (for example cryptographic processing) that is under the responsibility of its issuer, generally a mobile operator (MNO).

In the device management area, the role of the smart card is very important in order at least to allow mobile operators to manage the devices connected to their networks according to their user subscription. The device not being by definition in GSM and UMTS linked to a specific subscription, it means that there must be a simple mechanism available to operators and users allowing them to configure the devices according to the mobile network constraints and prerequisites: this is typically the case of service settings provisioning, for which the smart card is obviously one of the best means to achieve it. Indeed, very few end users in a mass-market environment will be able (or interested) to perform the correct set-up of the various connectivity and/or application access information (e.g. access point, proxy, local DNS server, MMS proxy/relay, …). 

In order to comply as much as possible to DM specifications, the smart card may store management objects that shall be taken into account by a hosting DM-compliant device at switch-on. These smart card management objects (or SC MOs) shall then be manageable by a authorized DM server and/or the device user agent, according to the sensitivity and therefore to the access control rights of the data stored in these MOs.

The purpose of this specification document is to specify and describe the so-called smart card management objects (or SC MOs). 

5. SC Mandatory Management Object Description

This section describes the mandatory smart card management objects defined in [DMSCSPEC].

5.1 Description of the ‘SC SyncML DM’ SC MO 
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Figure 1 : Structure of the SC SyncML DM management object.

SCSyncMLDM/DMSContact

This mandatory interior node is including information related to the necessity or not for the device to establish a DM session to a particular DM server.  

Status: Required

Occurs: One

Format: Node

Access Types: 
Get

Values: N/A

SCSyncMLDM/DMSContact/DMAccTrig

This mandatory leaf node indicates if the DM server MUST be contacted or not through a DM session after the SC provisioning phase.  

Status: Required

Occurs: One

Format: Bool

Access Types: Get, Replace

Values: N/A

SCSyncMLDM/DMSContact/DMAccURI

This optional leaf node indicates which DM server MUST be contacted when a DM session must be initiated after the SC provisioning phase.  The presence of this node is mandatory in the case the device must connect to a DM server for further provisioning (value of SCSyncMLDM/DMSContact/DMAccTrig/DMAccTrig).

Status: Optional

Occurs: ZeroOrOne

Format: Chr

Access Types: Add, Get, Replace

Values: N/A

SCSyncMLDM/DMSContact/DefaultDMAcc

This optional leaf node indicates which DM server MUST be considered as the default DM server information for the device at device switch-on. 

Status: Optional

Occurs: ZeroOrOne

Format: Chr

Access Types: Add, Get, Replace

Values: N/A

SCSyncMLDM/DMAcc

This mandatory node provides the access information allowing to define DM servers that the device may contact through a DM session. Its structure is defined in in the DMAcc part of the SyncML DM management object [DMStdObj].

SCSyncMLDM/Con

This mandatory node provides the connection information allowing to contact through a DM session DM servers that are described in  ‘SCSyncMLDM/DMAcc’. The structure of this node is defined in the Con part of the SyncML DM management object [DMStdObj].

5.2 Description of the ‘SCInfo’ SC MO 

The SmartCard Information MO, or ‘SCInfo’ SC MO, provides a set of information concerning the Smart Card and the associated subscription that can be useful to the DM server and the device during device management operations. 
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Figure 2 : ‘SCInfo’ SC Management Object Structure.

SCInfo/SCId

This interior node is mandatory and may encompass several subnodes.  

Status: Required

Occurs: One

Format: Node

Access Types: Get

Values: N/A

SCInfo/SCId/x

This interior node acts as a placeholder for a specific kind of identity of the smart card.  

Status: Optional

Occurs: ZeroOrMore

Format: Node

Access Types: Add, Get

Values: N/A

SCInfo/SCId/x/Type

This leaf node specifies a type of identity of the smart card.  

Status: Required

Occurs: One

Format: Chr 

Access Types: Add, Get, Replace

Values: ‘ICCID’ for example

SCInfo/SCId/x/Value

This leaf node specifies the identity value of the smart card according to the type provided in SCInfo/SCId/x/Type.  

Status: Required

Occurs: One

Format: Chr

Access Types: Add, Get, Replace

Values: 

SCInfo/Manuf

This leaf node is mandatory and provides the name of the manufacturer of the smart card.  

Status: Required

Occurs: One

Format: Chr

Access Types: Get, Replace

Values: 

SCInfo/Model

This leaf node is mandatory and provides the model information of the smart card.  

Status: Required

Occurs: One

Format: Chr

Access Types: Get, Replace

Values: 

SCInfo/DMVer

This leaf node is mandatory and provides the DM release number with which the smart card is compliant.  

Status: Required

Occurs: One

Format: Chr

Access Types: Get, Replace

Values: 

SCInfo/UnsuppServ

This node acts as a placeholder for the optional services that are not supported by the current smart card.  

Status: Required

Occurs: One

Format: Node

Access Types: Get

Values: N/A

SCInfo/UnsuppServ/y

This node indicates one service unsupported by the smart card (AddMONodes, DeleteMONodes, …).  

Status: Optional

Occurs: ZeroOrMore

Format: Chr

Access Types: Get

Values: N/A
SCInfo/URI

This interior node is mandatory and provides information concerning the URI coding in the smart card.  

Status: Required

Occurs: One

Format: Chr

Access Types: Get, Replace

Values: N/A

SCInfo/URI/MaxDepth

This leaf node specifies the maximum depth of the SC management objects supported by the smart card. The maximum depth of the SC MOs is defined as the maximum number of URI segments that the smart card supports. The value is a 16 bit, unsigned integer encoded as a numerical string. The value ‘0’ means that the smart card supports SC MOs of ‘unlimited’ depth.

Status: Required

Occurs: One

Format: Chr

Access Types: Get, Replace

Values:

SCInfo/URI/MaxTotLen

This leaf node specifies the maximum total length of any URI used to address a node or node property. The maximum total length of a URI is defined as the largest total number of characters making up the URI that the smart card can support. Note that depending on the character set this might not be the same as the number of bytes. The value is a 16 bit, unsigned integer encoded as a numerical string. The value ‘0’ means that the smart card supports URI of ‘unlimited’ length.

Status: Required

Occurs: One

Format: Chr

Access Types: Get, Replace

Values:
SCInfo/URI/MaxSegLen

This leaf node specifies the maximum total length of any URI segment in a URI used to address a node or node property. The maximum total length of a URI segment is defined as the largest number of characters that the device can support in a single URI segment. Note that depending on the used character set this might not be the same as the number of bytes. The value is a 16 bit, unsigned integer encoded as a numerical string. The value ‘0’ means that the smart card supports URI segments of ‘unlimited’ length.

Status: Required

Occurs: One

Format: Chr

Access Types: Get, Replace

Values:

SCInfo/SCAvailMem

This leaf node is mandatory and provides to the device the global memory size available in the smart card for storing SC MOs.  

Status: Required

Occurs: One

Format: Int

Access Types: Get

Values: in kilobytes.

SCInfo/MNOId

This leaf node is mandatory and provides the mobile network operator identification (MCC
 and MNC)  for the considered subscription according to the specification E. 212 of ITU-T.  

Status: Required

Occurs: One

Format: Chr

Access Types: Get, Replace

Values: MCC and MNC

SCInfo/SCOwner

This leaf node is optional and provides the name or an identification of the owner of the smart card. If the MNO provided in SCInfo/MNOId is also the owner, then this node can be missing.  

Status: Optional

Occurs: ZeroOrOne

Format: Chr

Access Types: Add, Get, Replace

Values: N/A

SCInfo/MSISDN

This leaf node is optional and provides the name or an identification of the owner of the smart card. If the MNO provided in SCInfo/MNOId is also the owner, then this node can be missing.  

Status: Optional

Occurs: ZeroOrOne

Format: Chr

Access Types: Add, Get, Replace

Values: N/A

SCInfo/Ext

This node may be used to support vendor specific extensions.

Status: Optional

Occurs: ZeroOrOne

Format: Node

Access Types: Add, Delete, Replace, Get

Values: N/A

SCInfo/Ext/z

This node acts as a placeholder for a specific information related to the vendor (or owner) of the smart card.  

Status: Optional

Occurs: ZeroOrMore

Format: Node

Access Types: Add, Delete, Replace, Get

Values: N/A
5.3 Description of the ‘SCReporting’ SC MO 
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Figure 3: Structure of the SCReporting management object.
SCReporting/SCCurrState

This interior node is mandatory and SHALL be used by the device in real time to know the current known state of the smart card (available or not, in error, …).  This node is updated by the device according to the information he gathers in real time from the smart card.

Status: Required

Occurs: One

Format: Int

Access Types: Replace, Get

Values: 

	Integer value
	Meaning

	10
	Smart card available and accessible

	20
	Smart card not available (Smart card in error)

	30
	Smart card not accessible  (communication problem)


SCReporting/InitTime

This interior node is mandatory and SHALL be updated at device SC provisioning phase with the current device time. It will represent afterwards the time reference for the error times. The format of the time must be standardized and must be precise down to the second (YYMMDDHHMMSS)

Status: Required

Occurs: One

Format: Chr

Access Types: Replace, Get

Values: N/A

SCReporting/SCErrLog

This interior node is mandatory and SHALL be used by the device to store all the errors or failures linked to the smart card or to the communication with the smart card (on either the device or the smart card side).  

Status: Required

Occurs: One

Format: Node

Access Types: Get

Values: N/A

SCReporting/SCErrLog/x

This interior node acts as a placeholder to store the various errors linked to the smart card.  

Status: Optional

Occurs: ZeroOrMore

Format: Node

Access Types: Add, Get

Values: N/A

SCReporting/SCErrLog/x/ErrLabel

This node provides a text label associated to an error linked to the smart card.  

Status: Optional

Occurs: ZeroOrOne

Format: Chr

Access Types: Add, Get, Replace

Values: N/A

SCReporting/SCErrLog/x/ErrCritic

This node provides the criticity associated to an error linked to the smart card. 

Status: Required

Occurs: One

Format: Int

Access Types: 

Values: 1 to 5, A being most critical and 5 being less critical.

SCReporting/SCErrLog/x/ErrCode

This node provides the code associated to an error linked to the smart card.  Several types are possible: communication error, smart card access error, Missing MO provisioning, …

Status: Required

Occurs: One

Format: Int

Access Types: Get, Replace

Values: 

	Class or Type of Error
	Integer value
	Name
	Meaning

	Communication between SC and device
	10
	SC not responding
	No response from smart card to an management action sent by the device

	
	
	Device problem
	

	
	
	Unknown problem
	

	Smart Card access
	
	Smart card DM information not available
	

	
	
	
	

	
	
	
	

	SC MO
	
	Mandatory SC MO missing
	

	
	
	Incomprehensible SC MO
	

	
	
	SC MO no more accessible
	

	
	
	
	


SCReporting/SCErrLog/x/ErrTime

This node provides the device internal time (YYMMDDHHMMSS) associated to an error linked to the smart card.  

Status: Required

Occurs: One

Format: Chr

Access Types: Get, Replace

Values: N/A

SCReporting/SCErrLog/x/ScMoUri

This node provides the URI of a SC MO possibly associated to the considered error linked to the smart card.  

Status: Optional

Occurs: ZeroOrOne

Format: Chr

Access Types: Add, Get, Replace

Values:

5.4 Description of the ‘SCManagement’ SC MO 

A SC MO is necessary to allow download of server data into the SC or upload of smart card data back to the server. 
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Figure 4 : ‘SCManagement’ Management Object Structure

SCManagement/SCDownload

This interior node is mandatory and acts as a node on which an Exec is to be invoked in order to initiate a download of a specified package to the smart card.  

Status: Required

Occurs: One

Format: Node

Access Types: Exec

Values: N/A

SCManagement/SCPackageDwld

This interior node is mandatory and acts as a repository node where a package of data is stored by a remote server. This node may be used when an Exec command is invoked on a ‘SCManagement/SCDownload’.

Status: Required

Occurs: One

Format: Bin

Access Types: Get, Replace

Values: N/A

SCManagement/SCPackageUpld

This interior node is mandatory and acts as a repository node where a package of data is stored by a smart card. After a replace node operation has been executed on this node by the device on demand of the smart card, the smart card may issue a notification to the server through the device in order to indicate to this server that some data is waiting to get retrieved in the device tree at this exact location (./SC/SCManagement/SCPackageUpld).

Status: Required

Occurs: One

Format: Bin

Access Types: Get, Replace

Values: N/A

SCManagement/Status

Contains a value indicating the status of the operation after an attempt to send or extract a package from the SC (through invocation of an Exec command). This node indicates also the kind of operation currently under way  (download or upload).

Status: Required

Occurs: One

Format: Int

Access Types: Get, Replace

Values: N/A 

The following table enumerates the valid states that MAY be reported.

	State 
	Description 
	Integer Value

	No Operation
	No operation currently under way. SC MO ready for new operation to begin
	10

	SC Starting Download
	There is no data available and download is about to start
	110

	SC Download Failed
	Download failed and there is No data received
	120

	SC Download Progressing
	Denotes that a download has started and that 0 or more bytes of data have been downloaded
	130

	SC Download Complete
	Have data, Download has been completed successfully
	140

	Starting Update
	Have data and about to start Update
	150

	SC Extraction Progressing
	Denotes that the extraction of package from SC is currently running, but is not yet complete
	160

	SC Extraction Failed
	Have data but Update failed
	170

	SC Extraction Successful
	Extraction completed and data available
	180

	SC Starting Upload
	There is no data available in the device SC MO and upload from SC is about to start
	510

	SC Upload Failed
	Upload initiated by the SC has failed and there is no data received in the SC MO in the device
	520

	SC Upload Progressing
	Denotes that a upload of data by SC into the device has started and that 0 or more bytes of data have already been uploaded
	530

	SC Upload Complete
	Upload has been completed successfully. The data is available for extraction by the server
	540

	Alert Sent To server
	An alert has been sent by SC to the server to notice him that data is waiting for extraction
	550

	Upload node Extraction Progressing
	Denotes that the extraction of package from device tree by a server is currently under way, but is not yet complete
	560

	Upload node Extraction Failed
	Extraction of data in device tree by a remote server failed.
	570

	Upload node Extraction Successful
	Extraction of data in device tree by a remote server is complete and successful.
	580


SCManagement/Ext


This node is optionally used. It may receive vendor or operator specific nodes (extensions).

Status: Optional

Occurs: ZeroOrOne

Format: Node

Access Types: Get, Add, Delete

Values: N/A 

SCManagement/Ext/x


This node is a vendor or operator extensions.

Status: Optional

Occurs: ZeroOrMore

Format: Chr or bin

Access Types: Get, Add, Delete

Values: 

6. SC Optional Management Object Description

[TBD]

Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version –or- No previous version within OMA

	OMA-DM-SmartCard-ObjectDesc-V1_0-20041115-D
	15 Nov 2004
	Initial document to address the basic starting point

   Ref TP Doc# OMA-TP-2002-1234-xxyyzForApproval

	
	
	


A.2 Draft/Candidate Version <current version> History

	Document Identifier
	Date
	Sections
	Description

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].

B.1 SCR for XYZ Client

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-C-001
	Something mandatory
	Section x.y
	M
	(XYZ-C-001 OR XYZ-C-003) AND
 XYZ-C-002

	XYZ-C-002
	Something optional
	Section x.y
	O
	

	XYZ-C-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MCF

	XYZ-C-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OCF


B.2 SCR for XYZ Server

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-S-001
	Something mandatory
	Section x.y
	M
	XYZ-S-001 OR XYZ-S-002 OR XYZ-S-003

	XYZ-S-002
	Something optional
	Section x.y
	O
	

	XYZ-S-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MSF

	XYZ-S-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OSF


Appendix C. SCManagement
(Normative)

This appendix contains a description of the “SC Management” smart card management object, according to the SyncML DM Description Framework.  This Appendix is Normative given the restrictions explained in the Section “DDF Compliance” of the [DMSTDOBJ] document. 

<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE MgmtTree PUBLIC "-//OMA//DTD SYNCML-DMDDF 1.1.2//EN" http://www.openmobilealliance.org/DTD/OMA-SyncML-DMDDF-DTD-1_1_2-20030415.dtd>
<MgmtTree>

<VerDTD>1.2</VerDTD>

<Node>


<NodeName>SCManagement</NodeName>


<!--The './SC' shows that this node is located under the SC directory, itself under the root.-->


<Path>./SC</Path>


<DFProperties>



<AccessType>




<Get/>



</AccessType>



<DFFormat>




<node/>



</DFFormat>



<Scope>




<Permanent/>



</Scope>



<DFTitle>The interior node holding all SCManagement information</DFTitle>



<DFType>




<DDFName></DDFName>



</DFType>


</DFProperties>


<Node>



<NodeName>SCDownload</NodeName>



<!--There are no further items here at the moment.-->



<DFProperties>




<AccessType>





<Exec/>




</AccessType>




<DFFormat>





<node/>




</DFFormat>




<Scope>





<Permanent/>




</Scope>




<DFTitle>The Node for Exec operation on SC.</DFTitle>




<DFType>





<DDFName></DDFName>




</DFType>



</DFProperties>


</Node>


<Node>



<NodeName>SCPackageDwld</NodeName>



<!--There are no further items here at the moment.-->



<DFProperties>




<AccessType>





<Get/>





<Replace/>




</AccessType>




<DFFormat>





<bin/>




</DFFormat>




<Scope>





<Permanent/>




</Scope>




<DFTitle>The storage area for data to be downloaded into SC.</DFTitle>




<DFType>





<MIME> </MIME>




</DFType>



</DFProperties>


</Node>


<Node>



<NodeName>SCPackageUpld</NodeName>



<DFProperties>




<AccessType>





<Get/>





<Replace/>




</AccessType>




<DFFormat>





<bin/>




</DFFormat>




<Scope>





<Permanent/>




</Scope>




<DFTitle> The storage area for data to be uploaded from SC.</DFTitle>




<DFType>





<MIME> </MIME>




</DFType>



</DFProperties>


</Node>


<Node>



<NodeName>Status</NodeName>



<DFProperties>




<AccessType>





<Get/>





<Replace/>




</AccessType>




<DefaultValue/>




<DFFormat>





<chr/>




</DFFormat>




<Scope>





<Permanent/>




</Scope>




<DFTitle>The Status indicating the current state of management operation.</DFTitle>




<DFType>





<MIME>text/plain</MIME>




</DFType>



</DFProperties>


</Node>



<Node>




<NodeName>Ext</NodeName>




<DFProperties>





<AccessType>






<Get/>






<Add/>






<Delete/>





</AccessType>





<DFFormat>






<node/>





</DFFormat>





<Occurrence>






<ZeroOrOne/>





</Occurrence>





<Scope>






<Dynamic/>





</Scope>





<DFType>






<DDFName></DDFName>





</DFType>




</DFProperties>




<Node>





<NodeName/>





<DFProperties>






<AccessType>







<Get/>







<Add/>







<Delete/>






</AccessType>






<DFFormat>







<!-- chr is only used as an example-->







<chr/>






</DFFormat>






<Occurrence>







<ZeroOrMore/>






</Occurrence>






<Scope>







<Dynamic/>






</Scope>






<DFTitle>Ext setting holder</DFTitle>






<DFType>







<MIME>text/plain</MIME>






</DFType>





</DFProperties>




</Node>



</Node>



</Node>

</Node>
</MgmtTree>
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