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1 Reason for Change

The Device Management Requirements Document specifies that a secure transport layer security model must be used when running a DM session over TCP/IP / HTTP. This proposal for meeting those requirements is the result of extensive discussions both within the DM WG and with SEC WG members. The proposal adds support for TLS1.0, SSL3.0, certificate profiling and minimum set of cipher suites. 
2 Impact on Backward Compatibility

No. 
3 Impact on Other Specifications

No
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Approve this CR 

6 Detailed Change Proposal

Section 5.5.1.1 in OMA-SyncML-DMSecurity-V1_1_2-200306121

The use of a transport layer protocol that supports encryption is RECOMMENDED for use where the exposure of the data to third party could have significantly negative consequences.. Note that it is possible to use transports, which give confidentiality, without also having authentication.  In these cases, confidentiality may be at risk. 
When using SyncML over HTTP: 
· The device management server MUST support both TLS 1.0 [TLS] and SSL3.0 [SSL3.0]
· The device management server MUST use TLS 1.0 or SSL3.0
· The device management client MUST use TLS 1.0 or SSL3.0 
· The device management client MUST identify that the device management server is using TLS1.0 or SSL3.0 
· A device management session SHALL NOT take place over SSL2.0 or less.
· The device management server MUST support all of the following cipher suites, all of which provide authentication, confidentiality and integrity, when using a TLS1.0 session
· TLS_RSA_WITH_AES_128_CBC_SHA-1
· TLS_RSA_WITH_3DES_EDE_CBC_SHA
· TLS_RSA_WITH_RC4_128_SHA
· The device management client MUST support at least one of the following cipher suites, all of which provide authentication, confidentiality and integrity, when using a TLS1.0 session

· TLS_RSA_WITH_AES_128_CBC_SHA-1
· TLS_RSA_WITH_3DES_EDE_CBC_SHA
· TLS_RSA_WITH_RC4_128_SHA
· The device management server MUST support both of the following cipher suites, both of which provide authentication, confidentiality and integrity, when using an SSL3.0 session

· SSL_RSA_WITH_RC4_128_SHA
· SSL_RSA_WITH_3DES_EDE_CBC_SHA
· The device management client MUST support at least one of the following cipher suites, both of which provide authentication, confidentiality and integrity,  when using an SSL3.0 session

· SSL_RSA_WITH_RC4_128_SHA
· SSL_RSA_WITH_3DES_EDE_CBC_SHA
· The device management server MAY accept the usage of other cipher suites with at least 128 bit symmetric keys when using an SSL3.0 or TLS1.0 session.
· The device management server MUST support the requirements relating to certificates and certificate processing in section 6.3 and 6.4 of the WAP TLS Profile and Tunneling, [WAP-219-TLS].
· If the device management client supports TLS1.0, it MUST support the requirements relating to certificates and certificate processing in section 6.3 and 6.4 of the WAP TLS Profile and Tunneling 

Section 2.1 Normative References
[TLS] http://www.ietf.org/rfc/rfc2246.txt  
[SSL3.0] http://www.netscape.com/eng/ssl3/draft302.txt
[WAP-219-TLS] OMA Wireless Public Key Infrastructure V1.0http://www.openmobilealliance.org/release_program/wpki_v10.html　
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