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1 Reason for Change

The baseline version of the Firmware Update Management Object (FUMO) specifications comprises several sections to which minor changes need to be made to make them more useful while retaining the flexibility and the minimalist nature of these specifications.  In addition, some changes being proposed are merely clerical.
2 Impact on Backward Compatibility

There is impact on backward compatibility.
3 Impact on Other Specifications

The proposed CR has no impact on any other specifications.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the OMA-DM WG agree to these changes and approve it’s incorporation into the FUMO specifications v1.0.
6 Detailed Change Proposal

The following list of changes are proposed, with each item in the list identifying a change associated with a different section of the FUMO specification document.
A) In section 2.2 Informative References, the list of informative references should be changed to the following:

2.2     Informative References

	[DLOTA]
	“Generic Content Download Over The Air Specification Version 1.0”, Open Mobile AllianceTM, OMA-Download-OTA-v1_0, http://www.openmobilealliance.org/documents.html [OMA Download v1.0 Enabler Release]

	[DMNOTI]
	“Notification Initiated Session, Version 1.2”. Open Mobile Alliance(. 
OMA- DMNotification-V1_2. URL:http:www.openmobilealliance.org/tech/docs

	[DMREQ]
	Device Management Requirements,Version 1.0 September 02 2003, OMA-RD-DM-V1_0_0-20030902-A.zip

	[DMSTDOBJ]
	OMA Device Management Standardized Objects, Version 1.2, OMA

	[OMADM]
	OMA Device Management Protocol, Version 1.2, OMA

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2616]
	“Hypertext Transfer Protocol – HTTP/1.1”. Network Working group. June 1999.
http://www.ietf.org/rfc/rfc2616.txt

	
	

	
	


B) In section 3.3, add an abbreviation:
3.3    Abbreviations
	OMA
	Open Mobile Alliance

	FUMO
	Firmware Update Management Object

	
	


C) In title of Section 5.3, move the word Informative to extreme right as in template.
5.3  Management Object DDF
(Informative) 
D) In section 5.2.7, include a sentence:

5.2.7    x/Update/PkgData


This node contains the actual binary firmware upgrade package.  Once the package is installed, the client MAY remove the data to save space, leaving the node empty.  The PkgData element is used to download an update package employing OMA DM large object download mechanism.

E) In section 5.2.10 :

5.2.10  x/State


Contains a value indicating the state of the mobile device after an attempt to update firmware or download update packages is completed.  This value indicates the state achieved following the invocation of an Exec command.
Status: Required

Occurs: One

Format: Int

Access Types: Get 

Values: See table belowN/A 

The following table enumerates the valid states that SHOULD be reported.

Typically, the ResultCode is reported after a successful update or download activity.

The following diagram shows the various valid states of the mobile device as they are related to firmware updates:
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Typically, the starting state is ‘Ready To Download’ and the terminating states are one of:

· Update Failed / Have Data

· Update Failed / No Data 

· Update Successful / Have Data, or

· Update Successful / No Data

F) In section 6.1.1, add new text to the Exec command semantics:

6.1.1    Exec Command Semantics for Update

The update package located in the x/Update/PkgData item or previously downloaded from the x/Download/PkgURL is employed by an update activity.  Optionally, an Alert message can be used for soliciting user opt-in prior to the execution of the Exec command on the Update node.

Results will be supplied in the ResultCode that is returned in a final notification employing an Alert 1226 message.  The State element is used to indicate the state (as in a state machine) reached during update. The LocURI value is also included in the final notification.  

If an OMA-DM large object download is employed to download an update package, then the PkgData element MUST be used.  In this case, an Exec invoked on the Update node starts the Update process.

If alternate download mechanisms are to be used for downloading an update package, then the Download or the DownloadAndUpdate nodes MUST be used.  In addition, the PkgURL element under the Download or the DownloadAndUpdate nodes needs to have a value prior to invoking an Exec on these nodes. 

Invoking the Exec command on the Download node results in an update package being downloaded from the URL specified in the PkgURL element under the Download node. A subsequent Exec on the Update node needs to be invoked to initiate the update process.

For download based on alternate download mechanisms, the Update process is initiated by invoking an Exec on either the Update node (for the case where a download occurs first and the update process is invoked subsequently) or the DownloadAndUpdate node (for the case where a download is immediately followed by an invocation of the update process).

G) In Section 6.1.3, drop the word “OTA” in the name of the protocol:
The update package specified by the x/DownloadAndUpdate/PkgURL item is downloaded employing alternative download mechanisms, such as the OMA Download v1.0 [DLOTA].  The Update activity is immediately launched.

H) In section 6.1.4.1, add the result codes table:

6.1.4.1.    Result Code

The result code of the operation MAY be sent as part an integer value in the Data element of the alert dataAlert 1226 [Alert 1226] message.  The result code SHOULD be one of the values defined below:

	Result Code
	Error Message
	Informative Description of Status Code Usage

	200
	Successful 
	Successful - The Request has Succeeded

	201
	Successful Update
	Successful Update of Firmware /Software / Content

	202
	Successful Download
	Successful Download of Firmware /Software / Content

	250 -299
	Successful – Vendor Specified
	Successful Operation with Vendor Specified ResultCode

	400
	Client Error
	Client error – based on User or Device behavior

	401
	User Cancelled - Download
	User chose not to accept download when prompted

	402
	User Cancelled - Update
	User chose not to accept update when prompted

	403
	Corrupted FW_UP
	Corrupted firmware update package, did not store correctly.  Detected, for example, by mismatched CRC’s between actual and expected.

	404
	Package Mismatch
	Wrong Update Package delivered to device based on current device characteristics

	405
	Failed Signature Authentication
	Failure to positively validate digital signature of update package

	406
	Not Acceptable
	Delivered Content is Not Acceptable

	407
	Authentication Failure 
	Authentication was Required but Authentication Failure was encountered

	408
	Request Time-Out
	Client has encountered a time-out

	409
	Not Implemented
	The device does not support Firmware Update functionality

	410
	Undefined Error
	Indicates failure not defined by any other error code

	411
	Update Failed
	Update operation failed in device

	412
	Malformed or Bad URL

	The URL provided for alternate download is bad

	413
	Download Server Temperorily Unavailable
	The Server is Unavailable or Does not Respond

	450 -499
	Client Error  – Vendor Specified
	Client Error encountered for Operation with Vendor Specified ResultCode

	500
	Server Error
	Alternative Download Server Error Encountered

	
	
	

	550 -599
	Server Error – Vendor Specified
	Server Error encountered for Operation with Vendor Specified ResultCode


I) In section 6.2, the title needs to be changed to:

6.2  FUMO Usage 
(Informative)

I) In section 6.2.2.1, change MAY to may, and SHALL to may:

6.2.2.1    Firmware Update Step1: Firmware Update Initiation

In order to begin any kind of firmware update, the device is required to open a data connection to the server.  The following mechanisms may be supported to initiate the firmware update process:

· User initiated

· Network initiated

The subscriber experience for user-initiated updates are not addressed in this specification as it does not require specific standardization.  Recommended approaches are through menu items and service codes on the device.  The user initiated update process would simply launch an OMA DM session.

For network initiated updates, OMA Device Management provides a framework by which clients can be sent a “Notification Initiation Alert” to trigger the client to start the data session. It is the intent of the Firmware Update Protocol to leverage General Package#0 as specified in the OMA DM Notification Initiation Session document [DMNOTI].  OMA DM specifies that WAP Push may be used for this purpose and specifies a format acceptable for the purpose of firmware upgrade initiation.  

J) In section 6.2.2.2, change SHALL and MAY to may, and change  DMSTDOBJ section number referred to, from 6 to 5.
6.2.2.2    Firmware Update Step 2: Device Information Exchange

In order to provide a device with the appropriate firmware update, a minimum set of selection criteria is sent by the device to the server.  For the purpose of the firmware updates, the minimum set of criteria may be the required DevInfo parameters that are mandatory for each OMA DM management session as specified in [DMSTDOBJ, Section 5.

NOTE: The device information exchange may be followed by an optional user interaction prior to the setup of the firmware download process described in the next section.  An OMA DM “Alert” command may be used to seek user confirmation.  
K) In section 6.2.2.4.2, and 6.2.2.5 change MUST to may and MAY to may:

6.2.2.4.2    Firmware Installation Alternative Download

For alternative download (such as Descriptor based OMA v1.0 Download), the appropriate install parameters should be provided prior to the download initiation Exec command.  Please reference ' Normative - Exec Command ' section above for the appropriate Exec command.

The update package may be deleted from object storage at the completion of the update when it is no longer needed.  The management client may choose to delete it as soon as an update is successfully or unsuccessfully terminated, or whenever prompted to do so by the DM server.

6.2.2.5    Firmware Update Step 5: Notification of Firmware Update Status

At the completion of the firmware update process, the device must notify the server of the resulting status of the firmware update.  This must be accomplished through a subsequent client or server initiated OMA DM session to assure that the management server is informed of the final result.

A ResultCode is provided to the DM server via an Alert 1226 notification.

The Alert 1226 command provided by the OMA-DM protocols must be used by the OMA-DM client to communicate the ResultCode value to the DM Server.

L) Drop section 6.2.2.5.1 on Non-Fatal Result Codes
M) In section 6.2.2.5.2. Fatal Failures, chnage SHALL NOT to shall not

Fatal failure will likely render the device inoperable.  Therefore, it will not be possible to provide indication to the user or notify the OMA DM server of the failure. For this reason, implementations that do not provide a high degree of fault tolerance shall not be used for the purpose of updating firmware.

N) In Appendix A, add “Approved version history” table and modify “Draft Candidate version 1.0 History” Table

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No previous version within OMA

	
	
	

	
	
	


A.2 Draft/Candidate Version 1.0 History
	Reference
	Date
	Description

	n/a
	n/a
	No prior version –or- No previous version within OMA

	OMA-DM-2003-98R04
	11 Nov. 2003
	Bitfone-Openwave merged document used as the basic starting point

	OMA-DM-2003-0182R05
	19 Jan. 2004
	Bitfone created an updated version for discussion in the WG incorporating feedback from Nokia and IBM during weekly conf. call.

	
	23 Jan. 2004
	Added support for Alert 1224 based Final notification as suggested by James Jennings and the document OMA-DM-2003-0172-LATE-ClientGeneratedEvents-.zip

	OMA-DM-2004-0001R05-FwMgmtTreeAndExec.ppt
	24 Feb. 2004
	The DM-WG approved the elements of the Firmware Update Management Object

	OMA-DM-2003-0182R011-DM-Firmware-Update.doc
	27th Apr. 2004
	The DM-WG approved the Firmware Update Management Specifications and recommended the two minor changes incorporated into this document.

	OMA-DM-2004-0182R013-DM-Firmware-Update
	30 Aug. 2004
	ResultCodes presented in Bangkok in document OMA-DM-2004-0115-ResultCodes-for-Fiwmware-Updates.doc has been incorporated.  In addition, vendor specific result codes requested by Svante Alnas have been incorporated.

	OMA-DM-2004-0182R014-DM-Firmware-Update
	28 Oct. 2004
	Incorporated CR OMA-DM-2004-0202R02-CR-Firmware-Update-Alert-1226.zip and changes due to OMA-DM-2004-0231-LATE-DMAcc-Terminology.zip


O) Add a new Appendix B to conform to new template:
Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].

Please refer to the document OMA-DM-2004-0110R04-FOTA-Conformance-Requirements for Static Conformance Requirements.

P) Change current In APPENDIX B to Appendix C, change the title “Best Practices” to “Recommendations (Informative)”

Appendix C. Recommendations
(Informative)


Q) In APPENDIX C, drop a-g, k 







2 
3 

    

a) It is anticipated that updating the firmware will require that the phone become inoperable during the time of the firmware upgrade.  It is also likely that the update process will not be capable of immediately returning to operating condition in the case of an interruption.  In the case that the device cannot immediately return to operating condition, the end-user should be presented with a warning that the phone will be offline and the approximate time of the update prior to beginning the firmware installation.

b) Deletion of the Update package under the  /x/ node is an activity that needs to be conducted after successful update, after an unsuccessful update attempt, after an aborted update attempt.  However, any specification when such deletes should occur is not addressed in this specification.  The management client may choose to delete it as soon as an update is successfully or unsuccessfully terminated, or whenever prompted to do so by the DM server.

c) PkgURL and PkgData are mutually exclusive. Only one of them needs to be set.






d) The PkgData node contains the actual binary firmware upgrade package.  Once the package is installed, the client may remove the data to save space, leaving the node empty.  Similarly, and the end of an update activity, the client may remove the update package downloaded from a server specified by a PkgURL.

R) Rename current APPENDIX C to Appendix D, change SHALL to shall, MAY to may, SHOULD to should, etc.

Appendix D. Firmware Update Package Download
(Informative)
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