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1 Reason for Change

At Laguna Beach, it was agreed that Section 6.2 be renamed FUMO Usage as it provides Informative description of the use of the FUMO.  In addition, the text needs to be cleaned to drop normative language.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Approve and incorporate the changes to the Informative section 6.2 of the FUMO spec.
6 Detailed Change Proposal

a) Move section 6.2, on FUMO Usage, to Section 8, in order to keep Client–Initiated Firmware Update, section 7, which is normative, next to the normative section 6.  
b) In the FUMO Usage section, make changes to text to drop all normative text.

8. FUMO Usage 
(Informative)

8.1 Firmware Update Protocol Overview

The Firmware Update Protocol specifies a set of standard commands with associated parameters and management objects that shall be used for OTA firmware updates.  OTA Firmware updates require special attention to handle the discovery, security, download and installation.  

OMA DM is the leading standards initiative that focuses on device management for wireless devices.  The OMA Download specification provides a flexible protocol for enabling the download of generic content, controlled through the use of a separate download descriptor.  By drawing on elements of these protocols and adding new elements, an effective protocol is constructed that combines Device Management for controlling the main device management functions and provides for the use of descriptor-based download mechanisms to download larger binary objects such as firmware updates.  The download process is abstracted to allow the use of either OMA DM (E.g., Add/Replace) or any suitable alternative download mechanisms (for example, a descriptor based download protocol such as OMA Download v1.0) [DLOTA]. 

The protocol shall support the following process steps in order to achieve an OTA firmware update:

5 Firmware Update Step 1: Firmware Update Initiation

6 Firmware Update Step 2: Device Information Exchange

7 Firmware Update Step 3: Firmware Download

8 Firmware Update Step 4: Firmware Installation

9 Firmware Update Step 5: Notification of Firmware Update

Scenario 1: Firmware Update via OMA DM Download (Replace)

The following example shows how OMA DM is used directly to move a firmware update package to the device using a DM “Replace” command to access a management object representing the actual firmware binary package data:
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Scenario 2: Firmware Update through an Alternative Download Mechanism 

The following example shows how OMA DM is used to invoke an external download method, using a DM “Replace” command to specify the URL of the download descriptor that describes further details concerning the firmware package and the download method to be used:
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8.2 Protocol Definition

8.2.1 Firmware Update Step1: Firmware Update Initiation

In order to begin any kind of firmware update, the device is required to open a data connection to the server.  The firmware update process could be:

· User initiated

· Network initiated

The subscriber experience for user-initiated updates are not addressed in this specification as it does not require specific standardization.  Recommended approaches are through menu items and service codes on the device.  The user initiated update process would simply launch an OMA DM session.

For network initiated updates, OMA Device Management provides a framework by which clients can be sent a “Notification Initiation Alert” to trigger the client to start the data session. It is the intent of the Firmware Update Protocol to leverage General Package#0 as specified in the OMA DM Notification Initiation Session document [DMNOTI].  OMA DM specifies that WAP Push can be used for this purpose and specifies a format acceptable for the purpose of firmware upgrade initiation.  .

8.2.2 Firmware Update Step 2: Device Information Exchange

In order to provide a device with the appropriate firmware update, a minimum set of selection criteria is sent by the device to the server.  For the purpose of the firmware updates, the minimum set of criteria is  the required DevInfo parameters that are mandatory for each OMA DM management session as specified in [DMSTDOBJ, Section 5].

NOTE: The device information exchange can be followed by an optional user interaction prior to the setup of the firmware download process described in the next section.  An OMA DM “Alert” command can be used to seek user confirmation.  

8.2.3 Firmware Update Step 3: Firmware Download 

The firmware download could occur either through a OMA DM 'Replace' command or via an alternative (external descriptor-based download) method by initiating the download process with the appropriate behavioral parameters.  There are advantages and disadvantages to each process and it is at the discretion of the operators and manufacturers to select a preferred implementation.  The protocol proposed here allows for either download method to be used.

Please refer to Appendix C for further details.

8.2.4 Firmware Update Step 4: Firmware Installation

It is anticipated that there will be multiple methods available on the market to process firmware updates within a device.  The firmware update specification’s intent is to standardize interoperability between devices and wireless network solutions.  Therefore, this specification does not address the method of how a device must process the actual firmware update when it is independent of the network.  Instead, this specification provides requirements to achieve an acceptable user experience for the firmware installation.

8.2.4.1 Firmware Install after OMA DM Download

The following Exec command initiates the update process in cases where the firmware update is downloaded into the Pkgdata element using OMA DM Replace:

<Exec>


<CmdID>3</CmdID>


<Item>



<Target>




<LocURI>.x/Update</LocURI>



</Target>


</Item>

</Exec>

8.2.4.2 Firmware Installation Alternative Download

For alternative download (such as Descriptor based OMA v1.0 Download), it is recommended that the appropriate install parameters are provided prior to the download initiation Exec command.  Please reference ' Normative - Exec Command ' section above for the appropriate Exec command.

The update package could be deleted from object storage at the completion of the update when it is no longer needed.  The management client could choose to delete it as soon as an update is successfully or unsuccessfully terminated, or whenever prompted to do so by the DM server.

8.2.5 Firmware Update Step 5: Notification of Firmware Update Status

At the completion of the firmware update process, the device notifies the server of the resulting status of the firmware update.  This is accomplished through a subsequent client or server initiated OMA DM session to assure that the management server is informed of the final result.

A ResultCode is provided to the DM server via an Alert 1226 generic alert notification.

The Alert 1226 command provided by the OMA-DM protocols is to be used by the OMA-DM client to communicate the ResultCodevalue to the DM Server.  .

8.2.5.1 Non-Fatal Failures
For non-fatal update failures, the end-user can be provided an indication of the failure and return the phone to an operational mode.

In addition to the result codes listed in the ResultCodes table, the ./FwUpdate/x/State element provides additional detailed information regarding the state in which the mobile device is left in at the termination (successful or otherwise) Exec operations invoked on the Update or Download elements.

8.2.5.2 Fatal Failures

Fatal failure will likely render the device inoperable.  Therefore, it will not be possible to provide indication to the user or notify the OMA DM server of the failure. For this reason, implementations that do not provide a high degree of fault tolerance are not likely to be used for the purpose of updating firmware.
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