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1 Reason for Change

This CR presents a variation and alternative flows to the current requirements document in the area of Fault Detection, Query, and Reporting. Today, Radio Access Network (RAN) unforeseen changes may significantly improve or degrade the network performance.  However, the network only receives limited feedback from the device engaged in voice calls or data transference activities.  This means that users must experience poor quality on their intended communication before this will be detectable.  It is essential for clients to be able to in a scheduled or on demand fashion generate pseudo traffic in order to allow the system to check its health and to be able to meet its service level agreements or target quality Additionally, certain measurements are most meaningful when they are performed by mobiles which possess certain attributes only available or measured on the device. The current DM Requirements Document is lacking the detailed use cases required to support solving these problems.

Additionally, setting up schedules is another addition in the customer service/help desk use cases, but will not be addressed by this CR.

There are several advantages of this including, smart testing and reporting with regards to mobility, timing, customer service costs, as well as, avoiding user experience degradation, battery life, etc.
This new version (R03) adds additional source, updated rationale for change, updated call flow, and minor edits.
2 Impact on Backward Compatibility

There is no expected impact on backward compatibility.  

3 Impact on Other Specifications

Future protocol specifications addressing section 5.4 “Fault Detection, Query and Reporting” including the Trap Management Object work stream.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that these changes are incorporated into the next version of the DM Requirements Document.  Associated Requirements for these use cases will follow in a subsequent CR.
6 Detailed Change Proposal

5.4 Fault Detection, Query and Reporting

5.4.1 Helpdesk problem determination

A Subscriber calls the operator’s customer care facility or corporate help desk complaining that their Device is reporting an error, or a service is failing to work.  The corporate help desk or operator’s Customer care server Help Desk agent can query the Device to determine key information, e.g.:

· Device type

· Serial number

· Operating system version

· Capabilities

· Installed applications

· Connectivity/application configuration

· Event/performance logs 

Based upon this information, the Help Desk agent may be able to determine the cause of the issue, and take Device Management actions that resolve it.

5.4.1.1 Actors and Data Authority

· Subscriber (User or Corporate Customer): A Corporate Customer may be able to specify aspects of the configuration and issue resolution procedures for its Devices. 

· Device: The Device protects its configuration from unauthorized access.

· Management Authority: The Management Authority can access the Device configuration, and change it.

5.4.1.2 Pre-Conditions

· Devices support Device Management queries and actions from the management server.

· The Network Operator has a Device Management server supporting Device Management queries and actions.

5.4.1.3 Post-Conditions

N/A

5.4.1.4 Variations

· Devices or the device management server selectively sets and collects performance data such as, call setup failures, call release causes such as RF loss indication of  forward or reverse link, QoS attributes at high/low gage levels (low throughput, high erasure rate, high delay), mobility handoff threshold gauge level, RF conditions such as sudden loss of RF signal or service or time   This information may be subsequently leveraged to update device or network parameters.  These operations are completed without a customer care agent

· Reporting of configuration or performance data may be based on a set of local device conditions such as battery level, system loading level, predetermined reporting time, or based on some other event on the device.  The local conditions on the device or policies governed by DM server may effect if the reports are collected real-time or cached for later reporting.

· Performance information can be configured to be collected at varying sampling rates and time periods, i.e. 1 sample per second, over the last 10 seconds, 30 seconds, during E2E test.  The collection information can be subscribed to on a per element basis in order to keep minimum data transfer, e.g. receive signal strength, pilot strength or location.

· The device management services will be able to request from an otherwise unused resource in a network to perform a controlled data transfer between a trusted server and the DM client.  This data transfer will have configurable session attributes such as amount of data to transfer, session length, QoS profile i.e. real time, non-real time, best effort, streaming.  During this data transfer QoS and RF metrics will be recorded.  Reporting of the test results may be based on test result thresholds and on the local device conditions such as battery level, system loading level, predetermined time, or event.  The test case will have configurable policy settings to avoid disruption of service to the user, i.e. stop testing if the user starts to make a call, or no testing if low battery.
· On DM server request, perform trace-route measurements from the device to the DM server and report results to the DM server.
.
5.4.1.5 Normal Flow

1. User calls Customer Care.
2. Customer Care/DM Server sends a query to Device for configuration or other reporting information
3. The device can trigger a test data call, such that the device knows that this is test call and gathers performance and QoS related information.   
4. Device reports its configuration information and/or performance data to the Customer Care server

5. Customer Care sends request to User for authorisation to download application to Device

6. User grants authorisation

7. Customer Care downloads application to device, installs and executes it

8. Device sends acknowledgement to Customer Care/DM server


[image: image1.wmf]Device

User

Network Operator Customer

Care Facility/DM Server

1. Call Customer Care

2. Query Device

4. Report Configuration

5. Request Authorization to Download Application

6. Authorization Granted

7. Install, Run, & Delete Application

8. Repair Confirmed

3. Test Data Collection Call


Fault Detection, Query, and Reporting













NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2004 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 5)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20040917]

© 2004 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 5)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20040917]

_1165315466.vsd
텍스트


User


Device


1: Creation of   
  Schedule


2: Transfer of Schedule


3: Verification of Schedule


5: Condition Match


Option: Status Report


4: Confirmation


Note: Repeat until Schedule terminates


Option: User Confirmation


6: Management Actions


Network Operator Customer Care Facilitie


Option: User Confirmation



_1171324382.vsd
�

�

�

Device�

Installer�

User�

2. Query Device�

4. Report Configuration�

1. Call Customer Care�

6. Authorization Granted�

5. Request Authorization to Download Application�

7. Install, Run, & Delete Application�

8. Repair Confirmed�

Network Operator Customer
Care Facility/DM Server�

3. Test Data Collection Call�


_1101014445.vsd
�

�

�

Device�

Installer�

User�

2. Query Device�

3. Report Configuration�

1. Call Customer Care�

5. Authorization Granted�

4. Request Authorization to Download Application�

6. Install, Run, & Delete Application�

7. Repair Confirmed�

Network Operator Customer
Care Facility�


