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1 Reason for Change

At present, the draft OMA DM Security specification normatively references OMA Data Sync specifications to define the authentication protocol. OMA DM specifications should not reference the OMA Data Sync enabler.

2 Impact on Backward Compatibility

None. Language from the Data Sync specifications previously referenced from the Security specification is incorporated directly by this CR without modification.

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DM working group should agree this Clerical CR to the Draft OMA DM Security Specification. We further recommend that the CR be applied to the DM Security specification before the DM 1.2 Enabler is submitted to consistency review.

6 Detailed Change Proposal

1. Changes to OMA DM Security Draft V1.2:

· Changes to section 2.1:

Remove the reference to [SYNCPRO] 

Add the following reference: 
[DMPRO] “OMA Device Management Protocol, Version 1.2”. Open Mobile Alliance(.
OMA-DM-Protocol-V1_2_0. URL:http://www.openmobilealliance.org
· Changes to section 5.3:

5.3  Authentication

Authentication within OMA DM uses the technique as defined in [DMPRO]. Namely that OMA DM servers MUST support both client and server authentication at the transport layer. OMA DM servers MUST request client authentication at the transport layer when transport layer security is requested by the OMA DM client during session establishment. Some clients may not support transport-layer client authentication. Servers MUST authenticate such clients at the application layer.
· Changes to section 5.4.1:

5.4.1 How integrity checking is requested

Integrity checking is requested in the same way, and at the same time as authentication challenges in [DMPRO].

· Changes to section 5.4.5:

5.4.5 Use of transport protocols providing authentication and integrity

Note that the static conformance requirements for the HMAC feature is independent of its use.  Neither client nor server need supply the HMAC, unless challenged for it. For example, if it is deemed that an already authenticated transport protocol connection has already been established, then the Device or the Device Management Server MAY choose not to authenticate.  In this particular situation, neither server nor client is expected to issue a challenge for it. According to the general techniques specified in [DMPRO], a DM client that supports mutual authentication at the transport layer MAY choose not to support OMA DM authentication mechanisms.

2. Changes to OMA DM Protocol Draft V1.2:

· Changes to section 9:
9. Authentication

OMA DM Protocol uses the authentication framework specified in this chapter, with extensions defined in OMA Device Management Security [DMSEC]. This section specifies the rules how the SyncML-level and the transport-level authentication are used.

Both OMA DM Protocol client and server MUST be authenticated to each other. Authentication can be performed at different levels, however. If the transport level has a built-in authentication mechanism then OMA DM Protocol-level authentication MAY be omitted. If the transport level does not have sufficiently strong authentication feature, OMA DM Protocol-level authentication MUST be used. Server and client can both challenge each other if no credentials were given in the original request or the credentials were considered too weak.  If the server sent no credentials or invalid credentials in Pkg2 and no commands (only Status to SyncHdr and DevInfo), the client MUST NOT challenge the server by sending back only a Status for the SyncHdr with a challenge.  The client MUST end the session because the server sent no commands.

It is assumed that OMA DM Protocol will often be used on top of a transport protocol that offers session-level authentication so that authentication credentials are exchanged only at the beginning of the session (like in TLS or WTLS). If the transport level is not able to provide session authentication, however, each request MUST be authenticated.

The preferred authentication type of the server may be indicated to the client using the DMAcc/x/AuthPref parameter [DMSTDOBJ].

Generation and maintenance of client and server credentials are out of scope of the OMA DM Protocol specification

In this chapter, the authentication procedures are defined for the basic and MD5 digest access authentication.

9.1 Authentication Challenge

If the response code to a request (message or command) is 401 (‘Unauthorized’) or 407 (‘Authentication required’), the request requires authentication. In this case, the Status command to the request MUST include a Chal element (See [DMREPU]). The Chal contains a challenge applicable to the requested resource. The device MAY repeat the request with a suitable Cred element (See [DMREPU]). If the request already included the Cred element, then the 401 response indicates that authorization has been refused for those credentials. 

Both, the client and the server can challenge for authentication. 

If the 401 response (i.e., Status) contains the same challenge as the prior response, and the user agent has already attempted authentication at least once, then the user SHOULD be presented the entity that was given in the response, since that entity might include relevant diagnostic information.

If the response code to a request is 212 (‘Authentication accepted’), no further authentication is needed for the remainder of the DM session. In the case of the MD5 digest access authentication, the Chal element can however be returned. Then, the next nonce in Chal MUST used for the digest when the next DM session is started.

If a request includes security credentials and the response code to the request is 200, the same credentials MUST be sent within the next request. If the Chal element is included and the MD5 digest access authentication is mandated, a new digest is created by using the next nonce. In the case of the MD5 digest access authentication, the Chal element can however be returned. The next nonce in Chal MUST used when the next request is sent.

Once authentication has occurred, the authentication type for a security layer MUST be kept same for the whole session.

In case of authentication failure (either the userid and/or password was wrong or authentication was mandated) requirements are:

· The response message indicating the authentication failure on server layer (see chapter 9.3) contains only Status commands (i.e. Replace, Get etc. commands MUST NOT be specified in the response). A Status command MUST be provided for every command received in the request.

· In case the session is continued, the next message containing the proper credentials MUST contain a Status for the SyncHdr, MUST have the same SessionID as the previous messages and the message MUST be sent to the RespURI, if it was specified in the response indicating the authentication failure.

9.2 Authorization

The Cred element MUST be included in requests (message or command), which are sent after receiving the 401 or 407 responses if the request is repeated. In addition, it can be sent in the first request from a device if the authentication is mandated through pre-configuration. The content of the Cred element is specified in [DMREPU]. The authentication type is dependent on the challenge (See the previous chapter) or the pre-configuration.

9.3 Server Layer Authentication

The authentication on the server layer is accomplished by using the Cred element in SyncHdr and the Status command associated with SyncHdr. Within the Status command, the challenge for the authentication is carried as defined earlier. The authentication can happen both directions, i.e., the client can authenticate itself to the server and the server can authenticate itself to the client.

9.4 Authentication Examples

9.4.1 Basic authentication with a challenge

At this example, the client tries to initiate with the server without any credentials (Pkg #1). The server challenges the client (Pkg #2) for the server layer authentication. The client MUST send Pkg #1 again with the credentials. The server accepts the credentials and the session is authenticated (Pkg #2). In the example, commands in SyncBody are not shown although in practice, they would be there.

Pkg #1 from Client

<SyncML>

<SyncHdr>

<VerDTD>1.2</VerDTD>

<VerProto>DM/1.2</VerProto>

<SessionID>1</SessionID>

<MsgID>1</MsgID>

<Target><LocURI>http://www.syncml.org/mgmt-server</LocURI></Target>

<Source><LocURI>IMEI:493005100592800</LocURI></Source>

</SyncHdr>

<SyncBody>

...

</SyncBody>

</SyncML>

Pkg #2 from Server

<SyncML>

<SyncHdr>

<VerDTD>1.2</VerDTD>

<VerProto>DM/1.2</VerProto>

<SessionID>1</SessionID>

<MsgID>1</MsgID>

<Target><LocURI>IMEI:493005100592800</LocURI></Target>

<Source><LocURI>http://www.syncml.org/mgmt-server</LocURI></Source>

</SyncHdr>

<SyncBody>

<Status>

<CmdID>1</CmdID>

<MsgRef>2</MsgRef><CmdRef>0</CmdRef><Cmd>SyncHdr</Cmd>

<TargetRef>http://www.syncml.org/mgmt-server</TargetRef>

<SourceRef>IMEI:493005100592800</SourceRef>

<Chal>

<Meta>

<Type xmlns=’syncml:metinf’>syncml:auth-basic</Type>

<Format xmlns=’syncml:metinf’>b64</Format>

</Meta>

</Chal>

<Data>407</Data> <!--Credentials missing-->

</Status>

...

</SyncBody>

</SyncML>

Pkg #1 (with credentials) from Client

<SyncML>

<SyncHdr>

<VerDTD>1.2</VerDTD>

<VerProto>DM/1.2</VerProto>

<SessionID>1</SessionID>

<MsgID>2</MsgID>

<Target><LocURI>http://www.syncml.org/mgmt-server</LocURI></Target>

<Source><LocURI>IMEI:493005100592800</LocURI></Source>

<Cred>

<Meta><Type xmlns=’syncml:metinf’>syncml:auth-basic</Type></Meta>

<Data>QnJ1Y2UyOk9oQmVoYXZl</Data> <!—base64 formatting of “userid:password”-->

</Cred>

</SyncHdr>

<SyncBody>

...

</SyncBody>

</SyncML>

Pkg #2 from Server

<SyncML>

<SyncHdr>

<VerDTD>1.2</VerDTD>

<VerProto>DM/1.2</VerProto>

<SessionID>1</SessionID>

<MsgID>2</MsgID>

<Target><LocURI>IMEI:493005100592800</LocURI></Target>

<Source><LocURI>http://www.syncml.org/mgmt-server</LocURI></Source>

</SyncHdr>

<SyncBody>

<Status>

<CmdID>1</CmdID>

<MsgRef>1</MsgRef><CmdRef>0</CmdRef><Cmd>SyncHdr</Cmd>

<TargetRef>http://www.syncml.org/mgmt-server</TargetRef>

<SourceRef>IMEI:493005100592800</SourceRef>

<Data>212</Data> <!--Authenticated for session-->

</Status>

...

</SyncBody>

</SyncML>

9.4.2 MD5 digest access authentication with a challenge

At this example, the client tries to initiate with the server without any credentials (Pkg #1). The server challenges the client (Pkg #2) for the server layer authentication. The authentication type I is now the MD5 digest access authentication. The client MUST send Pkg #1 again with the credentials. The server accepts the credentials and the session is authenticated (Pkg#2). Also, the server sends the next nonce to the client, which the client MUST use when the next DM session is started. In the example, commands in SyncBody are not shown although in practice, they would be there.

Pkg #1 from Client

<SyncML>

<SyncHdr>

<VerDTD>1.2</VerDTD>

<VerProto>DM/1.2</VerProto>

<SessionID>1</SessionID>

<MsgID>2</MsgID>

<Target><LocURI>http://www.syncml.org/mgmt-server</LocURI></Target>

<Source><LocURI>IMEI:493005100592800</LocURI></Source>

<Meta><Type xmlns=’syncml:metinf’>syncml:auth-md5</Type></Meta>

<Data> Zz6EivR3yeaaENcRN6lpAQ==</Data>

<!-- Base64 coded MD5 for user “Bruce2”, password “OhBehave”, nonce “Nonce” -->

</SyncBody>
</SyncML>

Pkg #2 from Server

<SyncML>

<SyncHdr>

<VerDTD>1.2</VerDTD>

<VerProto>DM/1.2</VerProto>

<SessionID>1</SessionID>

<MsgID>2</MsgID>

<Target><LocURI>IMEI:493005100592800</LocURI></Target>

<Source><LocURI>http://www.syncml.org/mgmt-server</LocURI></Source>

</SyncHdr>

<SyncBody>

<Status>

<CmdID>1</CmdID>

<MsgRef>1</MsgRef><CmdRef>0</CmdRef><Cmd>SyncHdr</Cmd>

<TargetRef>http://www.syncml.org/mgmt-server</TargetRef>

<SourceRef>IMEI:493005100592800</SourceRef>

<Chal>

<Meta>

<Type xmlns=’syncml:metinf’>syncml:auth-md5</Type>

<Format xmlns=’syncml:metinf’>b64</Format>

<NextNonce xmlns=’syncml:metinf’>LG3iZQhhdmKNHg==</NextNonce>

<!—This nonce is used at the next session.-->

</Meta>

</Chal>

<Data>212</Data> <!—Authenticated for session-->

</Status>

...

</SyncBody>

</SyncML>
· Changes to Appendix B:

B.1 SCR for DM Client

	Item
	Function
	Reference
	Status
	Requirement

	DM-PRO-Alert-C-001
	Sending Session Abort Alert
	8.1
	O
	

	DM-PRO-Alert-C-002
	Receiving Session Abort Alert
	8.1
	M
	

	DM-PRO-Alert-C-003
	Support of Multiple Messages
	6
	O
	

	DM-PRO-Alert-C-004
	Support of Large Object Handling
	7
	O
	

	DM-PRO-Alert-C-005
	Receiving Display Alert
	10.2.1
	O
	

	DM-PRO-Alert-C-006
	Receiving Confirm or Reject Alert
	10.2.2
	O
	

	DM-PRO-Alert-C-007
	Receiving Text Input Alert
	10.2.3
	O
	

	DM-PRO-Alert-C-008
	Receiving Single Choice Alert
	10.2.4
	O
	

	DM-PRO-Alert-C-009
	Receiving Multiple Choice Alert
	10.2.4
	O
	

	DM-PRO-Alert-C-010
	Sending Server-Initiated mgmt Alert
	8.3
	O
	

	DM-PRO-Alert-C-011
	Sending Client-Initiated mgmt Alert
	8.3
	O
	

	DM-RRO-Alert-C-012
	Sending Generic Alert
	8.7
	O
	

	DM-PRO-Auth-C-001
	Support application layer authentication
	9
	O
	DM-PRO-Auth-C-002 OR DM-PRO-Auth-C-003

	DM-PRO-Auth-C-002
	Support MD5 authentication
	9
	O
	

	DM-PRO-Auth-C-003
	Support Basic authentication
	9
	O
	


B.2 SCR for DM Server

	Item
	Function
	Reference
	Status
	Requirement

	DM-PRO-Alert-S-001
	Sending Session Abort Alert
	8.1
	O
	

	DM-PRO-Alert-S-002
	Receiving Session Abort Alert
	8.1
	M
	

	DM-PRO-Alert-S-003
	Support of Multiple Messages
	6
	M
	

	DM-PRO-Alert-S-004
	Support of Large Object Handling
	7
	M
	

	DM-PRO-Alert-S-005
	Sending Display Alert
	10.2.1
	O
	

	DM-PRO-Alert-S-006
	Sending Confirm or Reject Alert
	10.2.2
	O
	

	DM-PRO-Alert-S-007
	Sending Text Input Alert
	10.2.3
	O
	

	DM-PRO-Alert-S-008
	Sending Single Choice Alert
	10.2.4
	O
	

	DM-PRO-Alert-S-009
	Receiving Multiple Choice Alert
	10.2.4
	M
	

	DM-PRO-Alert-S-010
	Receiving Server-Initiated mgmt Alert
	8.3
	M
	

	DM-PRO-Alert-S-011
	Receiving Client-Initiated mgmt Alert
	8.3
	M
	

	DM-PRO-Alert-S-012
	Receiving Generic Alert
	8.7
	M
	

	DM-PRO-Auth-S-001
	Support application layer authentication
	9
	O
	DM-PRO-Auth-S-002 OR DM-PRO-Auth-S-003 

	DM-PRO-Auth-S-002
	Support MD5 authentication
	9
	O
	

	DM-PRO-Auth-S-003
	Support Basic authentication
	9
	O
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