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1 Reason for Change

The new feature Generic Alert is based on the existing feature “Client Event”. The problem is that DM Protocol does not include the Client Event message or Generic Alert in the DM Session definition in chapter 8.

The SCR table in DM-Protocol is currently on very hi-level and in the same level as previous versions. This CR proposes a more detailed level of the SCR. I don’t have a strong recommendation that every MUST, SHALL and SHOULD must be included in the SCR table. This CR does not fulfill that either, this CR adds more detailed SCR compared to current version, but it is still far away from including every requirement in the spec into the SCR table.

I recommend that we during the consistency review decide if this level of SCR is needed.

2 Impact on Backward Compatibility

None. The specifications text has not been changed, except for the Client Alert. The new SCR table should not change anything for implementations. The Client Alert has not been tested in previous versions of DM and this CR is allowing the Client Alert to be included in a DM session and should therefore not affect existing implementations. 

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

1) Recommend agreeing the chapter 8 changes to DM 1.2 either during or after the consistency review. 

2) Recommend also in the consistency review to decide what detailed level of SCR we want into our specifications. This CR could be a good input for that discussion.

6 Detailed Change Proposal

8.3 Package 1: Initialization from client to server

The setup phase is virtually identical to that described in the [SYNCPRO]. The purpose of the initialization package sent by the client is:

· To send the device information (like manufacturer, model etc) to a Device Management Server as specified [DMSTDOBJ]. Client MUST send device information in the first message of management session.

· To identify the client to the server according to the rules specified in Section 9.
· To inform the server whether the management session was initiated by the server (by sending a trigger in Package 0) or by the client (like end user selecting a menu item).
· To inform the server of any optional Client generated alert, for example Generic Alert or Client Event [REPPRO].
The detailed requirements for the initialization package from the client to server (Package 1) are:

1. The requirements for the elements within the SyncHdr element.

· The value of the VerDTD element MUST be '1.2'.

· The value of the VerProto element MUST be ‘DM/1.2’.

· SessionID MUST be included to indicate the ID of the management session. If the client is responding to notification, with alert code SERVER-INITIATED MGMT (1200), then SessionID MUST be same as in notification. Otherwise, the client generates a SessionID which should be unique for that client. The same SessionID MUST be used throughout the whole session.

· MsgID MUST be used to unambiguously identify the message belonging to the management session from server to client.

· The Target element MUST be used to identify the target server.

· The Source element MUST be used to identify the source device.

· The Cred element MAY be included in the authentication message from the Device Management client to Device Management server as specified in Section 9.

2. Alert MUST be sent whether the client or the server initiated the management session in the SyncBody. The requirement for the Alert command follows:

· CmdID is REQUIRED.

· The Data element is used to carry the management session type which can be either SERVER-INITIATED MGMT (1200) or CLIENT-INITIATED MGMT (1201).

3. The device information MUST be sent using the Replace command in the SyncBody. The requirement for the Replace command follows:

· CmdID is REQUIRED.

· An Item element per node found from device information tree. Possible nodes in device information tree are specified in [DMSTDOBJ].

· The Source element in the Item element MUST have a value indicating URI of node.

· The Data element is used to carry the device information data.

4. Client MAY include client-generated alerts such as Client Event [REPPRO] or Generic Alert
The Final element MUST be used in the SyncBody for the message, which is the last in this package.

8.4 Package 2: Initialization from server to client

The purpose of the initialization package sent by the server is to:

· Identify the server to the client according to the rules specified in Section 9. 

· Optionally, the server can send user interaction commands.

· Optionally to send management data and commands.

· Send status of Client Initiated Alerts if any of these was received from the client

Package 2 MAY close the management session.

The detailed requirements for package 2 are:

1. The requirements for the elements within the SyncHdr element.

· The value of the VerDTD element MUST be '1.2'.

· The value of the VerProto element MUST be ‘DM/1.2’ when complying with this specification.

· SessionID MUST be included to indicate the ID of the management session.

· MsgID MUST be used to unambiguously identify the message belonging to the management session from server to client.

· The Target element MUST be used to identify the target device.

· The Source element MUST be used to identify the source device.

· Cred element MAY be included in the authentication message according to the rules described in Section 9. Server is always authenticated to the device but this authentication MAY be accomplished at the transport level.

2. The Status MUST be returned in the SyncBody for the SyncHdr and Alerts sent by the client. 

3. Any management operation including user interaction in the SyncML document (e.g. Alert, Sequence, Replace) are placed into the SyncBody.

· CmdID is REQUIRED.

· Source MUST be used if URI is needed to further address the source dataset.

· Target MUST be used if URI is needed to further address the target dataset.

· The Data element inside Item is used to include the data itself unless the command does not require a Data element.

· The Meta element inside an operation or inside an Item MUST be used when the Type or Format are not the default values [META].

4. The Final element MUST be used in the SyncBody for the message, which is the last in this package.

8.5 Package 3: Client response sent to server

The content of package 3 is:

· Results of management actions sent from server to client.

· Results of user interaction commands.

· New optional Client generated alert, for example Generic Alert or Client Event [REPPRO] that was raised during the session
This package is sent by the client if Package 2 contained management commands that required a response from the client, or in the client needs to send any client initiated alerts.

The detailed requirements for package 3 are:

1. The requirements for the elements within the SyncHdr element.

· The value of the VerDTD element MUST be '1.2'.

· The value of the VerProto element MUST be ‘DM/1.2’.

· SessionID MUST be included to indicate the ID of the management session.

· MsgID MUST be used to unambiguously identify the message belonging to the management session from server to client.

· The Target element MUST be used to identify the target device.

· The Source element MUST be used to identify the source device.

2. Status MUST be returned for the SyncHdr and Alert command sent by the device management server in the SyncBody.

3. Status MUST be returned in the SyncBody for management operations sent by the server in Package 2.

4. Results MUST be returned in the SyncBody for successful Get operations sent by the server in the previous package and the following requirements apply:

· Results MUST contain Meta element with Type and Format elements describing content of Data element, unless the Type and Format have the default values [META].

· Items in Results MUST contain the Source element that specifies the source URI.

5. Client MAY send client generated alerts, for example Client Event [REPPRO] or Generic Alert
The Final element MUST be used in the SyncBody for the message, which is the last in this package.

8.6 Package 4: Further server management operations

Package 4 is used to close the management session. If the server sends any operation in Package 4 that needs response from the client, the protocol restarts from Package 3 with a new protocol iteration. Server sends results of Client Initiated Alerts if any of these was received from the client in previous package.
The detailed requirements for package 4 are:

1. The requirements for the elements within the SyncHdr element.

· The value of the VerDTD element MUST be '1.2'.

· The value of the VerProto element MUST be ‘DM/1.2’.

· SessionID MUST be included to indicate the ID of the management session.

· MsgID MUST be used to unambiguously identify the message belonging to the management session from server to client.

· The Target element MUST be used to identify the target device.

· The Source element MUST be used to identify the source device.

2. Status MUST be returned for the SyncHdr sent by the device management server in the SyncBody and if any Alerts were sent by the client then the server MUST send Status for these Alerts.
3. Any management operation including user interaction in the SyncML document (e.g. Alert, Sequence, Replace) placed into the SyncBody.

· CmdID is REQUIRED.

· Source MUST be used if URI is needed to further address the source dataset.

· Target MUST be used if URI is needed to further address the target dataset.

· The Data element inside Item is used to include the data itself unless the command does not require a Data element.

· The Meta element inside an operation or inside an Item MUST be used when the Type or Format are not the default values [META].

9. Authentication

OMA DM Protocol uses the authentication framework specified in this chapter, with extensions defined in OMA Device Management Security [DMSEC]. This section specifies the rules for how the OMA-DM Protocol-level and the transport-level authentication are used.

Server and client can both challenge each other if no credentials were given in the original request or the credentials were considered too weak.  If the server sent no credentials or invalid credentials in Package #2 and no commands (only Status to SyncHdr and DevInfo), the client MUST NOT challenge the server by sending back only a Status for the SyncHdr with a challenge.  The client MUST end the session because the server sent no commands.


The preferred authentication type of the server may be indicated to the client using the <X>/AAuthPref parameter in DM Account management object [DMSTDOBJ].

Generation and maintenance of client and server credentials are out of scope of the OMA DM Protocol specification.

In this chapter, the authentication procedures are defined for the basic and MD5 digest access authentication.

9.3 Authentication Challenge

If the response code to a request (message or command) is 401 (‘Unauthorized’) or 407 (‘Authentication required’), the request requires authentication. In this case, the Status command to the request MUST include a Chal element (See [DMREPU]). The Chal contains a challenge applicable to the requested resource. The device MAY repeat the request with a suitable Cred element (See [DMREPU]). If the request already included the Cred element, then the 401 response indicates that authorization has been refused for those credentials. 

Both, the client and the server can challenge for authentication. 

If the 401 response (i.e., Status) contains the same challenge as the prior response, and the user agent has already attempted authentication at least once, then the user SHOULD be presented the entity that was given in the response, since that entity might include relevant diagnostic information.

If the response code to a request is 212 (‘Authentication accepted’), no further authentication is needed for the remainder of the DM session. In the case of the MD5 digest access authentication, the Chal element can however be returned. Then, the next nonce in Chal MUST used for the digest when the next DM session is started.

If a request includes security credentials and the response code to the request is 200, the same credentials MUST be sent within the next request. If the Chal element is included and the MD5 digest access authentication is mandated, a new digest is created by using the next nonce. In the case of the MD5 digest access authentication, the Chal element can however be returned. The next nonce in Chal MUST used when the next request is sent.

Once authentication has occurred, the authentication type for a security layer MUST be kept same for the whole session.

In case of authentication failure (either the userid and/or password was wrong or authentication was mandated) requirements are:

· The response message indicating the authentication failure on server layer (see chapter 9.3) contains only Status commands (i.e. Replace, Get etc. commands MUST NOT be specified in the response). A Status command MUST be provided for every command received in the request.

· In case the session is continued, the next message containing the proper credentials MUST contain a Status for the SyncHdr, MUST have the same SessionID as the previous messages and the message MUST be sent to the RespURI, if it was specified in the response indicating the authentication failure.

9.4 Authorization

The Cred element MUST be included in requests (message or command), which are sent after receiving the 401 or 407 responses if the request is repeated. In addition, it can be sent in the first request from a device if the authentication is mandated through pre-configuration. The content of the Cred element is specified in [DMREPU]. The authentication type is dependent on the challenge (See the previous chapter) or the pre-configuration.

9.5 Application Layer Authentication

The authentication on the application layer is accomplished by using the Cred element in SyncHdr and the Status command associated with SyncHdr. Within the Status command, the challenge for the authentication is carried as defined earlier. The authentication can happen both directions, i.e., the client can authenticate itself to the server and the server can authenticate itself to the client.

9.4.2 MD5 digest access authentication with a challenge

At this example, assume (as in 9.4.1 above) the client tries to initiate with the server without any credentials (Pkg #1 is omitted here for brevity). The server challenges the client as above (Pkg #2 is also omitted from this example) for the application layer authentication. The authentication type is now syncml:auth-md5 (MD5 digest access authentication). The client MUST resend Pkg #1 this time with the MD5 credentials (as shown below in Pkg #1). The server accepts the credentials and the session is authenticated (Pkg#2 below). Also, the server sends the next nonce to the client, which the client MUST use when the next DM session is started. In the example, commands in SyncBody are not shown although in practice, they would be there.

B.1 SCR for DM Client

	Item
	Function
	Reference
	Status
	Requirement

	DM-PRO-C-001
	Support of Session Setup Phase
	8
	M
	


	DM-PRO-C-002
	Support of Session Abort
	8.1
	M
	

	DM-PRO-C-003
	Support of Multiple Messages
	6
	O
	

	DM-PRO-C-004
	Support of Large Object Handling. This is RECOMMENDED for clients.
	7
	O
	DM-PRO-LO-C-001 AND DM-PRO-LO-C-002 AND DM-PRO-LO-C-003 AND DM-PRO-LO-C-004 AND DM-PRO-LO-C-005 AND DM-PRO-LO-C-006 AND DM-PRO-LO-C-008 AND DM-PRO-LO-C-009 AND DM-PRO-LO-C-010

	DM-PRO-C-005
	Support of Management Phase 
	8
	M
	

	DM-PRO-C-006
	Support for executing Management Commands
	8
	M
	

	DM-PRO-C-007
	Executing User Interaction Commands 
	10
	O
	(DM-PRO-UI-C-001 OR DM-PRO-UI-C-002 OR DM-PRO-UI-C-003 OR DM-PRO-UI-C-004 OR DM-PRO-UI-C-005) AND DM-PRO-UI-C-006 

	DM-PRO-C-008
	Support for sending Status and Result after receiving Management Operations
	8.4
	M
	

	DM-PRO-C-009
	Support for standard SyncML command Format and Status and Result reporting
	8
	M
	

	DM-PRO-C-010
	Support for sending asynchronous data via client initiated Alerts
	8.3
	O
	

	
	
	
	
	

	DM-PRO-C-011
	Sending Generic Alert
	8.7
	O
	DM-PRO-GAlert-C-001 OR DM-PRO-GAlert-C-002

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


B.1.3 SCR for DM Session Setup Phase
	Item
	Function
	Reference
	Status
	Requirement

	DM-PRO-Session-C-001
	Support Server Notification
	8
	O
	DM-PRO-Session-C-003


	DM-PRO-Session-C-002
	Sending Client Initiation and Device Info (Package #1) including Final element 
	8.3
	M
	DM-PRO-Session-C-003 OR DM-PRO-Session-C-004

	DM-PRO-Session-C-003
	Sending Server-Initiated mgmt Alert
	8.3
	O
	

	DM-PRO-Session-C-004
	Sending Client-Initiated mgmt Alert
	8.3
	O
	

	DM-PRO-Session-C-005
	Sending Device Info in Replace Command in Package #1
	8.3
	M
	


B.1.4 SCR for Session Abort

	Item
	Function
	Reference
	Status
	Requirement

	DM-PRO-Abort-C-001
	Sending Session Abort Alert
	8.1
	O
	DM-PRO-Abort-C-004 AND DM-PRO-Abort-C-005

	DM-PRO-Abort-C-002
	Receiving Session Abort Alert
	8.1
	M
	

	DM-PRO-Abort-C-003
	Session Abort message includes Status and Results of executed commands
	8.1.2
	O
	DM-PRO-Abort-C-001

	DM-PRO-Abort-C-004
	Include Final in Message
	8.1.2
	O
	

	DM-PRO-Abort-C-005
	Sender of Abort discards the response if response is received 
	8.1.1
	O
	


B.1.5 SCR for Multiple Messages 
	Item
	Function
	Reference
	Status
	Requirement

	DM-PRO-Mul-C-001
	Last message within multiple messages must contain Final
	6.2
	M
	

	DM-PRO-Mul-C-002
	If message that is not the last one within Multiple Messages then the Next Message or Abort Alert must be sent
	6.2
	M
	


B.1.6 SCR for Large Object
	Item
	Function
	Reference
	Status
	Requirement

	DM-PRO-LO-C-001
	Response with Status 213 if data chunk that is not the last one is received
	7
	O
	

	DM-PRO-LO-C-002
	Management Commands inside Large Object is handled as Atomic
	7
	O
	

	DM-PRO-LO-C-003
	While sending data chunks all chunks except the last one must include “MoreData”
	7
	O
	

	DM-PRO-LO-C-004
	Indicate support for Large Object in DevDetail
	7
	O
	

	DM-PRO-LO-C-005
	Data chunks must be sent in continuous order without any new commands
	7
	O
	

	DM-PRO-LO-C-006
	Data that fits into a single message must be sent in a single message
	7
	O
	

	DM-PRO-LO-C-007
	Sending MaxObjSize to indicate size limitations for Package
	7
	O
	DM-PRO-C-004

	DM-PRO-LO-C-008
	Never encode packages bigger than the server indicated in MaxObjSize
	7
	O
	

	DM-PRO-LO-C-009
	Include Size in first data chunk
	7
	O
	

	DM-PRO-LO-C-010
	Validation of actual size and the Size value and report if not equal
	7
	O
	


B.1.7 SCR for User Interaction Commands

	Item
	Function
	Reference
	Status
	Requirement

	DM-PRO-UI-C-001
	Executing Display Alert
	10.2.1
	O
	

	DM-PRO-UI-C-002
	Executing Confirm or Reject Alert
	10.2.2
	O
	

	DM-PRO-UI-C-003
	Executing Text Input Alert
	10.2.3
	O
	

	DM-PRO-UI-C-004
	Executing Single Choice Alert
	10.2.4
	O
	

	DM-PRO-UI-C-005
	Executing Multiple Choice Alert
	10.2.4
	O
	

	DM-PRO-UI-C-006
	Order of the Items MUST be used in the same order as in the DM message
	10.2
	O
	


B.1.8 SCR for Generic Alert

	Item
	Function
	Reference
	Status
	Requirement

	DM-PRO-GAlert-C-001
	The Generic Alert have a relation to a Management Object
	8.7
	O
	DM-PRO-GAlert-C-003

	DM-PRO-GAlert-C-002
	The Generic Alert does not have a relation to a Management Object
	8.7
	O
	

	DM-PRO-GAlert-C-003
	LocURI must reference the address to the corresponding Management Object
	8.7
	O
	

	DM-PRO-GAlert-C-004
	Support for Correlator
	8.7.1.10
	O
	DM-PRO-C-011

	DM-PRO-GAlert-C-005
	Type must be included and it is RECOMMENDED to include URN or registered MIME-type as Type 
	8.7.1.6
	O
	DM-PRO-C-011

	DM-PRO-GAlert-C-006
	Support for importance level, Mark
	8.7.1.8
	O
	DM-PRO-C-011


B.2 SCR for DM Server

	Item
	Function
	Reference
	Status
	Requirement

	DM-PRO-S-001
	Support of Session Setup Phase
	8
	M
	

	DM-PRO-S-002
	Support of Session Abort 
	8.1
	M
	

	DM-PRO-S-003
	Support of Multiple Messages
	6
	M
	

	DM-PRO-S-004
	Support of Large Object Handling
	7
	M
	

	DM-PRO-S-005
	Support of Management Phase
	8
	M
	

	DM-PRO-S-006
	Support for sending Management Commands
	8
	M
	

	DM-PRO-S-007
	Sending User Interaction Commands
	10
	O
	(DM-PRO-UI-S-001 OR DM-PRO-UI-S-002 OR DM-PRO-UI-S-003 OR DM-PRO-UI-S-004 OR DM-PRO-UI-S-005) AND DM-PRO-UI-S-006

	DM-PRO-S-008
	Support for sending Status and Results on Client Commands and Alerts
	8
	M
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	DM-PRO-S-009
	Support of Generic Alert
	8.7
	M
	

	DM-PRO-S-010
	Support application layer authentication
	9
	M
	

	
	
	
	
	

	
	
	
	
	


B.2.3 SCR for DM Session Setup Phase

	Item
	Function
	Reference
	Status
	Requirement

	DM-PRO-Session-S-001
	Support Server Notification
	8
	O
	SCR-DM-NOTI-S-001  

	DM-PRO-Session-S-002
	Support of receiving initiation message from client (Package #1), perform authentication and send initiation (Package #2)

	8.4
	M
	


B.2.4 SCR for Session Abort

	Item
	Function
	Reference
	Status
	Requirement

	DM-PRO-Abort-S-001
	Sending Session Abort Alert
	8.1
	O
	DM-PRO-Abort-S-004 AND DM-PRO-Abort-S-005

	DM-PRO-Abort-S-002
	Receiving Session Abort Alert
	8.1
	M
	

	DM-PRO-Abort-S-003
	Session Abort message includes Status and Results of executed commands
	8.1.2
	O
	DM-PRO-Abort-S-001

	DM-PRO-Abort-S-004
	Include Final in Message
	8.1.2
	O
	

	DM-PRO-Abort-S-005
	Sender of Abort must discard the response if response is received 
	8.1.1
	O
	


B.2.5 SCR for Multiple Messages 

	Item
	Function
	Reference
	Status
	Requirement

	DM-PRO-Mul-S-001
	Last message within multiple messages must contain Final
	6.2
	M
	

	DM-PRO-Mul-S-002
	If message that is not the last one within Multiple Messages then the Next Message or Abort Alert must be sent
	6.2
	M
	


B.2.6 SCR for Large Object

	Item
	Function
	Reference
	Status
	Requirement

	DM-PRO-LO-S-001
	Response with Status 213 if data chunk that is not the last one is received
	7
	M
	

	DM-PRO-LO-S-002
	Management Commands inside Large Object is handled as Atomic
	7
	M
	

	DM-PRO-LO-S-003
	While sending data chunks all chunks except the last one must include “MoreData”
	7
	M
	

	DM-PRO-LO-S-004
	Data chunks must be sent in continues order without any new ccommands
	7
	M
	

	DM-PRO-LO-S-005
	Data that fits into a single message must be sent in a single message
	7
	M
	

	DM-PRO-LO-S-006
	Sending MaxObjSize to indicate size limitations for Package
	7
	O
	

	DM-PRO-LO-S-007
	Never encode packages bigger than the server indicated in MaxObjSize
	7
	M
	

	DM-PRO-LO-S-008
	Include Size in first data chunk
	7
	M
	

	DM-PRO-LO-S-009
	Validation of actual size and the Size value and report if not equal
	7
	M
	


B.2.7 SCR for User Interaction Commands

	Item
	Function
	Reference
	Status
	Requirement

	DM-PRO-UI-S-001
	Sending Display Alert
	10.2.1
	O
	

	DM-PRO-UI-S-002
	Sending Confirm or Reject Alert
	10.2.2
	O
	

	DM-PRO-UI-S-003
	Sending Text Input Alert
	10.2.3
	O
	

	DM-PRO-UI-S-004
	Sending Single Choice Alert
	10.2.4
	O
	

	DM-PRO-UI-S-005
	Sending Multiple Choice Alert
	10.2.4
	O
	

	DM-PRO-UI-S-006
	Order of the Items MUST be followed in the DM message
	10.2
	O
	


B.2.8 SCR for Generic Alert

	Item
	Function
	Reference
	Status
	Requirement

	DM-PRO-GAlert-S-001
	Support for receiving, parsing and send Status back to client
	8.7
	M
	

	DM-PRO-GAlert-S-002
	Perform action from the data content in the Generic Alert
	8.7
	O
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