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1 Reason for Change

The goal of this CR is to update the definition of the bootstrap in DM.  Discussions that took place during the Frankfurt meeting showed that the bootstrap is a mechanism and operation allowing the addition of a new DM Server account (DMacc) in the management tree of a device. The device on which a bootstrap takes place (for example through OTA or SC) is not necessarily a “fresh” or “clean” device: it may have been already used and its management tree may also already encompass other accounts of DM servers. Unfortunately, the current version of DM bootstrap document (OMA-TS-DM-Bootstrap-V1_2_0-20050222-D) does not reflect this definition.

2 Impact on Backward Compatibility

No impact. 

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that this CR is approved.

6 Detailed Change Proposal

3.2 Definitions

See the DM Tree and Description [DMTND] document for definitions of terms related to the management tree.

	2G UICC
	UICC activated in a 2G mode that has physical characteristics of UICC [TS102.221] but logical characteristics of SIM [151.011].

	3G UICC
	UICC activated in a 3G mode that has physical and logical characteristics of the UICC [TS102.221].

	ADM
	Access condition to an EF which is under the control of the authority which creates this file.

	Application
	The implementation of a well-defined and related set of functions that perform useful work on behalf of the user. It may consist of software and or hardware elements and associated user interfaces.

	Application Identifier
	A data element that identifies an application in a smartcard. An application identifier may contain a registered application provider number in which case it is a unique identification for the application. If it contains no application provider number, then this identification may be ambiguous.

	Authentication
	Authentication is the process of ascertaining the validity of either the Device or the Device Management Server’s identity.

	Binary Files
	Binary Files are equivalent to transparent files as described in [TS102.221].

	Bootstrap
	The process of provisioning the DM client to a state where it is able to initiate a management session to a new DM server.

	Card Issuer
	The organization or entity that owns and provides a smartcard product.

	Cardholder
	The person or entity presenting a smartcard for uses.

	Cardholder Verification
	Also called the PIN. Typically a 4 to 8 digit number entered by the cardholder to verify that the cardholder is authorized to use the card.

	Command
	A message sent by the ME to the smartcard that initiates an action and solicits a response from the smartcard.

	Content
	Content means data delivered inside of OMA DM messages <Data>-elements.

	Data Object Directory Files
	Contain directories of data objects (not keys or certificates) ([PKCS#15], section 6.7) known to the PKCS#15 application.

	Dedicated File
	A file containing access conditions and, optionally, Elementary Files (EFs) or other Dedicated Files.

	Device
	The Device is, or is to become managed by one or more remote entities (Device Management Servers). A device may have many characteristics, and many parameters may be made available for reading, writing, deleting and modifying by a Device Management Server.

	Device Management Server
	The Device Management Server is an entity that is responsible for maintaining one or more Devices, in whole or in part. Its role is to facilitate the easy maintenance of a Device.

	Elementary File
	A set of data units or records that share the same identifier. It cannot be a parent of another file.

	File Identifier
	A 2-byte binary value used to address a file on a smartcard.

	Management Session
	A continuous connection between the Device and the Device Management Server established for the purpose of carrying out one or more device management operations.

	Message Authentication Code
	A value computed based on a message hash and some form of shared secret. The MAC is transported outside the bootstrap package.

	Object Directory File
	The mandatory Object Directory File ([PKCS#15], section 6.2) consists of pointers to other EFs, each one containing a directory over PKCS#15 objects of a particular class (here and below, a “directory” means a list of objects).

	Path
	Concatenation of file identifiers without delimitation. The Path type is defined in [ISO7816-4] sub-clause 5.1.2. If the path starts with the MF identifier (0x3F00), it is an absolute path; otherwise it is a relative path. A relative path must start with the identifier of the current DF (or with the identifier '0x3FFF').

	Record
	A string of bytes within an EF handled as a single entity.

	Smartcard
	A device with an embedded microprocessor chip. A smartcard is used for storing data and performing typically security related (cryptographic) operations. A smartcard may be the SIM, the UICC, the R-UIM or a smartcard used in a secondary smartcard reader of a device.

	UICC
	A physically secure device, an IC card (or smartcard), that can be inserted and removed from the device. It may contain one or more applications [TS102.221].


4. Introduction

Other SyncML OMA DM specifications define how a management session is established and maintained. However, in order for a device to be able to initiate a management session it must be provisioned with SyncML OMA DM settings. 


OMA DM bootstrap is a process of provisioning the DM client to a state where it is able to initiate a management session to a new DM server. OMA DM Bootstrap can move a device from an un-provisioned, empty state, to a state where it is able to initiate a management session to a DM server. DM clients that have already been bootstrapped can be further bootstrapped to enable the device to initiate a management session to new DM servers.
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