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1. Scope
(Informative)

The scope of the Device Manegement architecture document is to define the architecture for the Device Manegement enabler. 

This document details the functional description and architecture for device Manegement within OMA specifications..  

This document fulfils the functional capabilities and information flows needed to support this service enabler as described in the Device Manegement Requirements document [DM-RD].

The other Enablers from Device Management should refer to this document, explaining possible GAPs and improvements.

2. References

2.1 Normative References

	[DMBOOT]
	“OMA Device Management Bootstrap, Version 1.2”. Open Mobile Alliance(. 
OMA-TS-DM-Bootstrap-V1_2_0. URL:http://www.openmobilealliance.org

	[DMDDFDTD]
	“OMA DM Device Description Framework, Version 1.2”. Open Mobile Alliance(. 
OMA-TS-DM-DDF-V1_2_0. URL:http://www.openmobilealliance.org

	[DMNOTI]
	“OMA Device Management Notification Initiated Session, Version 1.2”. Open Mobile Alliance(. OMA-DM-Notification-V1_2_0. URL:http://www.openmobilealliance.org

	[DMPRO] 
	“OMA Device Management Protocol, Version 1.2”. Open Mobile Alliance(. 
OMA-TS-DM-Protocol-V1_2_0. URL:http://www.openmobilealliance.org

	[DMRD]
	“OMA Device Management Requirements Document, Version 1.2”. Open Mobile Alliance(. OMA-RD-DM-V1_2_0. URL:http://www.openmobilealliance.org

	[DMREPU]
	“OMA Device Management Representation Protocol, Version 1.2”. 
Open Mobile Alliance(. OMA-TS-DM-RepPro-V1_2_0. URL:http://www.openmobilealliance.org

	[DMSEC] 
	“OMA Device Management Security, Version 1.2”. Open Mobile Alliance(. 
OMA-TS-DM-Security-V1_2_0. URL:http://www.openmobilealliance.org

	[DMSTDOBJ]
	“OMA Device Management Standardized Objects, Version 1.2”. Open Mobile Alliance(. OMA-TS-DM-StdObj-V1_2_0. URL:http://www.openmobilealliance.org

	[DMTND]
	“OMA Device Management Tree and Description, Version 1.2”. Open Mobile Alliance(. OMA-TS-DM-TND-V1_2_0. URL:http://www.openmobilealliance.org

	[DMTNDS]
	“OMA Device Management Tree and Description Serialization, Version 1.2”. Open Mobile Alliance(. OMA-TS-DM-TNDS-V1_2_0. URL:http://www.openmobilealliance.org

	[ERELDSC] 
	“Enabler Release Definition for SyncML Common Specifications, version 1.2”. Open Mobile Alliance(. OMA-ERELD-SyncML-Common-V1_2_0. URL:http://www.openmobilealliance.org

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt


2.2 Informative References

	[ARCH-PRINC]
	“OMA Architecture Principles”, <doc ref>, URL:http://www.openmobilealliance.org/

	[ARCH-REVIEW]
	“OMA Architecture Review Process”, <doc ref>, URL:http://www.openmobilealliance.org/

	[OMA-DICT]
	“OMA Dictionary”, <doc ref>,URL:http://www.openmobilealliance.org/

	
	

	
	<< Add/Remove reference rows as needed! >>


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

This is an informative document, which is not intended to provide testable requirements to implementations.

3.2 Definitions

	Interface
	See [OMA-DICT].

	Device Management
	Management of the Device configuration and other managed objects of Devices from the point of view of the various Management Authorities. Device Management includes, but is not restricted to setting initial configuration information in Devices, subsequent updates of persistent information in Devices, retrieval of management information from Devices and processing events and alarms generated by Devices.


3.3 Abbreviations

	OMA
	Open Mobile Alliance

	DM
	Device Management

	DTD
	Document Type Definition

	ERDEF
	Enabler Requirement Definition

	ERELD
	Enabler Release Definition

	HTTP
	Hypertext Transfer Protocol

	MIME
	Multipurpose Internet Mail Extension

	OBEX
	Object Exchange protocol

	OMA
	Open Mobile Alliance

	RD
	Requirements Document

	SCR
	Static Conformance Requirements

	SyncML
	Synchronization Mark-up Language

	WAP
	Wireless Application Protocol

	WSP
	Wireless Session Protocol

	XML
	Extensible Mark-up Language


4. Introduction
(Informative)

<< Describe the high level architecture in greater detail than provided in section 1.  From a market perspective, this section should answer the following questions (in prose):

What is the purpose of this architecture?

What problems does this architecture solve?

DELETE THIS COMMENT >>

The following definition of Device Management (DM) is taken from [ERELDM], and can also be seen at the definitions section:

Device Management refers to the Management of the Device configuration and other managed objects of Devices from the point of view of the various Management Authorities. Device Management includes, but is not restricted to setting initial configuration information in Devices, subsequent updates of persistent information in Devices, retrieval of management information from Devices and processing events and alarms generated by Devices. 

Device management allows third parties to carry out the procedures of configuring mobile devices on behalf of the end user (customer). Third parties would typically be wireless operators, service providers or corporate information management departments.

4.1 Use Cases

<< Identify the Use Cases that covered by the architecture.  Add all references to Use Case documents to section 2.  This section should also identify the major Actors in the architecture.  DELETE THIS COMMENT >>

The Use cases covered by this architecture can be found at the DM-RD, and on the different Enabler RDs for the different DM enablers.
4.2 Requirements

<< This section MUST include:

1. identification of the Requirements Document(s) on which this architecture is based.  The referenced RDs MUST be included in section 2.

2. a clear statement about the requirements that are met or satisified and those that are NOT met or satisified. There are many ways to provide this information including (but not limited to): stating “All requirements in RD XXX are met”, stating “All requirements in RD XXX are met except Y.Y and Z.Z”, stating “only requirements Y.Y and Z.Z in RD XXX are met”, etc.

The editor may use a table to specify the above information.

DELETE THIS COMMENT >>

The Requirements covered by this architecture can be found at the DM-RD, and on the different Enabler RDs for the different DM enablers.

The requirements met and satisfied by the different releases can be found also at the last version of the RD documents.
4.3 Planned Phases

<< Specify where this architecture is within the projected phases (e.g. phase 1.0, phase 2.0, etc.).  If the current phase is greater than phase 1.0, briefly describe how this version of the architecture differs from the previous version.  It may be appropriate to include a separate sub-section for the various phases. 

If no additional phases are planned beyond this architecture then state so.
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As stated before, the work of DM, is going to be focused on the evolution of the different DM enablers, as well as updates in the DM baseline if needed.
However, further changes to the DM AD should be included in the different enabler AD.

5. Architectural Model

<< This section defines the enabler’s architectural model.  The model identifies: a) all internal functional components of this enabler, and b) all of the communication relationships between the components of this enabler and with other enablers and applications (including those specifications not defined by OMA).

This section SHOULD contain a diagram of the architecture.  Diagrams in this section should contain logical entities only and not conflate logical entities with physical entities.  However, mobile terminals and networks may be shown because of their potential relevance in the design of the architecture.  Figure 1 is an illustrative example of an architectural diagram and should be modified to reflect this architecture.

Working Groups SHOULD re-use functions specified by other enablers.  Working Groups should consult other Architecture Documents and Specifications to identify any of this architecture’s functionality (e.g. its systems, subsystems, interfaces, etc) that is already specified. 

This section MAY include an explanation and/or diagram to show how this architecture relates to the various views (i.e. the reference point view) defined in  “Inventory of Architectures and Services”.  This diagram and explanation, however, are optional.  
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OMA Device Management consists of two stages:

· Stage One - Bootstrap through Client Provisioning

Bootstrap is the process of moving a device from an un-provisioned, empty state to a state where it is able to initiate a management session.  In addition to basic connectivity information, application access information can also be configured during the bootstrap process.  A Bootstrap server can be used to send out bootstrap messages via a push mechanism, e.g. WAP Push or OBEX. The Server must be told the device address/phone number beforehand, for example, by a sales system, consumer web site, the network, etc.  [DMBOOT]. 

Bootstrap can also be performed by provisioning the smart card on the phone [PROVSC] and [DMBOOT].

In order to bootstrap initial OMA DM settings, bootstrap profiles define how different kinds of devices can be bootstrapped.  Currently two profiles are defined: OMA CP Profile and OMA DM Profile. 

Bootstrapping a DM device can be conducted through all the transport mechanisms defined for DM. In the local case, the transport used could be OBEX and in the remote case WAP Push. For over the air bootstrapping using the WAP profile, the bootstrap server sends a bootstrap binary XML [WBXML] document that is pushed via WAP connectionless push [PROVBOOT]. The content of the Bootstrap document is specified in the OMA Provisioning Content Specification [PROVCONT].
· Stage Two – Continuous Provisioning through OMA DM

Continuous provisioning is the process by which the device is provisioned, through a OMA DM server, with further infrastructure information after the device is bootstrapped. 

Continuous Provisioning makes use of the SyncML Representation Protocol and the OMA DM protocol. The SyncML Representation Protocol is an XML-based representation protocol that specifies an XML DTD to allow the representation of all the information required to perform synchronization or device management, including data, metadata and commands [REPPRO]. To reduce the data size, a binary coding of SyncML based on the W’P Forum's WBXML is defined. The use of the representation protocol for device management is further specified in [DMREPPRO]. The OMA DM Protocol specifies how SyncML messages conforming to the XML DTD are exchanged in order to allow a device management client and server to exchange additions, deletes, updates and other status information [DMPRO]. 

The Transport Binding specifications ([SYNCHTTP], [SYNCOBEX] and [SYNCWSP]) specify how to use a particular transport to exchange messages and responses. Note that the SyncML Representation and DM protocols are transport-independent. Each SyncML package is completely self-contained, and could in principle be carried by any transport. The initial bindings specified are HTTP, WSP and OBEX, but there is no reason why SyncML could not be implemented using email or message queues, to list only two alternatives. Because SyncML messages are self-contained, multiple transports may be used without either the server or client devices having to be aware of the network topology.

Each device that supports SyncML DM must contain a management tree [DMTND]. The management tree organizes all available management objects in the device as a hierarchical tree structure where all nodes can be uniquely addressed with a URI. Nodes are the entities that can be manipulated by management actions carried over the SyncML DM protocol. Each node has properties (name, type, etc.) associated with it. The access control list (ACL) property defines which server can manage the node in what fashion (ADD, GET, REPLACE and DELETE). 

A management object is a sub-tree of the management tree that is intended to be a (possibly singleton) collection of nodes that are related in some way. Three managed objects have been standardized in DM release 1.2 [DMSTDOBJ]
:

· OMA DM - Settings for the OMA DM client in a managed device.

· DevInfo – Essential device information that is sent from the client to the server at the beginning of every DM session.

· DevDetail - General device information that benefits from standardization. 
The SyncML Device Description Framework prescribes a way for device vendors to describe their devices so that a management system can understand how to manage the device [DMTND]. This allows new proprietary device functions be managed before they are standardized. Specifically, device manufacturers will publish descriptions of their devices as they enter the market. When the descriptions are fed into DM servers, the servers will be able to recognize and manage the new functions in the devices. The SyncML DM Device Description Framework DTD is defined in [DMDDFDTD].

5.1 Dependencies

<< This section MUST enumerate all of the dependencies this architecture has.  Dependencies in this context include other enablers, specifications, etc. this enabler calls (i.e. re-uses).  Each dependency MUST include a reference to the document(s) that specifies the depdency.  All of these references MUST also be included in Section 2.1.

The enumeration would be along the lines of a list with entries such as

    - IMAP binary extension [RFC3516]
where the reference (e.g. RFC3516 in this example) would link to the fully qualifed reference in section 2.1 table.

If this architecture has no dependencies, then this section only needs to contain a statement as such.
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.

5.2 Architectural Diagram

The following figure shows the OMA device management architecture.
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Figure 1: DM Overview
5.3 Functional Components and Interfaces

<< This section describes all of the architecture’s functional components and interfaces. Each of the components should be described in a separate subsection and MUST contain at least the following information:

Name

Description

Responsibility (e.g. what does the component do/perform)

Each component SHOULD have at least one interface that can be used by some other functional component, enabler, application, etc.

All of the interfaces should be described in this section.  The interfaces MUST be described in a language-independent way as required by [ARCH-PRINC].

Each interface description MUST include at least the following information:

Name

Description

Entities in this enabler that will use the interface 

Interface naming convention: The name of an interface consists of one, two, or three characters, followed by a dash, followed by a running number (starting at “1” and counting upwards in steps of 1 for each new interface).  Each work group decides about the character(s) for their interfaces as long as there is no duplication with already existing names (work groups can consult ARCH to confirm).  Interface names should be chosen in an intuitive way to allow easy recognition of the interface (e.g. based on what functionality is communicated over the interface).  Some examples are:

     B-1
B stands for “Browsing”

     POC-5
POC stands for “Push to Talk over Cellular”

     MMS-7
MMS stands for “Multimedia Messaging”
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Main components of OMA device management include:

5.3.1 Functional Components
5.3.1.1 OMA DM client: 
· Name: OMA DM Client.

· Description: Any OMA DM enabled client
· Responsablity: In charge of translating the information from the server in information to be managed by the device.
5.3.1.2 Bootstrap server: 
· Name: Bootstrap Server.

· Description: A server.
· Responsablity: In charge of moving a device from an empty state to a state where the device is able to initiate a management session. In addition to basic connectivity information, application access information can also be configured during the bootstrap process. This process can be over the air provisioning or by means of smart card provisioning [PROVBOOT][PROVSC][DMBOOT]. 
5.3.1.3 OMA DM server: 

· Name: OMA DM Server.

· Description: A server.
· Responsablity: a server whose responsibility is to provision a device with further information after the device is bootstrapped.
5.3.1.4 Push proxy gateway:

· Name: Push Proxy gateway.

· Description: A WAP Proxy Gateway.
· Responsablity: In charge of providing push proxy services. The bootstrap server uses the push service to deliver bootstrap messages [PROVBOOT]. The OMA DM server may use the push service to notify the DM client to start a management session [DMNOTI].
5.3.1.5 SC:

· Name: SmartCard.

· Description: A SmartCard entity..
· Responsablity: This entity, when first introduced in a device, should be In charge of moving a device from an empty state to a state where the device is able to initiate a management session. 
5.3.1.6 Download Server:

· Name: Download Server.

· Description: A Download Server.
· Responsablity: This entity, should be in charge of providing the device with the different packages of SW to be downloades, such us distributing update packages for firmware updates. 
5.3.2 Interfaces and Protocols
5.3.2.1 Provisioning content:

· Name: Provisioning content.

· Description: an XML DTD and a data model based on the DTD to specify the message content for bootstrapping a device [PROVCONT] when using OMA CP Profile.
· Entities in this enabler that will use the interface or protocol: Bootstrap server, OMA DM Client, SC and OMA DM Server or Push proxy gateway.

5.3.2.2 SyncML representation protocol, Device management usage:

· Name: SyncML representation protocol, Device management usage.

· Description: an XML-based protocol that specifies an XML DTD to allow the representation of all the information required to perform synchronization or device management, including data, metadata and commands [REPPRO]. To reduce the data size, a binary coding of SyncML based on the W’P Forum's WBXML is defined. The use of this protocol for device management is further specified in [DMREPU].
· Entities in this enabler that will use the interface or protocol: Bootstrap server, SC, OMA DM Client or OMA DM Sever.

5.3.2.3 SyncML device description framework for device management:

· Name: SyncML device description framework for device management.

· Description: an XML DTD that prescribes a way for device vendors to describe their devices so that a management system can understand how to manage the device [DMDDFDTD].
· Entities in this enabler that will use the interface or protocol: SC, OMA DM Client or OMA DM Sever.

5.3.2.4 SyncML DM Protocol:

· Name: OMA DM Protocol.

· Description: The OMA DM protocol specifies how SyncML messages conforming to the XML DTD are exchanged in order to allow a device management client and server to exchange additions, deletes, updates and other status information [DMPRO]. 
· Entities in this enabler that will use the interface or protocol: SC, OMA DM Client or OMA DM Sever.

5.3.2.5 OMA device management tree:

· Name: OMA device management tree.

· Description: The SyncML device management tree organizes all available management objects in the device as a hierarchical tree where all nodes can be uniquely addressed and manipulated by management actions carried over the SyncML DM protocol [DMTND].
· Entities in this enabler that will use the interface or protocol: SC, OMA DM Client or OMA DM Sever.

5.3.2.6 OMA Device Management Standard Objects:

· Name: OMA Device Management Standard Objects.

· Description: To promote interoperability between different implementations of SyncML device management, a set of standard management objects are defined in DM release 1.2 [DMSTDOBJ].
· Entities in this enabler that will use the interface or protocol: SC, OMA DM Client or OMA DM Sever.

5.3.2.7 WAP Push:

· Name: WAP Push.

· Description: WAP Push can provide connectivity between a device and a bootstrap server or a OMA DM server. WAP Push provides push content delivery over wireless networks. See http://www.openmobilealliance.org/ for links to the latest WAP specifications.
· Entities in this enabler that will use the interface or protocol: OMA DM Client, bootstrap server or Push Proxy Gateway.
5.3.2.8 Object Exchange Protocol (OBEX):

· Name: Object Exchange Protocol (OBEX).

· Description: OBEX can provide local connectivity between a device and a bootstrap server or a OMA DM server. OBEX is a compact, efficient, binary protocol that enables a wide range of devices to exchange data in a simple and spontaneous manner using either IrDA or Bluetooth. See http://www.irda.org/ for the latest OBEX specifications.
· Entities in this enabler that will use the interface or protocol: OMA DM Client, bootstrap server or OMA DM Server.

5.3.2.9 HTTP

· Name:HTTP.

· Description: HTTP can provide the connectivity between a device and a SyncML DM server. The HTTP protocol enables content delivery over TCP/IP based networks. See http://www.ietf.org for the latest versions of the specifications.
· Entities in this enabler that will use the interface or protocol: OMA DM Client, or OMA DM Server.

5.3.2.10 TLS

· Name: TLS.

· Description: TLS provides transport layer security and can be used to provide encryption protection for SyncML Device Management Protocol. •
TLS

· TLS protocol provides secure services at the transport layer. See http://www.ietf.org for the latest version of the specification.
· Entities in this enabler that will use the interface or protocol: OMA DM Client or OMA DM Server.

5.3.2.11 WAP Binary XML (WBXML)
· Name: WAP Binary XML (WBXML).

· Description: WBXML enables a compact binary representation of the XML for both bootstrap and continuous provisioning.
· Entities in this enabler that will use the interface or protocol: OMA DM Client or OMA DM Server.

Transport bindings for the protocol: specifies how to use a particular transport (e.g., HTTP) to exchange device management messages and responses [SYNCHTTP], [SYNCOBEX] and [SYNCWSP]. 

· Transport bindings for the protocol

This set of specifications ([SYNCHTTP], [SYNCOBEX] and [SYNCWSP]) defines how to use a particular transport to exchange messages and responses. 

5.4 Flows

<< The objective of this section is to describe the high-level logical flows between the architectural entities.
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<< The following is a model of a revision table.  DELETE THIS COMMENT >>
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If needed, add annex to provide additional information to support the document.  In general, this information should be informative, as normative material should be contained in the primary body of the document.
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� In the future, these are going to be standardized separately from the protocol release.
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