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1 Reason for Change

Change 1:

All commands in DM-RepPro has a defined list of valid status codes, this list is not complete. Instead of making this list complete this CR adds to the spec that status code MUST be one from SyncML Common RepPro and this list is non-exhaustive list of status codes. 
Change 2:

Compared to the first revision of this CR this version also adds some of the obvious missing status codes. The first version of the CR was noted due to there was a recommendation to mandate the usage of the status codes listed in DMRepPro. Since there have not been any work in the WG to add the missing status codes in almost one year since this CR was posted in April 2005 this version of the CR only adds some of the obvious missing status codes and references the Common RepPro for a complete list.
Change 3:
Add clarification to which status code to use if the device does note support adding more nodes on a specific URI. 
2 Impact on Backward Compatibility

None. 

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Recommend that this should be included in DM 1.2 release.

6 Detailed Change Proposal

6.5.1 Add

One or more Item element types MUST be specified. The Item element type specifies the data items to be transferred to the recipient. The Target specified within the Item element type MUST be a full device URI.
Note: If the device does not allow more nodes to be added at the requested position the device SHOULD send status 420 - Device Full.
The command MUST return a valid status code as defined in [REPPRO], the list below is a non-exhaustive list of status codes:
	Status code
	Meaning

	(200) OK
	The command accessed leaf node and it completed successfully.

	(213) Chunked item accepted
	Chunked item accepted and buffered.

	(215) Not executed
	Command was not executed, as a result of user interaction and user chose to abort or cancel.

	(216) Atomic roll back OK
	Command was inside Atomic element and Atomic failed. This command was rolled back successfully.

	(401) Unauthorized
	The originator's authentication credentials specify a principal with insufficient rights to complete the command.

	(404) Not Found
	The specified data item doesn't exist on the recipient. This may also imply that the stated URI  for the location of the new management object cannot be resolved

	(405) Command not allowed
	Command not allowed. The requested command is not allowed on the target.

	(407) Authentication required
	No authentication credentials were specified. A suitable challenge can also be returned.

	(413) Request entity too large
	The data item to be transferred is too large (e.g., there are restrictions on the size of data items transferred to the recipient).

	(414) URI too long
	URI in command is too long. Either string presenting URI or segment in URI is too long or URI has too many segments.

	(415) Unsupported media type or format
	The media type or format for the data item is not supported by the recipient.

	(418) Already exists
	The requested Add command failed because the target already exists.

	(420) Device full
	The recipient device storage is full.

	(424) Size mismatch
	The chunked object was received, but the size of the received object did not match the size declared within the first chunk.

	(425) Permission denied
	The server does not have the proper ACL permissions.

	(500) Command failed
	Non-specific errors created by the recipient while attempting to complete the command.

	(516) Atomic roll back failed
	Command was inside Atomic element and Atomic failed. This command was not rolled back successfully. Server should take action to try to recover client back into original state.


6.5.2 Alert

The Item element type specifies parameters for the Alert command. The command MUST return a valid status code as defined in [REPPRO], the list below is a non-exhaustive list of status codes:


	Status code
	Meaning

	(200) OK
	The command and the associated Alert action are completed successfully.

	(202) Accepted for processing
	The command was accepted successfully, but the Alert action has not yet been executed successfully. A subsequent exception condition can be created to relate the eventual completion status of the associated Alert action.

	(214) Operation Cancelled
	The user cancelled the user interaction Alert.

	(215) Not Executed
	Command was not executed, as a result of user interaction and user chose to abort or cancel.

	(216) Atomic rollback OK
	Command was inside Atomic element and Atomic failed. This command was rolled back successfully.

	(304) Not modified
	The Confirmation UI Alert produced a negative response from the user.

	(401) Unauthorized
	The originator’s authentication credentials specify a principal with insufficient rights to complete the command.

	(405) Command not allowed
	The device management protocol does not allow the Alert command to be specified at within the current DM package.

	(406) Optional feature not supported
	The specified Alert command is not supported by the recipient.

	(407) Authentication required
	No authentication credentials were specified. A suitable challenge can also be returned. A suitable challenge can also be returned.

	(408) Request timeout
	The user didn't respond to the user interaction Alert within the timeout period.

	(412) Incomplete command
	The Alert command didn’t include all the correct parameters in the Item element type.

	(415) Unsupported media type or format
	The media type or format for the data item is not supported by the recipient.

	(416) Requested range not satisfiable 
	The client is not able to display the user interaction Alert because of a device limitation (like too long choice).

	(500) Command failed
	Non-specific errors created by the recipient while attempting to complete the command.

	(516) Atomic rollback failed
	Command was inside Atomic element and Atomic failed. This command was not rolled back successfully. Server should take action to try to recover client back into original state.


6.5.3 Atomic

Nested Atomic commands and Get commands are not legal. A nested Atomic command or Get command will generate an error (500) Command failed.
The command MUST return a valid status code as defined in [REPPRO], the list below is a non-exhaustive list of status codes:
	Status code
	Meaning

	(200) OK
	 The command completed successfully.

	(215) Not executed
	Command was not executed, as a result of user interaction and user chose to abort or cancel.

	(401) Unauthorized
	The originator's authentication credentials specify a principal with insufficient rights to complete the command.

	(406) Optional Feature Not Supported
	The specified Atomic command is not supported by the recipient.

	(407) Authentication required
	No authentication credentials were specified. A suitable challenge can also be returned.

	(500) Command failed
	Nested Atomic command was detected.

	(507) Atomic failed
	Error occurs while performing an individual command specified in an Atomic element type.

	(517) Atomic Response too large to fit.
	The response to an atomic command was too large to fit in a single message.


6.5.4 Copy

In this version, the source and the destination nodes MUST be both leaf nodes. Assuming both nodes are leaves, the value of the source node overwrites the value of the target node. If the Copy command cannot be executed because the target node cannot be overwritten with the value of the source node for reasons other than access control rights, (403) Forbidden status is sent back. 
The command MUST return a valid status code as defined in [REPPRO], the list below is a non-exhaustive list of status codes:
	Status code
	Meaning

	(200) OK
	The command and the associated Alert action are completed successfully.

	(215) Not executed
	Command was not executed as the user chose to abort/cancel management operation/command.

	(216) Atomic roll back OK
	Command was inside Atomic element and Atomic failed. This command was rolled back successfully.

	(401) Unauthorized
	The originator's authentication credentials specify a principal with insufficient rights to complete the command.

	(403) Forbidden
	Forbidden. The command could not be executed because the source cannot be copied to the destination URI for reasons other than access control rights.

	(405) Command not allowed
	The requested command is not allowed on the target.

	(406) Optional Feature Not Supported
	The specified Copy command is not supported by the recipient.

	(407) Authentication required
	No authentication credentials were specified. A suitable challenge can also be returned.

	(414) URI too long
	URI in command is too long. Either string presenting URI or segment in URI is too long or URI has too many segments.

	(418) Already exists
	The target data item already exists in the recipient management tree.

	(420) Device full
	There is insufficient space in the recipient management tree for the data item.

	(425) Permission denied
	The server does not have the proper ACL permissions.

	(500) Command failed
	Non-specific errors created by the recipient while attempting to complete the command.

	(510) Data store failure
	Error occurs while the recipient copying the data item within the recipient's management tree.

	(516) Atomic roll back failed
	Command was inside Atomic element and Atomic failed. This command was not rolled back successfully. Server should take action to try to recover client back into original state.


6.5.5 Delete

One or more Item element types MUST be specified. The Item element type specifies the data item deleted from the management tree. The Target specified within the Item element type MUST be a full device URI.
The command MUST return a valid status code as defined in [REPPRO], the list below is a non-exhaustive list of status codes:
	Status code
	Meaning

	(200) OK
	The command and the associated individual commands are completed successfully.

	(215) Not executed
	Command was not executed as the user chose to abort/cancel management operation/command.

	(216) Atomic roll back OK
	Command was inside Atomic element and Atomic failed. This command was rolled back successfully.

	(401) Unauthorized
	The originator's authentication credentials specify a principal with insufficient rights to complete the command.

	(403) Forbidden
	The target of a Delete command is a node that cannot be deleted for reasons other than access control (for example, if the node is in use).

	(404) Not found
	The recipient determines that the data item doesn't exists on the recipient's management tree.

	(405) Command not allowed
	The requested command is not allowed on the target.

	(407) Authentication required
	No authentication credentials were specified. A suitable challenge can also be returned.

	(414) URI too long
	URI in command is too long. Either string presenting URI or segment in URI is too long or URI has too many segments.

	(425) Permission denied
	The server does not have the proper ACL permissions.

	(516) Atomic roll back failed
	Command was inside Atomic element and Atomic failed. This command was not rolled back successfully. Server should take action to try to recover client back into original state.


6.5.6 Exec

Note that the nature of the target of the Exec command, how it interprets arguments, and how it returns values are all dependent upon the node description for the target.
The command MUST return a valid status code as defined in [REPPRO], the list below is a non-exhaustive list of status codes:
	Status code
	Meaning

	(200) OK
	The command and the associated Alert action are completed successfully.

	(202) Accepted for processing
	The request to either run a remote execution of an application or to alert a user or application was successfully performed.

	(215) Not executed
	Command was not executed as the user chose to abort/cancel management operation/command.

	(401) Unauthorized
	The originator's authentication credentials specify a principal with insufficient rights to complete the command.

	(403) Forbidden
	Forbidden. The command could not be executed because the source cannot be copied to the destination URI for reasons other than access control rights.

	(405) Command not allowed
	The requested command is not allowed on the target.

	(406) Optional Feature Not Supported
	The specified Exec command is not supported by the recipient.

	(407) Authentication required
	No authentication credentials were specified. A suitable challenge can also be returned.

	(414) URI too long
	URI in command is too long. Either string presenting URI or segment in URI is too long or URI has too many segments.

	(420) Device full
	There is insufficient space in the recipient management tree for the data item.

	(425) Permission denied
	The server does not have the proper ACL permissions.

	(500) Command failed
	Non-specific errors created by the recipient while attempting to complete the command.

	(510) Data store failure
	Error occurs while the recipient copying the data item within the recipient's management tree.


6.5.7 Get

One or more Item element types MUST be specified. The Item element type specifies the data items to be returned from the recipient. The Target specified within the Item element type MUST be a full device URI.
The command MUST return a valid status code as defined in [REPPRO], the list below is a non-exhaustive list of status codes:
	Status code
	Meaning

	(200) OK
	The command completed successfully.

	(215) Not executed
	Command was not executed as the user chose to abort/cancel management operation/command.

	(401) Unauthorized
	The originator's authentication credentials specify a principal with insufficient rights to complete the command.

	(404) Not found
	The specified data item doesn't exist on the recipient.

	(405) Command not allowed
	The requested command is not allowed on the target.

	(406) Optional feature not supported
	The recipient did not recognize the feature specified after the “?” at the end of the URI.

	(407) Authentication required
	No authentication credentials were specified. A suitable challenge can also be returned.

	(413) Request entity too large
	The requested data item is too large to be transferred at this time.

	(414) URI too long
	URI in command is too long. Either string presenting URI or segment in URI is too long or URI has too many segments.

	(415) Unsupported media type or format
	The media type or format for the data item is not supported by the recipient.

	(425) Permission denied
	The server does not have the proper ACL permissions.

	(500) Command failed
	Non-specific errors created by the recipient while attempting to complete the command.


6.5.11 Replace

One or more Item element types MUST be specified. The Item element type specifies the data item replaced in the management tree. The Target and Source specified within the Item element type MUST be a full device URI.
The command MUST return a valid status code as defined in [REPPRO], the list below is a non-exhaustive list of status codes:
	Status code
	Meaning

	(200) OK
	The command accessed an existing leaf node and it completed successfully.

	(213) Chunked item accepted
	Chunked item accepted and buffered.

	(215) Not executed
	Command was not executed as the user chose to abort/cancel management operation/command.

	(216) Atomic roll back OK
	Command was inside Atomic element and Atomic failed. This command was rolled back successfully.

	(401) Unauthorized
	The originator's authentication credentials specify a principal with insufficient rights to complete the command.

	(403) Forbidden
	The target of a Replace command is a node that cannot be modified for reasons other than access control (for example, if the node is in use).

	(404) Not Found
	The specified data item doesn't exist on the recipient.

	(405) Command not allowed
	Command not allowed. The requested command is not allowed on the target. Any attempt to add a child node to a leaf node results in a (405) Command not allowed Status. Additionally, Format, Name and Type properties of permanent nodes cannot be changed, if such an attempt is made, (405) Command not allowed status code is sent back.

	(407) Authentication required
	No authentication credentials were specified. A suitable challenge can also be returned.

	(413) Request entity too large
	The data item to be transferred is too large (e.g., there are restrictions on the size of data items transferred to the recipient).

	(414) URI too long
	URI in command is too long. Either string presenting URI or segment in URI is too long or URI has too many segments.

	(415) Unsupported media type or format
	The media type or format for the data item is not supported by the recipient.

	(418) Already Exists
	The requested Replace command failed because the target already exists.

	(420) Device full
	The recipient device storage is full.

	(424) Size mismatch
	The chunked object was received, but the size of the received object did not match the size declared within the first chunk.

	(425) Permission denied
	The server does not have the proper ACL permissions.

	(500) Command failed
	Non-specific errors created by the recipient while attempting to complete the command.

	(516) Atomic roll back failed
	Command was inside Atomic element and Atomic failed. This command was not rolled back successfully. Server should take action to try to recover client back into original state.


6.5.14 Sequence

Status code (215) Not Executed will be sent back for the commands whose execution was aborted. 
The command MUST return a valid status code as defined in [REPPRO], the list below is a non-exhaustive list of status codes:
	Status code
	Meaning

	(200) OK
	The command completed successfully.

	(401) Unauthorized
	The originator's authentication credentials specify a principal with insufficient rights to complete the command.

	(407) Authentication required
	No authentication credentials were specified. A suitable challenge can also be returned.

	(500) Command failed
	Non-specific errors created by the recipient while attempting to complete the command.
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